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Pozzasmnymo ocofausocmi gidomux memodie wugpyeanna & Oezdpomosin vepexct Wi-Fi.
Hpoananizogano Ix giduwinnocmi 3 mouky 30py Kpunmocmitixocmi, epaziusocmeli | Haciidxig
npogedenux amax. 3poiieHo BUCHOBOK NPO MONCIUEICHT BUKOPUCIHAHHA QIZ0PUMMY WUHPYVEaHHA
WPA3 piznumu spynamiu kopucmyeayis 0eanposodosis MEPexc.

BeagpoToel mepesxi € HeBIT'EMHOK HacTHHOW xopnopatusHol iHdpacTpykTypu Oinswocti
CY4ACHHX KoMmnadii. [le noacHweTsen THM, o sukopucTadia Wi-Fi qo3sonse poaroprarn mepesi
Oes npoknagkm  xkabemw. Posropuyra OeigporoBa  Mepeska  Q03BONAE  OpPraHizyBaTH
BHCOKOWBHAKICHUI gocetyn 8 InTeprer weuaxo 1 komdoprao. Ogxak Hedeineyde BUKOPHCTAHHA
abo agMidicTpyBaHHA Oe3gpoTOBEMX Mepess BcepeaMHl opradizanii Tarde 3a cobo:n cepiiossi
garpoau. VYeniwmuii anom Wi-Fi go3sonse He TinekM NepexonoBatd 4yrauey iHdopmauiro,
ATAKYBATH KOPHCTYBa4ia ﬁenpumnui’ MEpERI, ane 1 POIBUBATH ATAKY 1A OTPHMAHHA JOCTYITY 10
BH\-’TFIIIJJHD\. pecypcie. Jaui nebeaneku s KOPIOPATHBHOMY CErMEHTI TAIHYTE 33 coD0H 30MTKH A1H
Di3Hecy Ta OKPEMMX KOPHCTYBAYIB, PO3MIP AKHI Momke DYTH BENHYEIHHM.

YV ap'A3KY 3 UMM aKTYAINRHHMM € [NOWYVK LUTAXIB 3aXHCTY NPOBOJOBHX MEPEX Hepe3 MeXaHIi3Mu
ayTeHTHdikanii i wudpyEaHHA, AK] 3JA3HAKTE PI3HI 3MIHKM ¥ 3B'A3KY 3 NOABOK) HOBMX CTAHJApTIE,
o BianosigawTs 3a Geaneky indopmanii B cydacHomy kidepnpocTopi.

J1s npeacTaBieHHs 0aMH 0JHOMY i NATBEPUKEHHA NPas Ha 00MIH JAaHUMM MIXK KIIEHTaMM |
TOYKAMHM  JOCTYIY, BHKOPUCTOBYHITECH TaKl  Mexadismu  ayredTudixauii, #x  BiakpuTa
aytenTHdikauis, ayrenTudikania i3 saransuum wmoden, WPA (Wi-Fi Protected Access) 1 WPAZ
[1]. CyTe nepworo MexadiaMy NOAArae B TOMY, WO nepeadadacTeca 3axucT Oe3apoTosol Mepexi
Ha ocHoBl MAC-dineTpauil. CyTs Zpyroro MexaHiaMy NOIATEaE B NiITEEPIMKEeHH] HAa aBTOPMIALI0
Big TodkM gocTyny acouiauil sammdposanol nocnigosdHocTi 13 3anmToMm  kinleHTa. Tpertid i
ueTBEPTHIl MexadiiMu ayTeHTHdikanil 37fCHIOITECH 34 JONOMOTOK) 30BHINIHLOIO CEpBepa 3
JaHMMHM KJIIEHTIB 1 38B4ACHO HAJAHOIO KJIHYA, BCTAHOBIIEHOIO HA TOYKY JOCTYILY.

Cepea mexanismis mmdpysansa kpim saxe Bigomux WPA 1 WPA2, nabupae nonynspicts
WPA3 [2] (tadn. 1). WPA Gye nagbyaosorw nag WEP (Wired Equivalent Privacy), akuii qozsonss
yeyHyTH Bpainueicte y WEP, nos'szany 3 HegocTaTtHiv po3MipoM BekTopa iHinianizanii 6e3 saMinn
obnagnanHs. [epworw igeew Gyna amina knoyis [2]. OcHoeor and usoro cras nporoxon TKIP
(npoToxon uinicHocTl TUM4acoBoro knwua). Bin anasno nocwmosae WEP 3a  gonomorown
JBOPIBHEBO] CMCTEMM BEKTOPIB IHiuianizauii. [Hwwmv Hososeegsednam v WPA crana texnonoria
WPS (Wi-Fi Protected Setup), sxa go3eonse 0e3gpoToBHM NPHCTPOAM CHPOLWEHO OTPHMATH

goctvn go Wi-Fi 3a vamoesn dianysoro goervoy o smapwpyTtuzaTopa. Boxa s 1 cTana nepwo
excnayaroesaHon epammeict:o WPAL e ogna ypammmeicte xoeanaca B ocodauMBOCT] KIHOHIB

TKIP, sxka agozsonse ix anamaru 3a 12 — 15 xeunmy 3 BMKOpUCTAHHAM yTuIiTH Adrerack-ng, a
TAKOM JEAKMX MATeMATHHHMX HanpautwoBads. ¥ 2006 poui B pe3aynsTaTi yenilIHUX ATEK,
FACHOBAHMX HA 3HAHHI JEAKMX JaHux B 3ammdiposanux dipefivax, Hagiiinicrs WPA Oyvna nosnicTio
croMmnposderosada. WPAZ 1o momenTty nosaol xomnpomeranii WPA Oys yke peanizoepanuii v
farateox OesgpoToBux npucrpoax. Ina gaHoro anropuTMy Oyno XapakTepHO HIWMBIIyAlsHE
wHpyBaHHA JaHHX KOMKHOIO KOPHCTYEA4A 1 Hagliinui anroputsm wudpysanus AES (Advanced
Encryption Standard).
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Tabnuus 1
[Mopiexanys anropurMis wudpysadda 1A Ge3apoToBHX MEpex
XAPAKTEPHCTHEHN WPA WPA2 WPA3
Pik Bunycky 2003 2004 2018
Metoa Temporal Key Integrity Advanced Encryption Advanced Encryption
UmMpyBAHHA Protocol (TKIP) Standard (AES) Standard (AES)
Pipens Deanexu Oinswmii, iz v WEP, Dinewmii, Him v WPA, Dinsl Hagiiina
nponoHye Dazosni NPOIOHYE N1IBUILEHHMI asTeHTH(gIKALIA Ta
pieeHb Deanexu pigeHk Deanexu BUCOKHI PiBeHb

KPHOTOCTIAKOCT] 318
BUCOKOYYTIMBHX JAHUX

[liarpumka Oinsw crapime Okl HOBE MPOrPaAMHE | HEJOCTVIIHO AN AEeAKHX
NPUCTPOIB NporpaMHe zadeaneyeHHAM BEPCI NPUCTpOIE
safesneyeHHnA
Joesuna OONYCKAETECH KOPOTLIM notpifHo Hinew norpifHo Hinew goerui
IAPOIIH ER AOBrMi napons e
Kopucrysaui NPHEATHI KOPHCTYBA4] | NPMBATHI KOPHCTYBA4l | NPMBATHI KOPHCTYBAY1
Td KOMNAHI Ta Komnadii
Bumoru ans MIHIMANEH] OLIb1I NOTYKHOCTI BEJIMKI NIOTYHHOCTI
0f4HCIHBANTBHHX

HOTYHHOCTEH

OCHOBHMMH METOZaMH 3J0MY MaplpyTHiatopis, Akl npawosany no WPAZ, fys anom PIN-
KO4y npu nigxixdeddi depes WPS alo nepexonnesss pyxocTHekasHA 1 niglip wiHHa MeToIoM
niabopy «pyBor cHI00», HIBEMHOBATH K] BAanocs siaknouusmy WPS i scTanosMBLIIM J0CHTE
CUABHMIE napone. Ypaanusicts hole 196, axa npuasena ao peanizauii arakn ARP/DHCP Spoofing, i
posnosara 8 2017 poui araka KRACK, soeenn xenazifinicrs npotoxkony WPAZ2. Hosuii npotokon
Deanexn WPA3 Oye cnpofow yeyHyTH HegopoOkM, WO NpH3IBenH 10 arak nonepeidsoi eepcii, 3a
JOMOMOIOH) BIpOBAT#eHHA 0DoB'A3k0B0] niaTpuMen Oinew Hagifinoro smertody 3'eaHanus SEA
(Simultaneous Authentication of Equals) (Dragonfly) [3], sacsosanomy Ha npotoxoni odminy
kmoyamu Jidpi-Xenmana 3 BAKOPUCTAHHAM KIHUEBMX UMKIIMHUX IPYN 1 BMKOPHCTaHHI (pefimia
PMF, wo sadeanesnnn kouTpons uinicHocti Tpadixy.
Ane, HEIBMKAKYY HA BIHUTI KPOKH LWOJ0 NOCKHISHHS 3axumedocTt] DesgpoTosux mepes Wi-
Fi, daxisui ssamaioTe, wo nowyx cnocody odxogy PMF ana npumycosoro sig'eqsanns nienTa
Big mepesi He 3afime SaraTo =acy, a SEA TinsKM NOJOBXMTE NMPOBEIEHHS CIOBHMKOBMX aTak [4], 1
ATAKYHOMMH 3MOKE POIFOPHYTH CBOKW TOMKY JocTyny 1 nepexomnosath tpadik.  Taxoms
srposamkedHo anropurmy WPA3 nepemwkomkarTe  anaparHi 1 NOTYRHICTHI  0DMEKEHHH,
OCKUIBKH € MOMIIMBICTE BHKODHMCTAHHA JAHOTO AIFOPHTMY WHDPYBAHHA 108 PIIHUX IPyn
KOPUCTYBAYIB, TO 1HTEpec 40 foro sacrocysanHs Oyae cnpuatd podoTi Hazam Had MKBIZALIEH)
ICHYH4HX HEJOMIKIE,
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