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Abstract

The transfer of information by telecommunication channels is accompanied by message hashing to control the integrity of
the data and confirm the authenticity of the data. When using a reliable hash function, it is computationally difficult to create a fake
message with a pre-existing hash code, however, due to the weaknesses of specific hashing algorithms, this threat can be feasible.
To increase the level of cryptographic strength of transmitted messages over telecommunication channels, there are ways to create hash
codes, which, according to practical research, are imperfect in terms of the speed of their formation and the degree of cryptographic
strength. The collisional properties of hashing functions formed using the modified UMAC algorithm using the methodology for
assessing the universality and strict universality of hash codes are investigated. Based on the results of the research, an assessment
of the impact of the proposed modifications at the last stage of the generation of authentication codes on the provision of universal
hashing properties was presented. The analysis of the advantages and disadvantages that accompany the formation of the hash code
by the previously known methods is carried out. The scheme of cascading generation of data integrity and authenticity control codes
using the UMAC algorithm on crypto-code constructions has been improved. Schemes of algorithms for checking hash codes were
developed to meet the requirements of universality and strict universality. The calculation and analysis of collision search in the set of
generated hash codes was carried out according to the requirements of a universal and strictly universal class for creating hash codes.
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1. Introduction

When transmitting information over telecommunication channels, hashing of transmitted
messages is used, which is usually carried out using manipulation detection codes (to control data in-
tegrity) and message authentication codes (to confirm the authenticity of data). When using a reliable
hash function, it is computationally difficult to create a fake message with the same hash code (MAC
code — message authentication code), as the original message. However, these threats can be realized
due to the weaknesses of specific hashing algorithms, signatures, or errors in their implementations.

The existing hashing algorithms for verifying the authenticity of received messages when
working in the post-quantum period do not have the necessary cryptographic resistance to hack-
ing [1-4], so the problem arises of creating new algorithms or modifying existing ones. These crypto-
graphic algorithms must have not only a higher degree of cryptographic strength, but also sufficient
efficiency. Also, hashing algorithms that are resistant to hacking from quantum computers require
large enough power resources and a large number of operations to calculate the hash code [1, 4-6].

One of the features of hash codes is the even distribution of collision properties, which
allows the use of these MAC codes as identifiers of data contained in large databases (DB). This
feature can increase the level of data security when working with them remotely.

There are a number of approaches to creating hash codes to increase the cryptographic
strength of transmitted messages over telecommunication channels, but practical studies that allow
comparing the resulting variants of MAC code, which suggest the imperfection of the proposed
hashing options in terms of the speed of their formation and the degree of cryptographic strength.

Therefore, the aim of this research is to research the collisional properties of hashing functions
generated using the modified message authentication code based on universal hashing UMAC (mes-
sage authentication code based on universal hashing) algorithm based on the methodology for as-
sessing universality and strict universality, as well as assessing the impact of the proposed modifica-
tions at the last stage of generating authentication codes on ensuring properties of universal hashing.

2. Materials and methods

In their works [7-9], the authors proposed a method for constructing multilayer hashing
functions using the UMAC algorithm as an example. It is based on a combination of multi-stage
key universal hashing and the use of a symmetric block cipher. This algorithm uses sets of univer-
sal hash functions and provides provable security for the generated authentication code. The use of
a pseudo-random pad on the last layer also gives additional cryptographic resistance to the code.
Thus, universal hashing in a multi-layered UMAC design allows providing the same probability
of hash-images formation for the entire set of key data used. In work [10] it is indicated that the
obtained property ensures the safety of the algorithm.

Consider the features of the formation of a pseudo-random pad by already known crypto-
graphically strong algorithms:

1) symmetric block cipher algorithm AES (Advanced Encryption Standard);

2) modular transformation RSA (Rivest, Shamir, Adleman) algorithm using loop functions;

3) keyless algorithms MASH-1 and MASH-2 using modular transformations (Table 1).

Generation of a pseudo-random pad with a cryptographically strong algorithm of a sym-
metric block cipher AES ensures the cryptographic strength of the UMAC algorithm at the level of
the applied cryptoalgorithm. High efficiency indicators of code generation using this method are
justified by the use of the bitwise addition operation for imposing pseudo-random pads. But at the
same time, the UMAC algorithm loses an important property of the universality of hashing of the
generated MAC codes, which also leads to a decrease in its collisional properties. This disadvan-
tage is associated with the features of block symmetric encryption.

Therefore, the authors in [10] proposed to carry out universal hashing using modular trans-
formations. Crypto resistance in this case provided such a property of the received MAC-codes as
the impossibility of decrypting them in a computable time. But, with the advent of high-perfor-
mance quantum computers, this property will not become an obstacle to hacking.

The next option for the formation of a cryptographically strong MAC-code can be called
universal hashing based on modular transformations using the RSA algorithm using elliptic curves

35

Computer Sciences



Original Research Article: (2022), «KEUREKA: Physics and Engineering»
full paper Number 1

and the computational complexity of the problem of factoring large numbers. To form the final
layer, cryptographically strong functions of strict universal hashing are used on the modular arith-
metic of exponentiation using cycle functions [10]. But, as for the previous method of generating
a MAC-code, the use of this option is limited by a number of significant drawbacks (Table 1).

Table 1
Analysis of algorithms for the generation of a pseudo-random pad

Algorithms for the formation

of pseudo-random pads Advantages Disadvantages
+ high performance indicators; — there is no guarantee of preservation of properties of uni-
+ inappropriateness of hacking versality;
AES . L . . .
when using modular transfor- — maintains cryptographic strength with existing comput-
mations; ing power;
RSA + burglary resistance in existing — does not provide efficiency;
conditions is high; — low post-quantum cryptographic strength;
MASH-1 + easy to implement; —noteryp tographlcauy seeures
— does not provide universality;
+ provides versatility and crypto- — low speed of hash-code generation;
MASH-2 . . ; .
graphic strength —not all values provide universality

An improved method for generating MAC-codes based on the UMAC algorithm, despite the
fact that it provides a high speed of forming the first layers, but is cryptographically weak on the
last layer. Therefore, it was proposed [10] to strengthen it using a strict universal hashing scheme
based on modular transformations using keyless algorithms MASH-1 and MASH-2. Hash codes
generated in this way meet the properties of universality and maintain a given level of crypto-
graphic strength, but only for a given level of computing power. Also, for using the MASH-1
algorithm, there are restrictions on the values of the exponentiation values — these are only even
numbers. Despite the fact that when using the MASH-2 algorithm, both even and odd numbers can
be used as exponentiation numbers, this option is not suitable for all primes specified at the begin-
ning of the hashing procedure. All this leads to the fact that, despite the provision of universality
and a given strength of the generated MAC-codes, the practical implementation has a low rate of
generation of a pseudo-random pad.

With the advent of quantum computers, all of the options considered lose their level of
cryptographic strength, since attackers can carry out Grover and Shor attacks, which make it pos-
sible to break ciphers according to the presented algorithms in a computable time [4, 6].

According to the NIST competition, the algorithm for forming an asymmetric block cipher
with a McEliece public key on elliptic curves has reached the third round and is a candidate for
post-quantum cryptography, since it is resistant to attacks using Shor’s algorithm. The cryptogra-
phic strength of the authentication code, which is generated by this algorithm, can be enhanced by
using a pseudo-random pad. This pseudo-random pad can be represented as a crypto-code con-
struct (CCC) on elliptic curves.

Thus, to eliminate the identified drawback in already existing algorithms, it is proposed to
use CCC on elliptic curves (EC), modified elliptic curves (MEC) McEliece and hybrid crypto-code
constructions (HCCC) on defective codes (DC) [1] (Fig. 1).

In the proposed method for generating data integrity and authenticity control codes, the
first transformation layers are proposed to be implemented with high-speed, but cryptographically
weak universal hashing schemes traditional for the UMAC algorithm, and the last layer is proposed
to be implemented using the developed secure (cryptographically strong) strictly universal hashing
scheme based on algebraic geometric codes CCC. This algorithm for generating a hash code is
cryptographically resistant to hacking in the post-quantum period, since the technical characte-
ristics of quantum computers will only slightly reduce the number of operations required to crack
this algorithm [5].
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Universal hashing MAC-
POLY-hash| CW-hash based on algebraic geometric code
codes of crypto-code constructions

1 1T

Multilayer scheme for generating MAC-code using universal hashing and error-correcting
codes on elliptic curves

1 F 90
| — | S—
High collision properties, high speed, High collisional properties, ensuring the
cryptographically strong criteria of versatility and strict versatility
| | ]
| S— |
Universal hashing methods Algebrogeometric codes on elliptic curves

Crypto-code constructions on
NH-scheme of universal hashing elliptic codes

Crypto-code constructions on

Polynomial universal hashing

scheme modified elliptic codes
Carter-Wegman universal hashing Crypto-code constructions on
scheme — defective codes

Fig. 1. Scheme of cascading generation of data integrity and authenticity control codes
using the UMAC algorithm on the CCC

The pseudo-random pad can be represented by varieties that should equally ensure that
the necessary transformations are performed and that the properties of universality are preserved
by the UMAC algorithm.

3. Results

3. 1. Development of a practical algorithm for the implementation of the universality
methodology and strict universality methodology of the generation of hash codes

In [1, 10], it was proposed to use the universality methodology and strict universality me-
thodology to check hash codes for their collisional properties. Using this methodology, it is pro-
posed to check hash codes generated using the modified UMAC algorithm. A formalized presen-
tation of this methodology allows to develop a practical algorithm for its implementation. Let’s
consider schemes for checking hash codes for the possibility of collisions based on universality and
strict universality criteria.

The algorithm for checking hash codes to comply with the rules of the universal class of
hash functions is shown in Fig. 2.

The description of the algorithm for checking hash codes to meet the requirements of
the universal class of hash functions consists in the implementation of the following steps of its
implementation:

Step 1. Generating input messages Iy, I,..., [; € 1.

Step 2. Keys are generated K, K»,..., K; € K.

Step 3. For each input message /;, using the keys K, their hash codes H;; are generated.

Step 4. Conduct a sequential comparison of the received hash codes Hj; for the same key K;
for all input messages with each other based on the following condition: if the hash values coin-
cide (Hj;= Hjj+1), which indicates a collision (L)), then 1 is added to the collision counter:

N
Lj=ZLj,1+1, (1)
=

where L;_; the previous value of the collision counter for the j key.
Step 5. Within one message for all keys, select the maximum collision value Zmax;.
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L, Kj, i=M, j=N

Generating hash codes
(Hij) on Kjforall /i

Collision calculation
N
bdp
=

I
Selecting the
maximum value

(Lmaxi)

Determining the central M
meaning of collisions = A7(Lmax,)= > x,x p,
(M(Lmaxi) !

Calculation of deviations

from the central value of D(L maxl.):M(x -M (x))2
collisions (D(Lmaxi))

End

Fig. 2. Algorithm for checking hash codes to meet the requirements of the universal class
of hash functions

Step 6. Calculate the arithmetic mean or central value of the maximums of the number of
collisions by finding their mathematical expectation M(Lmax;):

M
M (Lmax;)=") x; X p;. ®)
i=1

Step 7. Calculate the value of the spread of the maximum collision values around their cen-
tral value by finding the variance (D(Lmax;)) for the maximums of the number of collisions:

D(Lmax;)= M(x—M(x))2. 3)

The algorithm for checking hash codes to meet the requirements of a strictly universal class
of hash functions according to the first criterion is shown in Fig. 3.

The description of the algorithm for checking hash codes to meet the requirements of
a strictly universal class of hash functions according to the first criterion consists in the implemen-
tation of the following steps of its implementation:

Step 1. Generating one random input message /,.,,qom-

Step 2. Generating the hash code H,4,4,,; of @ random message 7 4,dom-

Step 3. Generating input messages [y, I,..., [; € 1.

Step 4. Keys are formed K, K...., K € K.

Step 5. For each input message /;, using the keys K, their hash codes H;; are generated.

Step 6. Conduct a sequential comparison of the received hash codes Hj; for the same key K;
for all input messages with each other based on the following condition: if the hash values coin-
cide (H;; = Hj;+;), which indicates a collision (L), then 1 is added to the collision counter (1).
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Fig. 3. Algorithm for checking hash codes to meet the requirements of a strictly universal class
of hash functions according to the first criterion

Step 7. Within one message for all keys, select the maximum collision value Lmax;.

Step 8. Calculate the arithmetic mean or central value of the maximums of the number of
collisions by finding their mathematical expectation M(Lmax;) (2).

Step 9. Calculate the value of the spread of the maximum collision values around their cen-
tral value by finding the variance (D(Lmax;)) for the maximums of the number of collisions (3).

The algorithm for checking hash codes to meet the requirements of a strictly universal class
of hash functions according to the second criterion is shown in Fig. 4.

The description of the algorithm for checking hash codes to meet the requirements of
a strictly universal class of hash functions according to the second criterion consists in the imple-
mentation of the following steps of its implementation:

Step 1. Generating two different random input messages /qngom1 and Landomz-

Step 2. Generating hash codes H, i0m1 and H,,40mo for each of the messages 7,dom1 and Lynaom-

Step 3. Generating input messages [y, I,..., [; € 1.

Step 4. Keys are formed K, K...., K € K.

Step 5. For each input message /;, using the keys K, their hash codes H;; are generated.

Step 6. Conduct a sequential comparison of the received hash codes H,4uqom; and Hyqndom2
for the same key K; for all input messages with hash codes of two random messages: if the hash va-
lues coincide (/;; = H;;+1), which indicates a collision (L)), then 1 is added to the collision counter (1).
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Step 7. Within one message for all keys, select the maximum collision value Lmax;.

Step 8. Calculate the arithmetic mean or central value of the maximums of the number of
collisions by finding their mathematical expectation M(Lmax;) (2).

Step 9. Calculate the value of the spread of the maximum collision values around their cen-
tral value by finding the variance (D(Lmax;)) for the maximums of the number of collisions (3).

Thus, the proposed schemes of algorithms make it possible to evaluate not only the fulfill-
ment of the criteria for universality and strict universality of the obtained MAC-code, but also the
level of security.

Start

lnput messages
(Irandom1, Irandom2)

Generating hash codes
(Hrandom1, Hrandom2) for
Irandom1, Irandom2

|

Ii, Kj, i=M, j=N

Generating hash codes
(Hij) on K; for all /i

<
<

Hij=Hrandom?2

Hij=Hrandom1

Yes

<
<

CollisioAlla calculation
L=YL +
J J

=1
[
Selecting the
maximum value

(Limax)

Determining the maximum
value (M(Limax))

Calculation of deviations ,
from the central value of -~ —- D(L max,) =M (x -M (x))
collisions (D(Limax))

M
- M(Lmax)= 3 <)
i=1

End

Fig. 4. Algorithm for checking hash codes to meet the requirements of a strictly universal class
of hash functions according to the second criterion

3. 2. Software implementation of the algorithm for the occurrence of collisional pro-
perties of hash codes

An application that implements collision search in a set of hash codes generated using
a modified UMAC algorithm was developed in an object-oriented programming language C#.

Using the reduced UMAC model (mini-UMAC), let’s conduct a research of the collision
properties of message authentication codes, which consists in an experimental assessment of the
distribution of the number of collisions of the generated images. Reduced models are designed
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to investigate the main indicators of the efficiency of the cryptoalgorithm while maintaining its
algebraic structure [10].

Since in the above UMAC scheme on the first layer (when generating a hash code) multi-
plicity of universal hashing functions are used, which are studied in detail in [1, 6-10], let’s carry
out statistical research only on the second layer when forming a pseudo-random pad and at the final
stage of generating authentication codes (after completing the summation).

It is at these stages, according to the authors’ assumption [10], that the properties of the uni-
versality of the generated authentication codes are violated. When conducting statistical research of
the collisional properties of the generated values of hash codes for each experiment, the mathemat-
ical expectations m(n,), m(n,) and m(ns), variances D(n,;), D(n,) and D(n3) were estimated, as well
as for a confidence level P, /iq (|n"z(ni) - m(ni)| < €)=0.98 were determined based on the calculated
accuracies € = tkp(q(m)/ n), €y = tkp(q(nz)/\/g) and €3 = tkp(q(ng)/\/Z) the corresponding ex-
trema (lower and upper values) of the confidence intervals (m(n;) — €; m(n;) + €). And besides m(n;)
it is a natural estimate for the mathematical expectation mn; of a random variable n;, and D(#;)
is an estimate of the variance of the random variable ;.

The research was carried out on a sample of size N= 10 000 elements. To form each element
of the sample, the maximum was calculated over a set of M =1 000 tuples of elements. Thus, the
total volume of the generated sets was N-M = 107.

The obtained results of experimental studies are summarized in Table 2.

Table 2

Results of experimental researches of collisional properties of authentication codes generated using
MASHI1, MASH2, mini-UMAC MASHI1, mini-UMAC MASH2, mini-UMAC AES and mini-UMAC
CCC (at Peopyia=0.98)

lesof theexperiment MASHL - masw2 - "URGHC MG UARS KKK
m(ny) 7.09* 7.14* 1.965 1.968 1.096 1.166
m(ny) 1.69 1.56 0.123 0.120 0.094 0.599
m(m)—¢ 7.061 7111 1.957 1.961 1.088 1.148
m(m)+e 7122 7.169 1.973 1.977 1.103 1.184
m(ny) 1.013 1.014 2.629* 2.64* 1.532 1.161
D(ny) 0.013 0.014 0.349 0.355 0.36 0.67
1 (ny)—es 1.01 1.011 2.62 2.63 1.52 1.14
1 (ny)+ € 1.02 1.017 2.64 2.65 1.55 1.18
m(ns) 1.0008 1.0002 0.237** 0.224%* 0.0005** 0**
D(n3) 99931078 9999-10~8 0.184 0.177 499-10-¢ 0
1 (ns)—¢e3 1.00006 0.9994 0.227 0.214 —2.087 0
1 (ns)+e3 1.002 1.0009 0.247 0.234 0.001 0

* — natural estimates of mathematical expectations, according to which the number of collision values significantly exceeds their
theoretical estimates;

** — natural estimates of mathematical expectations, according to which the number of collision values does not exceed their theo-
retical estimates.

4. Discussion

Let’s analyze the obtained results of statistical research of the collision properties of mes-
sage authentication codes: let’s compare the obtained results of the average estimates of the ma-
thematical expectations m(n,), m(n,) and m(ns) of the number of hashing rules with theoretical
estimates (with the number P.,;/|H| — for the first criterion, with the number |H|/|B| — for the second
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criterion and the number P, H — for the third criterion), in this case, equalities (5)—(7) in [10] must
be satisfied, respectively.

Consider the first criterion by which the number of hashing rules is estimated for which there
is a collision (coincidence of authentication codes) for two arbitrary input sequences. In accordance
with theoretical estimates, this quantity is bounded from above by the number P.,;|H|. Let’s con-
cretize this (theoretical) estimate for authentication codes generated using the algorithms MASH-1,
MASH-2, mini-UMAC MASH-1, mini-UMAC MASH-2, mini-UMAC AES, and mini-UMAC CCC.

The power of the key set for the algorithms MASH-1, MASH-2, mini-UMAC MASH-1,
mini-UMAC MASH-2, mini-UMAC AES and mini-UMAC CCC is |H|=2!°, the cardinality of
the set of generated authentication codes is also |B| = 2'%. If to use the upper bound for the proba-
bility of collisions as the reciprocal of the power of the generated authentication codes P,.,; =271,
let’s obtain n(xy, x2) < Py |H| =1 [10].

The collisional properties of the MASH-1 and MASH-2 encryption algorithms are signifi-
cantly inferior to this upper theoretical estimate. In fact, the number of collisions on them is more
than 7 times higher than the theoretical limit. Codes generated by all other algorithms also do not
meet the first universality criterion, since the number of collisions exceeds the specified limit.
Consequently, the criterion of universality is not satisfied by any of the algorithms.

Let’s consider the second criterion by which the number of hashing rules is estimated un-
der which the value of the authentication code does not change for an arbitrary input sequence.
In accordance with theoretical estimates, this value for authentication codes generated using all
algorithms is bounded from above by the number |H|/|B|=1 [10].

The experimental results obtained indicate that the collision properties of authentication
codes generated using the mini-MASH-1 and mini-MASH-2 algorithms do not satisfy the second
criterion, since the number of collisions for them exceeds the theoretical limit by almost 3 times,
and for all the rest algorithms also observe an excess of the permissible number of collisions.
Consequently, the first criterion of strict universality is not satisfied by any of the algorithms.

In accordance with the third criterion, the number of hashing rules is estimated under
which the corresponding values of the authentication code do not change for two arbitrary input se-
quences. The theoretical estimate of this value for universal hashing is bounded from above by the
number P.,;-|H|, which when using the upper bound for the collision probability Pe,;= 2710
let’s obtain n3(x1, X2, Y1, Y2) < Peoy - |[H| =1 [10].

The values given in Table 1 indicate that the collisional properties of authentication codes
generated using mini-MASH-1, mini-MASH-2, mini-UMAC AES, and mini-UMAC CCC satisfy
the second criterion of versatility. The data obtained by calculation allows to assert that the use
of the UMAC scheme on the CCC significantly improves the collision properties of the integrity
control and authentication codes [11].

The elliptical form of hash codes when using post-quantum cryptography does not pro-
vide the required level of their cryptographic strength. Therefore, to form more cryptographically
strong hash codes, it is necessary to use modified elliptical codes. Moreover, a higher level of
cryptographic strength of authentication codes can be increased through the use of hybrid crypto-
code constructions.

5. Conclusions

The analysis of algorithms for the formation of the final layer of authentication codes, name-
ly, a pseudo-random pad, in the course of which the advantages and disadvantages accompanying
the formation of a hash code by already known methods were identified. These algorithms are not
cryptographically resistant to hacking in the post-quantum period.

It is proposed to use different modifications of McEliece elliptic codes (EC, MEC, DC)
on crypto-code constructions and hybrid crypto-code constructions to increase the cryptographic
strength of MAC-codes.

Schemes of algorithms for checking hash codes to meet the requirements of universality
and strict universality according to the first and second criteria have been developed in accordance
with the requirements of universality and strict universality of hash functions.
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The results of hashing messages were obtained and analyzed using a software application
that searches for collisions in a set of hash codes: hash codes generated using the mini-UMAC
MASH-1 (m(n3)=0.237), mini-UMAC MASH-2 (m(n3)=0.224), mini-UMAC AES (m(n3)=0.0005)
and mini-UMAC CCC (m(n3) = 0). And besides the use of the UMAC scheme on the CCC signifi-
cantly improves the collision properties of the integrity control and authentication codes, because
the value m(n3)<I.
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