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Abstract

The structural solution of the real-time information security risks assessment system is
developed, which, due to the structural components of the subsystems of primary and
secondary data generation, as well as their components of input data initialization modules,
formation and conversion of reference values, weighing evaluation parameters and their
adjustment, evaluation of risk degree and report generation, in which the proposed method
is implemented, allows to provide certain properties of adaptability and efficiency in risks

assessment in real time.
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1. Introduction

Often in the risks analysis and assessment
(RAA) it is not always possible to involve relevant
specialists, and there are situations in which the
expert can not always unambiguously assess a
particular vulnerability of information systems
resources (ISR). It is proposed to use appropriate
databases (DB) of vulnerabilities (in which their
quantitative estimates are presented), such as the
National Vulnerability Database (NVD), Open
Sourced Vulnerability Database (OSVDB), IBM
X-Force, US-CERT VND, SecurityFocus and etc.
The basic component of such databases is CVSS
- indicators that can be used as an alternative to
expert estimates.

In practice, for example, there may be
situations where it is necessary to carry out
operational assessment and monitoring (real-
time) of risks without the involvement of these
experts, and the available methods and tools of
RA do not provide such an opportunity.

On this basis, we will develop a method of risk
assessment (RA), which will implement an
alternative RA using known databases without the
involvement of experts in the relevant field.
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2. Method of assessing information
security risks based on open
databases of vulnerabilities

Let’s consider in details its work, which is
based on 11 steps.

Step 1 (Determining the complete set of RIS
identifiers and vulnerabilities)

The first step determines the complete set of
identifiers of all RIS, ie

RIS ={| JRIS,} (rs=1r),
rs=1
where 7 — the number of all resources (and,
accordingly, their identifiers), as well as the full
set of vulnerabilities

n
v={Jr.} wz=1n),
uz=l1
where n — the number of all vulnerabilities
(and, accordingly, their identifiers). Based on and
experts can identify sets of RIS and vulnerabilities

298



by object of assessment. To create appropriate sets
(as a basis), for example, a known database of
NVD vulnerabilities can be used.

Step 2 (Determining the set of RIS
identifiers and vulnerabilities for the object of
evaluation)

Here, based on the set RIS for a specific
object of evaluation, experts determine the
required set of RIS (and, accordingly, their
identifiers) RISO (RISO c RIS), that is

RISO = {| JRISO,} (rs=1,r0),

rs=1
where 7o — the number of assessed RIS at the
facility. Next for every RISO, the sets of their

vulnerabilities are determined V, <V (and,
accordingly, their identifiers), ie

{6 Vo=t 7 (s=Tro,
rs=1

rs=1 uz=1
uz=1n),
where 7, — possible number of identified

vulnerabilities 7s- of the estimated RIS

(RISO.).

Step 3 (Determining the
assessment parameters)

Here we introduce a set of risk assessments
LR for the defined in the second step RISO, ie at

rs=1,ro

set of risk

ALR={|J LR }={LR,... LR }.
rs=1
So, for RE for each vulnerability reflected by
the identifier V, . introduce sets LRV, at

rs=1,ro and uz=1n

ie

rs 2

3Jerv,y = (e Lrv.00

rs=1 rs=1 uz=1

where LRV

for each uz-th vulnerability of rs-th PIC on yhe
object. To display the result of the RA, we will use
the LV "RISK DEGREE" (RD), presented in the
form of a tuple.

Further, to ensure the evaluation process,
indicators are taken as a basis CVSS [1] with
NVD. To do this, define the required sets of

parameters EP,, (i = rg) , used for evaluation,

— quantitative risk assessment

g
ie EP={ JEP} ={ER,EP,.., EP},
i=l1

where g — the number of sets of such parameters.
Note that for version 3 estimations of CVSS
[1], in which, unlike version 2.0, the metrics of
operation (AC, AV, PR, UI) calculated for the
vulnerable component, and impact metrics (C, 1,
A) for the attacker. This makes it possible to
distinguish between vulnerable and attacking
components, for example, when g = 3 can be
determined by the following sets of values —

3
() EP) = (ER. EP. EP}~(8. T, E
i=1

(i=L3),
where:
B — basic (Base) estimations, which are
presented as a set

B={JB.} (wz=1n,),

uz=1
whose members are formed on the basis of a
group of sets of parameters AV _, AC _,

PR, S U ,C_, I A_ (uz=1,n),

uz 2 uz > uz? uz uz?

where:

AV

= — Cyber-attack vector, which is

represented as a set

AV, ={L4J AV

uz,av}
av=1

LAV, }={N,4,L,P|

uz,1%°**

={4,

(MZ = 1,an, av = 1,4) , Wwhere: N —
«Network» = 0,85; A — «Connected network» =
0,62; L — «Local access» = 0,55; P — «Physical
access» = 0,2,

AC .. — the complexity of the cyber-attack,

represented by the set

AC, = {LZJ AC, .}

ac=1

={4C,,. 4C,_,} ={L,H}

uz,l1?

(MZ = 1,an, ac = 1,2) , where: L — «Low»
=0,77; H— «High» = 0,44,

PRuZ — compliance with the authority
represented by the plural
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PR = (| PR} =

pr=1
{PRuzU PRuz 29 PRuz,3} = {N’ L’ H}
(uz=Ln_, pr=13), wheree N -

«Absent» = 0,85;
0,62at S, ,=U,

L—«Low» = with

0,68at S, ,=C,

S = action scope, which can be represented

as a set
_{U uzv {Suzl’SMZZ}
v.c)
(uzzm,S:l,_Z), where: U — «No

changes»; C — «Changing»);
0,27atS,., =U,

0,50at§,.,=C,
UI , - user interaction, represented by the set

UI —{U uz ul {Uluzl’Uqu 2}

ui=l

={N. R

(uz=Ln,_,ui=1,2), where: N — «No
need» = 0,85; R — «Is required» = 0,62,
C_ - impact on privacy, defined as a set

—{Ucm} {Co>Cprns
uz3} {NﬂL?H}

(uz = 1,an, c= 1,3) , Where: N — «Absent»
=0; L — «Low» =0,22; H— «High» = 0,56,

qu — influence on integrity, which is

H— «High» =

represented by the set

_{U uzm - uzl’IMZZ’ uz3}
in=1
={N,L,H|

(uz = 1,an, in= 1,_3), where: N -

«Absenty = 0; L — «Low» = 0,22; H — «High» =
0,56,

Auz —the impact on availability, which can be

represented by the plural

- {U Uz, az uzl’ Auz,Z’

ai=l1

Auz,3} = {N’L’ H}a

(uz=Ln_,ai=13), where: N -
«Absenty = 0; L — «Low» = 0,22; H — «High» =
0,56;

T — temporal estimates, which in accordance
with paragraph 4.6 are presented as a set

(U7 Ge=Tmy).

uz=l1
whose members are determined by a group of

EX_, RL_, RC,

sets of parameters:

(uz =1, nm), where:

EX,, — usability, which can be displayed as
a set
EX, = EX, .}
ex=1
{EX,,....EX _ |=
{X U,POC,F,H }
(uz = 1,an, ex=1,5 ,5), where: X — «No

datay = 1; U — «Theoretical (no evidence)» =
0,91; POC - «Experimentaly = 0,94; F —
«Functional» = 0,97; H — «High» =1,

RLMZ — the level of correction (indicator of

the degree of readiness of the decision), which is
determined as a set

ey

RLuz,rl} =
rl=1
{RL,,,...RL, s} ={X,OF TF,
w,U}
(uZ = m, rl = 1,_5), where: X — «No

datay = 1; OF — «Official patch» = 0,95; TF —
«Interim solution» = 0,96; W — «Solutions based
on tips and tricks» = 0,97; U — «Absent» = 1,

RCuz — the reliability of the report (an

indicator of the degree of reliability of
information), which is represented by the set
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RC, —{UR

re=1

. RC }:{X,U, R,C}

uz,1°° uz,4

={RC

(uz = l,nrs, rc= 1,4), where: X — «No

datay = 1; U — «Undefined» = 0,92; R —

«Justified» = 0,96; C — «Confirmed» = 1;
E — environmental

(Environmental), presented as a set

E={JE,} z=1n).

uz=1

metrics

whose members are determined by a group of

sets of parameters: CR _, IR _, AR , MS

uz uz

. MAV_. MAC,_.. MPR_. MUI
MC_ MI_, MA_ (uz= l,nrs), where:
CRMZ — confidentiality requirements defined

uz’

as a set

CR, —{Uc

cr=1

CR,.|= {X,L, M, H}

(uz=1,n,, cr=1,4), where: X -
«Undefined» = 1; L — «Low» = 0,5, M —
«Mediumy» = 1; H — «High» = 1,5,

IR - integrity requirements represented by
the set

{CR

MZ,I’ ooy

IR _{UI uztr}:{[Ruz,l"“7

ir=l1

IR, }={X,L,M,H|

(uz=1,n_,ir=14), X -
«Undefined» = 1; L — «Low» = 0,5, M —
«Medium»= 1; H — «High» = 1,5,

ARuZ — accessibility requirements, presented

where:

in the form of a set

AR, =) AR, =

ar=1

{4R,,...AR_,}={X.L,M H}
(uzzl,nrs, al’=l,_4), where: X -
«Undefined» = 1; L — «Low» = 0,5, M —

«Mediumy» = 1; H — «High» = 1,5,

MS

represented as a set

MS, —{UMM

— modified action scope, which can be

ms=1
={MS,.,, MS,.,.MS, .} ={X,U,C}
(uzzl,nrs,ms:l,?)), where: X -
«Undefined»; U - «Unchanged»; C -
«Changingy,
MAV,, - modified cyber-attack vector,
which is represented as a set
Medium MAV,, = { U MAV, .}
mav=l
={MAV,.,,... MAV, ;| =
{X,N,4,L,P)
(uz:l,nm,mav:l,_S), where: X —

«Undefined» = 1; N — «Network» = 0,85; 4 —
«Connected network» = 0,62; L — «Local access»
=0,55; P — «Physical access» = 0,2,

MAC,

cyberattack determined by the set

MAC,={| ] MaC,,,.}-

mac=1

{MACuzl,MACuzz,MACuzs}
={X,L, H)

(uz=1,n_, mac=1,3), X -
«Undefined» = 1; L — «Low» = 0,77; H — «High»
=0,44,

MPR,_

authority represented by the set

modified complexity of a

where:

— modified compliance with the

MPR = U MPR,_, }=

mpr=1

{(MPR ., MPR

uz,1° uz,2
MPR_,,MPR_,}={X,N,L,H}
(uz :1,an, mpr =1,_4), where: X -
«Undefined» = 1; N — «Absent» = 0,85;
0,62 at MS_, =U,
L —«Low» = ’
0,68 at MS,, , = C;
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0,27 at MS,., =U,
0,50 at MS,, , =C,

MUI | - modified interaction with the user,
represented by the set

MUI_ ={ O MUI

H— «High» =

uz,mm'}
mui=1
= {MUqu,l’ MUI, ,, MUfng}
={X,N,R)

(uz=Ln,_,mui= 1,_2) , where: X -

«Undefined» = 1; N — «No need» = 0,85; R —
«There is a need» = 0,62,

MC,_, - modified
determined by the set

mc, =i\ Mc,, 1=

uz,mc

impact on privacy

mc=1
{Mcuz,l’ MCMZ,Z’ MCuz,3’ MCuz,4} =
{X,N,L,H}
(uz = l,nrs, mc = 1,_4) , Wwhere: X -

«Undefined» = 1; N— «Absent» = 0; L — «Low» =
0,22; H — «High» = 0,56,
MI - modified effect on the integrity

determined by the set
4
MIMZ = { U Mqu,min} = {M]uz,l’
min=1

mI, +={X,N,L,H|

(uz=Ln_, min=1,4), where: X -
«Undefined» = 1; N — «Absent» = 0; L — «Low» =
0,22; H — «High» = 0,56,

MA

uz

represented by the set

MA_ ={ 0 MA

uz,mai} -

MI, ,, MI

uz,3°

— modified effect on availability,

mai=1

(MA,,, MA,, ,, MA, ., MA,_ ,} =

uz,1° uz,2 uz,3°

(X,N,L,H)

(uz=Ln_, mai=1,4), where: X -

«Undefined» = 1; N — «Absent» = 0; L — «Low» =
0,22; H — «High» = 0,56.

Next, we introduce the logical variable (LV)
"LEVEL OF EVALUATION PARAMETER

EP" (K gp )» Which is determined by the tuple

2,3] <K,,, T ., X, >, where the base
i ~Kpgp, i
term sets are initialized by m-terms
m
T =\|IT , for which, respectively,
~Ker A ~Kenj
j:

determine their intervals of values for each EP,,
(l = Lg) - [kEp;l; kEP,-z [, [kEP,-Z; kEPl-3 Lo

kEﬁj—l; kEf;j[’ [kEP,j; kEBjH[’ e [kEP,m; kEI}erl

]
Next, using the appropriate method [4], which
is implemented using four stages, the conversion

of intervals into fuzzy numbers (FN) — T =
~Kep,

(aij; biy; biy; ciy).
To do this, we modify the expression of the
method using the following redefinitions [4]:

aj:sz, Cj:blja where j=1,m, (m -

number of term sets) @, = b11=0 ic,= b2m=

km+l :
Significance assessment of EPl is performed
using parameters from the set

LS €{LS.} (i=1,g), and estimation of the
current value of the estimation parameter — by

epeiep,.

means of set

(uz=1,n_i=1g).

Step 4 (Determining the number of term
sets)

The number of term sets that will be used in
the RA process is determined. If necessary, the
initial number of term sets can be changed. For

this purpose, for the equivalent transformation of
m-dimensional terms of FN LV DR™ in DR™"

() (m) - prmn) (min)
or DR and KEP,- in KEE or KEE it is

proposed to use methods of realization of function
of transformation of LV standards [5].

Step S (Assessment of the evaluation
parameters significance level). This step is
interrelated with a similar step of the method
described in [5].
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Step 6 (Determination of reference values of
the risk degree).

In this step, the reference values for LV DR are
determined, that is, the number of terms in the

base term set is specified T where they

~DR’
correspond to a given range of values in the range
from drmin to drmas.
Step 7 (Determination of evaluation
parameters reference values).

Experts determine the standards of parameters
for LV K p » that is, the number of terms in the
l

term set 1
~ Kgp

is specified.

To convert intervals into FN, we use the
method proposed in [5], which is implemented
using four stages. For convenience of estimation
parameters display through FN tab. 1 was used.
Table 1
Determination of FN values of estimation
parameters

FN T = (aj, b[j, bgj, CJ)LR for T —
RER) ~B&gpi
EP r. .(j=Lm)
~IEBm
T T T
~Kgpi ~Kgp; ~Kgpm
EP1 (ali; bl |...| (aly; bly; |...| (alw; D1,
bl C]]) b]gj,' C]j) b1om, C]m)
EP | (aiy bii; |...| (aij biy; |...| (@iw; bim,
| biay ci)) biy; ciy Diom; Cin)
EP | (agi; bgii; |...| (ag; bgy, |...| (agw; bgim,
f| bgai;cgn) | | bgy cg) | | bgows cgw)

Step 8 (Estimation of current parameter
values)
For each evaluation parameter

3
{JEP}= {EP,EP, EP,} =
i=1

B, T, E)(i=13)

determined ep_. WV, (rs=1,r0,

uz=1,n, ), thatis {ep,.,} ={ep,. . ep,.;

’ epuz,E }

The value of each of the parameters can be
taken from known databases or determined by
appropriate formulas [1]:

0 at IM, <0,
BMZ =

where roundUp, (') — function for rounding

to the first decimal place (for example, 3,822 will
be rounded to 3.8);

6,421SC,_at §S,., =U,
7,52(1SC_ -0,029) -
*1-3,25(1SC,, —0,02)"
at§,.,=C,

IM

where
ISCuz = 1 - ((1 - Cuz,c)(l - [uz,in )(1 - Auz,ai )) 4
values S C 1 A

uz,s > uz,c> “uz,n

the basis of step 3 of this method, and
EXb_=8224V_ AC_ PR_ UL

uz,av uz,ac uz, pr uz,ui

T.. =roundUp,(B_EX. .RL,. ,RC_, ),

uz uz ex
1 uz,re

uz,rl

we obtain on

uz,ai

where the values EX

uz,ex’

also obtained on the basis of step 3 of the method;

0 at MIM . <0,
roundUp,(min[(MIM . + MEXD, )
£ =) EX..RL,,RC,.10)
atMS,,, =U,
roundUp,(min[1,08(MIM  + MEXD, )
EX,RL, ,RC,,.10])
at MS,,, =C,
where:
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(6,42(MISC,.) at MS,_,
7,52(MISC,, —0,029) —

MIM =
“ o 1=3,25(MISC -0, 02)"”
at MS§,.,=C,

a  MEXb, =8,22MAYV,, ., MAC,_ ..
MP Ruz mprM Ul uz mui

MISG, = miml( (1 MC,._CR,__)

(1 M uz, mzanuz ir)
(1- M4, AR, ), 0,915],

while  values MSuLmS . MAV,, ..
MAC,, ... MP Ruz,mpr . MUIL, ...
mc,,.. CR... M, IR,
MA,. ... AR, pre-defined in step 3 of this

method. Here Euz 1S a corrective evaluation

parameter that determines B, and 7, _.
For clarity, the results of the calculations are

entered in table. 2, where A — the level of

Uz ,ij
affiliation of the carrier ep,_; to the fuzzy subset
T
~Kep,

Similar transformations are carried out for all
rs,uz *
Table 2

Classification of current values of evaluation
parameters

/1%[] for Z Kun, (uz = l,nrs,
EP, i=lg. j=Lm)
T | T | T
NKEP,-I NKEP}/’ NKEP[m
El)l luz,ll Auz,lj T luz,lm
EI); /qu,il uz ,ij j’uz,im
EPg luz,gl j‘uz,gj o )“uz,gm

Step 10 (Risk degree assessment)

=U,

304

This step calculates the risk indicators for each
vulnerability reflected by the identifier V'

rs,uz

according to the formula

_Z(K Z(ks LS)A ]j

j=1

Klr =

1
(LS, +..+LS)

LRV

rs,uz

where %9 - 20m - j),

— rationing factor,

hey  (wz=lng i=lg, j=Lm,)
determined for each V. (rs =1,ro,

uz=1,n_), and LS, (i=1,g) depending on
the significance of the parameter.

Step 11 (Formation of a structured risk
parameter)

Based on the calculated value of LRV

rs,uz
and constructed standards form a structured
parameter of the risk degree RD by expression:

(LRV, ;T

rs,uz?’ NDRY)
J

at,u.(LRV )=1;

rs,uz

SPuz = (LR Vs uz ’ (lu/ (LR I/rs uz ))

ZDR,/’H (luj+1 (LR I/rS,uz )))

at ,(LRV, ) #1Ap, (LRV, ) #1,
where (LR rsaiz T ) verbally interpreted

as — «The risk degree T DR with a numerical

J

LRV

rs, MZ

ZDR]- (ll'l](LR s, uz))

equivalent and (LRV

rs, uz’

ZDR_+1(/’lj+l(LR rsuz))) — «The risk

degree with a numerical equivalent LRV rsuz

whichborders 77 and T
~DR ~DR

J J+

along the border



~ DR ~ DR

luj+l (LR I/rs,uz) ».

With the help of RD both the numerical value
of the degree of risk and its linguistic
interpretation can be obtained.

Also, can be calculated the average value

T _ - /uj (LR I/rs,uz ) and T -

LR by estimation resource:

LRrs = (2 LR I/rs,uz) / nrs :

uz=1

Thus, the presented method of assessing the
risks of IS based on open database vulnerabilities
by modifying the procedures for determining the
set of RA parameters and estimating the current
values of parameters with the possibility of
integration (as an alternative to expert estimates)
of CVSS values (version 3.0) presented in NVD
distinguish between wvulnerable and offensive
components, and also allows for the
implementation of operational assessment and
monitoring (real-time) of risks without the
involvement of experts in the relevant subject
area.

3. Information security risks

assessment system

On the basis of the developed method the
corresponding system of IS RA which due to use
of structural components of subsystems of
formation of primary and secondary data, and also
components of their modules of initialization of
input data, formation and transformation of
reference values, weighing of estimation
parameters and their adjustment, estimation of RD
and generation of report, which implemented the
proposed method, allows to provide certain
properties of adaptability and efficiency in RA of
RIS security in real time. Such a system, using
CVSS metrics, allows to perform RA in real time,
as well as at the request of the user to transform
the reference LV without the involvement of
specialists in the relevant field. In addition, the
system provides the function of editing these
metrics, using the built-in CVSS-calculator
version 3.0 [1].

The structural solution of the proposed system
(Fig. 1) consists of two basic components that
reflect the subsystems of primary (SPDP) and

secondary data (SSDP) processing. We describe
the composition of each of the subsystems.

The SPDP subsystem is intended for primary
processing of initial values and includes the
module of input data initialization (MDI), and also
modules of formation (MFR) and conversion
(MCR) of reference values.

The SSDP subsystem, using CVSS metrics,
performs the transformation of the primary
parameters coming from the SPDP in order to
form the final estimates of the RD. It consists of a
module for weighing evaluation parameters
(MWP) and their adjustment (MAP), as well as
modules for estimating RD (MRD) and
generating a report (MGR).

Let’s consider the functional purpose of each
of the modules of the subsystems. Thus, MDI is
designed to form and identify many RIS and
vulnerabilities of the evaluation object.

Here based on the set RIS for the specified
object experts determine the required set of RIS
(and, accordingly, their identifiers)

RISO = {U RISO_} (rs = 1,%), where

rs=I1

ro — the number of assessed RIS at the facility.
Next, for every RIS OFS determined the sets

ro
of their  vulmerabiliies  {| ¥, }=
rs=1

rs

ro n
{U Viwts (rs=Lro, uz=1Ln,),

rs=1 uz=l1

where 71, — the possible number of identified

vulnerabilities of 7S§-th estimated RIS

(RISO,).

As input for the MDI can be used, for example,
the results of the program to check the system for
penetration (Penetration test).

Such software, as a rule, analyzes the specified
object, searching for vulnerabilities of its RIS in
cyberspace (according to ISO / IEC 27032: 2012,
cyberspace can be understood as a complex entity
that actually exists as a global set of processes of
interaction of people, software and Internet
services in networks (including technological
equipment connected to them), but which does not
manifest itself in any known, material form).

Thus, a list is formed in the form of a set of
RIS wvulnerabilities of the studied object. To
obtain a set of RIS and a set of relevant
vulnerabilities in MDI, performed the processing
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of the corresponding report obtained from
specialized software (level - Penetration test),
which contains information about RIS and
vulnerabilities with the specified CVSS metrics.

Next, the list of vulnerabilities and RIS is
initialized for further transmission to the MFR. As

a result of the work of the MDI, all identified
MFRSs arrive at the entrance RISO. , V. and

rs? rs

their CVSS metrics.

I
| |
; > DR.RISO, |
, V_.EP MEFR
I V'I‘S’El)i’KER l
| MDI DRIK,, LRV, LR |
: DRIK, Low ZK“‘ |
| Lo 9l mcr |
| [ku;i;ku;m[ |
: (rs=Lro,i=1,g,uz=n,, j=2,m-1) :
————— e ] L
, RISO,.K,,| |
: SSDP V..|DR |
| LSi’epuz.i :
| MWR 7 > |
l A ! LR I/rs.uz |
| 1T >
I B’T.’E" B JT,E MRD LR’ SP“: MGR :
|
| map |
: I
, REPORT l |

Figure 1: Structural solution of the IS RA system in real time

Next, the MFR performs the formation of a set
of parameters:

- LR={{JLIR} (s=1r0),
rs=l1

where LR’,S — quantitative risk assessment of

7S - th RIS on object (used for RIS Ors );

- wv= (-
rs=1
{0 {U LRV, .}} (rs:l,_m,

rs=1 wuz=1

uz=1n,_), where LRV,

rs.uz —quantitative risk
assessment for each UZ -th vulnerability of 75 -

th RIS on the object (used for the RA for each
vulnerability reflected by the identifier V/

rs,uz )’

— DR, where LV «RISK DEGREEY» is

represented as a corresponding tuple <DR, T' bR’

Xpr> (is used to display the RA result);

- Ep=JEP} (G=lg).

where g — number of sets of evaluation parameters
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(used to ensure the evaluation process, based on
CVSS indicators);

- K,,, where LV «LEVEL OF

EVALUATION  PARAMETER EP»

determined by the tuple <K ., T P Xp>
i" ~Kpgp i

(used to display evaluation results using CVSS
metrics).

Formed LVs DR and K gp are transmitted to
the input of the MCR, where for each of the terms

r ,..T ,. T iT T ...,
~ DR, ~ DR; ~DR, ~Kgp1 ~Kgpo

T T ..., T the transformation is
~Kpj1 ~Kir; ~Kepm

implemented according to the specified range of
values [dr;, dra, ..., [drj; driil,..., [d¥m; drmei] 1

(k.. . k. . [1k., :k [k

[ S Y

MCR the procedure of variation by the order of
LV is implemented. Thus, for the equivalent
transformation of m-dimensional terms of FN LV

(m) (m-n) (m+n) (m) (m—n)
DR"™ to DR™" or DR™™ and K" to K,

enj> Kopy L

to FN. Also in

sl o

; k

EPm?

ER2°

EPj Egm+1]

or K é’;”) in MCR methods of transformation of

LV standards
transformations

are used. As a result of
on output of SPDP arrive

Crwcok yasimocTed

CookieNotMarkedAs Secure
Email Disclosure
AW StatsIdentified 2.6

RISO .V , and their CVSS metrics, EP;, LV

rs? r.

DR and K gp» as well as formed sets LR i
LRVFS for RA.

Significance levels of estimation parameters
are defined in MWP SSDP LS, (i=1,g) and

their current values ep,_, from SPDP, for

3
example, {{_| EP} = {EP,, EP,, EP,{= {

i=1
B, T, E; (i=1,3).

Then, with the help of reference values, the
process of fasification is carried out, which is
associated with the determination of affiliation of

ep,. . toagiven FN, after which values iuz,i]. are

formed. Also in MWP the graphic interpretation
of estimation parameters is carried out B, T and E.

If necessary, it is possible to adjust the CVSS
metrics using the MAP, which implements their
redefinition due to the built-in CVSS-calculator
(see Fig. 2). Adjusted parameters B’, T’ and E’
are transferred back to the MWP.

Data from MWP LSl., ep,.; and A

12, enter

the MSP, where for each vulnerability reflected by

the identifier ¥V _, SR evaluation is
implemented LRV, and the average value is

calculated LRrS for RIS.

7.5 7.5

Possible DatabaseConnectiont
UNCServerAndShareDisclosur|
. AwStatsldentified
Base Score Metrics
Explottability Metrics

Atack Vector [AV)
O Network (8V:N) (O Adiacent networ (AV:A)

Attack Complexty (AC) Privileges Required (PR}

O Low (ACL) (O High (ACH)  ® None (PR:N) O Low (PR:L) O High (PRH)

Impact Metrics

Corfidentiality Impact (C) Integrity Impact (1)

O None (O Low O High O None O Low

O Local (AV-1)

User Interaction (U1}

O Physical (AVF) ® Mone (ULN) O Required (UIR)
Scope (S)
() Changed () Unchanged
Availability Impact (A)
() High @® None O Low (O Hgh

Temporal Scors Metrics

Figure 2: Built-in CVSS-calculator with graphical interpretation of CVSS metrics

Next, based on the calculated value LRV

rs,uz

, LRrS and constructed standards in the SPDP,

the process of defasification, which is associated
with the formation of a structured parameter of the

RD SP

uz >
values of RD and its linguistic interpretation.

On the basis of MGR, taking into account the
results of SPDP and SSDP, a report is generated
on the estimates of the RD (see Fig. 3), which

which allows to obtain numerical
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contains RISOrS, VVS, LR Vm,uz, LR - their

linguistic equivalents and graphical interpretation

of the results.
B

Obwiee xoneo yRasemocTel 5
CookoeNot MarkedAs Secure
En sclosure

idertfied

AWSats
PossbieDatabaseConnection Stangidentfied
UNCServerndShare Disclosure

o,

CookieNotMarkedAsSecure - 52.162

EmaiDisclosure - 52.421

AW Statsidentfied - 73.958

Possbie DatabaseConnecton Strngidentfied - 84 822

UNCServerAnd ShareDisclosure - 55.914
1
[—a
=r

Figure 3: Example of the generated report

The proposed real-time IS RA system, for
example, can be implemented programmatically
and work on the basis of the proposed basic
algorithm (Fig. 4).

According to this algorithm, the operation of
the system begins with the initialization of the list
of vulnerabilities and CVSS ratings (top 1) using
a specialized program to check the system for
penetration (Penetration test).

This procedure in the software implementation
can, for example, be performed by the function
OpenXMLFile (), which opens the file in XML
format and implements its parsing. XML file
parsing is used to initialize (fill in) fields in the
Vulnerability class with the following structure:

BEGIN 6 14
Genetate CalcEsti
™| MultEstim eI
VulList ¢
m 7 - 16
15 Yes
Vizualization IsNeed
Estim UserCVSS CVSS
ShowVulList
o e No
Yes
3 IsNeed Interval A 4
Userlnterval m 17
i=0, CountDegree
VulList Rsik
— 11
PR 4 IncrementTerm v
T 18
Select vul
GenerateReport
T 13
5 Decrement DecrementTerm

ShowVul

19

Metrics

ShowReport

Figure 4: Basic algorithm of IS RA system operation

class Vulnerability

{
public string Id { get; set; }
public string Description { get; set; }
public string VulClass { get; set; }
public string vectorCVSS { get; set; }
public Metrics metrics;
public Vulnerability()
{
metrics = new Metrics();
e
After identifying the next vulnerability

(Vulnerability class), its characteristics are

entered into the List container, resulting in the
formation of a structure — List <Vulnerability>.
Next, after generating a list of vulnerabilities
(vertex 2), its contents are written to the ListBox

component with RISO. .,V _ and their CVSS

rs >’ rs
estimates.

Next, in the loop (vertex 3) performs a
selection of vulnerabilities (vertex 4) from the
ListBox (Select Vul) and their graphical
interpretation (vertex 5) CVSS metrics (Fig. 2).

This process provides the appropriate event
CVSS

handler - the IbVul
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SelectedIndexChanged function. The moment the
SelectedIndexChanged event occurs when the
index of the selected ListBox component changes.
The IbVulCVSS_SelectedIndexChanged function
graphically displays CVSS metrics based on the
LiveChart library. CVSS metrics are displayed in
the form of a bar chart (see Fig. 2), which is
achieved using the following block of program
listing:
chartCVSS.Series.Add(new ColumnSeries()
{
Title =
vulList[Ib.SelectedIndex].Description,
Values = new
ChartValues<ObservableValue>()
{
new
ObservableValue(vulList[Ib.SelectedIndex].metri
cs.baseVector.CommonScore),
new
ObservableValue(vulList[Ib.SelectedIndex].metri
cs.temp Vector.CommonScore),
new
ObservableValue(vulList[Ib.SelectedIndex].metri
cs.envirVector.CommonScore)
5>
Datalabels = true});
Next, with the help of a predetermined process

(vertex 6) is the formation of LV K gp and DR,

and sets are initialized for subsequent estimates
LR and LR V;S.

After the formation of the necessary linguistic
terms, the conversion of the given intervals into
FN is performed, linguistic standards are formed
and their graphical interpretation is realized
(vertex 7). For clarity, the obtained CVSS metrics
for each vulnerability are displayed on a graph
with reference values EP; (see Fig. 5).

Representation of terms of LV K gp N

graphical form (in accordance with the software
implementation of the system) is provided by the
structure of TrapezeCreator, which may have, for
example, such fields:
struct Trapeze
{

public string degreeRisk;

public double a { get; set; }

public double b11 { get; set; }

public double b21 { get; set; }

public double ¢ { get; set; }

The intervals that will be used to convert to FN
are described by the Interval structure, which
consists of the following fields:

struct Interval

{
public double a { get; set; }
public double b { get; set; }

K

Figure 5: Graphical interpretation of the
obtained CVSS metrics and standards of
evaluation parameters

Graphical interpretation of the obtained results
(according to the proposed  software
implementation) is carried out using the function
List <Trapeze> CreateTrapezeList (double
lengthAsixX, int countTrap, params double []
interval Arr). Next, with the help of subroutines
Interval, IncrementTerm, DecrementTerm and
conditional vertices (vertices 8-13), which are
used to control the need for additional data
processing, ie converting the specified intervals
into FN, the process of decrementing and
incrementing the order of LV.

Initialization of a new interval in the program
is realized by means of the following block of
program listing (verses 8-9):

double[] interval = new
double[intervalList.Count * 2];

for (int i = 0, k = 0; 1 < interval.Length; i++,
k++)

{

interval[i] = intervalList[k].a;
interval[++i] = intervalList[k].b;}.
Intervals are formed from a pre-formed list of
intervalList, having the type List <Interval>, and
are filled using the following block of program
listing:
private void bSetInterval Click(object sender,
EventArgs e)

{
string[] arrInterval = interval.Split(":");
double a =
Convert.ToDouble(arrInterval[0]);
double b =

Convert.ToDouble(arrInterval[1]);
intervalList. Add(new Interval() {a=a,
b=b });}.
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The procedure of incrementing (vertices 10-
11) or decrementing (vertices 12-13) can be
carried out, for example, using the developed
functions List <Trapeze> IncrementTrapezeList
(List <Trapeze> trapList, double lengthAsixX) or
List <Trapeze> DecrementTrapezeList (List
<Trapeze > trapList, double lengthAsixX).

On the basis of the received CVSS metrics the

estimation (top 14) is realized LS ; and
ep uz,i

classification of luz i obtained

(fasification).
If necessary (vertex 15) CVSS metrics are
adjusted B, T and E (vertex 16). Next, using the

data obtained LSI. and A estimated RD

Uz,ij °

reflected by the identifier V and the average

rs,uz

value is calculated LRFS. Here, based on the

received LRV

I LR .. and constructed
standards in the PDP, the structured parameter RD
is formed SPuZ (dephasification).

As aresult of the calculations performed by the
method of IS RA (vertex 18) a report is formed on
the estimates of the RD (Fig. 6), which contains

RIS OFS , V LRV LR their

rs’ rs,uz’ rs’
linguistic equivalents, as well as a graphical
interpretation (vertex 19) of the results (Fig. 3). To
verify the work of the developed software (see
Fig. 6), a corresponding experimental study was
conducted.

LRV, . (vertex 17) for each vulnerability
ol - O x

Setting

cvss Ofiwee xon-so yassumocTei: 2
EmailDisclosure

iz Noinxldentfied

Result
C:\Users'yegor\ Desktop'\Netsparkerinau edu ua - Vulnerabilities List (<ML} xml

Figure 6: Fragment of the software system interface

To test the object of assessment for penetration

used software to test the system for vulnerabilities
- "Netsparker" (Fig. 7).

192.166.1.26 - Netsparker 4.7.0.12255 (ZiyahanTest - 1 Seat)

(3 Start New Scan (3 Start Incremental Scan & Retest All {& RetestAll - [ L

@ Vulnerability HTTP Request/ Response

(@ 192.168.1.26:80 {7 Controlled Scan (@ Retest @ Send to Request Builder

[ GetShell

B/

= Bash Command Injection Vulnerability (Shellshock Bug)

: egi-bin
5 status
@ Bssh Command Injection Vulne:

URL http://192.168.1.26/cgi-bin/status

PARAMETER NAME Referer

= EE 0

<> CLASSIFICATION

&
g
E
g
)
%)
]

[0 Knowledge Base
» Out of Scope Links PARAMETER TYPE  HTTP Header PCI 3.1 6.5.1 3
3 Scan Performance PCI 3.2 6.5.1 7
il Crawiing Performance ATTACK PATTERN () { :;}; echo "NS:* $(/bin/sh -c “expr 268489241 - 2") == 7
© MME Type: OWASP 2013 A1 2
() Slowest Pages PROOF OF EXPLOIT owE 78 -
File Ext s
we  w
1 3
@ rmascrt Fis VULNERABILITY DETAILS e 3
5 Comments P i iecti i i
~ Netsparker identified the Bash Command Injection Vulnerability (Shellshock Bug) in the target web server.
& AJAX /XML HTTP Requests HIPAA ‘24.306 (A), 164.308
] Interesting Headers The Shellshock bug allows attackers to execute arbitrary commands on the target system. This vulnerability is known to exploit widely and O]
should be addressed as soon as possible. CVSS 3.0 Score
IMPACT Base 9.8 (Critical)
e Temporal 9.4 (Critical)
= An attacker can execute arbitrary commands on the system.
Scan Finished Environmental 9.4 (Critical)
REMEDY CVSS Vector String
0013 /0013 Upgrade your system by following these instructions €VS5:3.0/AV:N/AC:L/PR:N/UIN/S: U,
T C:H/I:H/A:H/E:H/RL:O/RC:C
can Information
Cuent Speed: 59reggsee EXTERNAL REFERENCES .
Auerage Speed: 60 req/sec + Everything you need to know about the Shellshock Bash bug
Total Requests: 52 &
Failed Requests: 0
HEAD Requests: 0 @ Bash Command Injection Vulnerabilty (Shellshock Bug) Group Issues by

Elapsed Time: 00:00:08 [ Knowledge Base

0 Vulnersbility Type

L NSl E Encoder W Logs

Scan and Confirmation finished.

9 Prosy: Syster[None)

Figure 7: Interface part of the vulnerability scanning program «Netsparker»



As a result of scanning the XML file with the
list of RIS and their vulnerabilities (fig. 8) was
formed for the further use as input data of the
developed system of IS RA.

) seml-vul.bt — Bnoksor

Gaiin Mpaska Gopwar Bna Cnpaeka

<classification>
<OWASP20813></0WASP28135
<WASC>45</WASC>
<CWE>200</CWE>
<CAPEC>224</CAPEC>
<PCI31></PCI31>
<PCI32></PCI32>
<HIPAA>< /HTPAA>
<OWASPPC>C6< /OWASPPC>

<CVSS>
<vector>CVSS:3.8/AV:N/AC: L/PR:N/UL:N/S:U/C:H/T:N/A:N< /vector>

<score>
<type>Base</type>
<value>7.5</value>
<severity>High</severitys
</score>
<score>
<type>Temporal</type>
<value>7.5</value>
<severity>High</severity>
</score>
<score>
<type>Environmental</type>
<value>7.5</value>
<severity>High</severity>
</scorex

</EVSS>
</classification>

Figure 8: XML file with a list of vulnerabilities

Next, the input data is initialized as a list of
vulnerabilities in the ListBox.

In fig. 9 and fig. 10, respectively, visualized
examples of the implementation of the function of
transforming the order of LV DR, which is
performed at the request of the user by activating
the process of increment and decrement.

: ; (‘i o o

Que QP QBC QBP QKP

CookieNotMarkedAsSecure - 52,162
EmaiDisclosure - 52 421

AW Statsidentified - 73,958

Possible DatabaseConnection String identified - 84 822
UNCServerAndShare Disclosure - 55.914

Figure 9: The result of incrementing the order of LV DR

CookieNotMarked AsSecure - 52,162
EmaiDisclosure - 52.421

AWStatsidentfied - 73,958

Possible DatabaseConnection Stinglidentified - 84,822
UNCServerAindShareDisclosure - 55.914

Oy

4

Figure 10: The result of decrement of LV DR

Based on the obtained information about the
assessment components and vulnerabilities, the
system implements the calculation (vertex 17) of
the RD for each vulnerability and with the help of
a subprogram (vertex 18) that implements the

functions of the MGR, performs a graphical
interpretation of the vulnerability of the LV DR at
m=4 (see Fig. 11). All the obtained results are
recorded in the report generated by MGR.
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CookieNotMarkedAs Secure - 52,162
EmaiDisclosure - 52.421

AWStatsidentfied - 73.958

Possble DatabaseConnection Stnngldentfied - 84 822
UNCServerAnd Share Disclosure - 55.914

/

P OCP QB O

1

Figure 11: The result of the calculation of the RD for the identified vulnerabilities at the object of
assessment

4. Conclusions

Thus, the structural solution of the real-time IS
RA system is developed, which, due to the
structural components of the subsystems of
primary and secondary data generation, as well as
their components of input data initialization
modules, formation and conversion of reference
values, weighing evaluation parameters and their
adjustment, evaluation of RD and report
generation, in which the proposed method is
implemented, allows to provide certain properties
of adaptability and efficiency in RA security of
RIS in real time.

Also on the basis of the offered structural
decision the Dbasic algorithm and the
corresponding software for estimation in the form
of application software system of RA which
unlike known uses values of CVSS (versions 2.0
and 3.0) of the indicators presented in the
corresponding databases and allows real-time risk
assessment of RIS security.
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