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Abstract. The relevance of the study is conditioned by the fact that in the context of a full-scale invasion, the level
of efficiency of citizens’ exercise of their constitutional rights decreases, specifically, this concerns the functioning
of the mechanism for providing administrative services. The purpose of this study was to identify the current issues
in the sector and to find ways to overcome them. For this purpose, such methods as logical analysis, formal legal
analysis, legal hermeneutics, dogmatic analysis, functional analysis, and others were employed in this study. It was
found that the migration processes caused by the war in Ukraine require a complete revision of regulation and the
development of a legislative framework and mechanism for the provision of services by public authorities in this
area. This necessity is conditioned by the current state of regulation of migration services in electronic format, which
needs to be improved and indicates gaps and shortcomings that need to be addressed. It was noted that one of the
problems is insufficient legal regulation and funding of state bodies, which also reflects the existence of problems in
the provision of electronic services. The findings indicated the current lack of development concept and action plan
to improve the provision of migration services in an electronic format. The essence of the process of administrative
service provision, which affects decentralisation and the work of relevant bodies, was covered. In this context, the
factors that influence the speed of provision of such services were identified by analysing the scientific positions of
scientists. The terms “administrative legal instrument” and “administrative service” were considered. The practical
value of the recommendations provided lies in their possible use by public authorities and the legislator to eliminate
the existing problematic aspects in the regulatory framework and by administrative service providers to improve the
efficiency of this mechanism under martial law

Keywords: full-scale invasion; citizens’ rights; public authorities; migration; Diia app
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¢ INTRODUCTION

Reforming public administration in Ukraine in line with
European standards involves a transition from a functional
state to a service state that provides various types of ser-
vices to citizens and legal entities, including administra-
tive services. Among the important tasks within this re-
form is to increase the efficiency of administrative services
and create accessible conditions for individuals to receive
such services. The migration processes caused by the war
in Ukraine require a thorough review of administrative le-
gal regulation. In this regard, it is necessary to develop an

effective legislative framework for the provision of services
by public administrations in this area. The war conditions
hinder the access to these services, and therefore it is im-
portant to improve the provision of electronic migration
services and create an effective mechanism to ensure that
Ukrainian citizens can receive quality migration services
regardless of their location.

As noted by S.M. Gusarov & N.I. Marchuk (2023), since
2012, Ukraine has been actively developing a network of
administrative service centres and introducing a system
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of electronic services. However, the availability of these
services and the level of service varies from community to
community. According to T.P. Minka (2022), there are ob-
stacles to the integration of popular services into admin-
istrative service centres due to excessive centralisation of
powers in this process. The conditions of the armed con-
flict contributed to a deterioration in the quality of admin-
istrative services in 2022-2023. The scope of administra-
tive services became clear after the adoption of the Law of
Ukraine No. 5203-VI “On Administrative Services” (2012).
According to O. Kozhushko (2023), one of the most press-
ing issues in the context of a full-scale invasion is the pro-
vision of administrative services. Ensuring the quality of
this mechanism requires constant monitoring and control
over the work of the Administrative Service Centre (ASC),
as O. Kalynovska (2023) writes.

The Centre of Policy and Legal Reform implemented
the project Facilitating access to public services and im-
proving their quality during the war in Ukraine (2022).
Within the framework of this project, the work of Admin-
istrative Service Centres was monitored in several regions
of Ukraine. K. Kandagura & R. Koshel (2022) note that the
analysis was conducted for 8 ASCs, including Kyiv, Lviv, and
regions close to the frontline, such as Dnipro and Kharkiv.
This study found that most ASCs in the context of armed
conflict have successfully resumed their work and access
to state registers, which, as noted by M. Tymchenko (2022),
were blocked in the first months of the full-scale war.
V. Yatsenko et al. (2022) write that during the war, some
of these ASCs suffered property losses and had to rebuild
their material base. They were forced to reduce their work-
ing hours, and in some cases, some of their staff resigned;
according to the monitoring results, not all ASCs provide a
full range of basic services.

Despite the relevance of this topic, the number of sci-
entific papers addressing the provision of administrative
services during active hostilities is insufficient, as well as
recommendations for practical improvement of public ad-
ministration in this area, which led to the conduct of this
study. The purpose was to analyse the problems of the
current state of administrative service delivery to citizens
and provide appropriate recommendations for overcoming
them. This required the completion of certain tasks, name-
ly reviewing the current legislation, describing the practi-
cal application of the established norms, and identifying
problems and prospects in this area.

e MATERIALS AND METHODS
This study was conducted using several types of analysis
methods. The method of functional analysis was used to
characterise the term “administrative service”, to identify
its inherent features, functions, and role in ensuring the
rights of citizens during martial law. The method of logical
analysis made it possible to assess the effectiveness of the
current mechanism for providing administrative services,
as well as to identify ways to modernise and improve its
efficiency. The method of statistical analysis was used to
determine the indicator of registered internally displaced
persons (IDPs) in 2022-2023.

The formal legal method was used to analyse the pro-
visions governed by the current regulations. The study ex-
amined the rules set out in the regulatory documents. This

method consisted of a systematic study of their text, deter-
mining the content, terminology, sequence of presentation,
internal connections, and other formal aspects. This method
helped to identify how particular rules govern a particular
area of activity, including the provision of administrative
services. The formal legal method helped to define the rules
for organising and providing administrative services fol-
lowing the legislation, to identify the procedures for pro-
viding administrative services under martial law, including
requirements for applicants, terms of service provision, the
procedure for submitting applications, and other aspects.
The dogmatic method was used to understand and interpret
legislation based on the text of the law, study its content to
determine what rules and principles of law it contains, and
to identify its structure and logic. The application of the
dogmatic method to the analysis of administrative services
helped to define these services in the context of the provi-
sions, rights, and obligations of the parties, and procedures.

The method of legal hermeneutics helped to analyse
the understanding of legal texts and norms, the logical
structure of the text and the links between its various
parts, determine the context and relationship with other
norms and rules, and determine the legislator’s goal based
on the consolidated norms. The method of comparative le-
gal analysis was employed to compare legislation and reg-
ulations to identify similar or different approaches to the
regulation of administrative services. It provided an oppor-
tunity to identify similarities and differences in legal reg-
ulation, compare the rules of service provision in martial
law and peacetime, which helped identify best practices in
the provision of administrative services and their further
implementation, and identify innovative approaches to ad-
ministrative service provision that can be used to improve
the service provision system in the country. The method
of abstraction was used to focus on such an aspect of the
study as the migration process and to identify its charac-
teristic features in the context of administrative service
provision in the context of a full-scale invasion. The meth-
od of deduction made it possible to characterise the mech-
anism of administrative services based on their inherent
features, principles, and specifics of implementation dur-
ing martial law. The induction method was used to deter-
mine the characteristics of administrative services based
on the analysis of the current legislation of Ukraine. The
synthesis method helped to combine the results to develop
concrete recommendations.

e RESULTS

The occupation of a large part of Ukraine and intense hos-
tilities have led to a considerable flow of internal and ex-
ternal migration processes, which have increased the need
to provide Ukrainian citizens with various administrative
services to restore their social status. There was a need to
provide various types of social support and documentary
guarantees for compensation for material damage caused
by the war. An administrative service is the result of the ex-
ercise of power by an entity that provides it at the request
of a person, aimed at obtaining, changing, or terminating
the rights and/or obligations of such a person following the
established rules. The ASC is a permanent working body
where the relevant services are provided through an ad-
ministrator who interacts with the providers.

Development Management. 2023. Vol. 21, No. 4



Modernisation of the national system of administrative services...

The administrative services sector has become par-
ticularly relevant due to the growing security challenges,
especially in the context of a full-scale invasion. During the
period of full-scale invasion, the status of people changes
rapidly due to significant internal and external migration,
which requires documentation or confirmation in the sys-
tems of the Civil Registry Office (CRO),ASC, and the Pension
Fund of Ukraine. The need to provide social support to citi-
zens who have suffered significant losses caused by the war,
such as health damage and loss of property, has increased.
At the beginning of the full-scale invasion, there were prob-
lems such as identification in case of loss of documents, as
well as the suspension of the demographic register and the
State Customs Service; blocking of all state registers and
the suspension of administrative services to citizens, such
as business, real estate, and vehicle registration; interrup-
tions in the operation of the Diia app and other services.

The Diia app eventually helped solve these problems
by enabling the rapid resumption of state aid payments (in-
cluding ePidtrymka) and the restoration of useful services
for digital documents (Law of Ukraine No. 1932-1X, 2021).
In parallel with this, the Cabinet of Ministers of Ukraine
implemented prompt and creative solutions, such as the
extension of overdue documents, automatic renewal of
social benefits, introduction of extraterritoriality for IDPs
in the payment of pensions and social support, telephone
confirmation of unemployment status, use of backup
state registers and their transfer to the cloud, etc. The
Russian-Ukrainian war has led to changes in the system
of administrative service delivery at the national level,
which are determined by two factors: new characteristics
of administrative services and new mechanisms and meth-
ods of providing these new services. The Pension Fund of
Ukraine, CRO, and ASC are included in the scope of such
administrative services.

The ASC was added to the list of administrative ser-
vices: the creation of an extraterritorial register, which
required substantial changes to the Unified State Register
of Legal Entities, IEs (individuals-entrepreneurs) and pub-
lic formations (Resolution of the Cabinet of Ministers of
Ukraine No. 381, 2022). This initiative was driven by the
relocation of businesses from the occupied territories or
areas close to the war zone or regular hostile attacks. It
is also worth noting the formation of a register of dam-
aged property of citizens, IEs, and legal entities, which
is provided for by changes in the current legislation, and
the provision of compensation for the restoration of real
estate damaged by the aggression of the Russian Feder-
ation, which is carried out through the eVidnovlennia
programme using the Diia mobile application, and the
payment of compensation for the provision of housing
and communal services to temporarily displaced persons
(Resolution of the Cabinet of Ministers of Ukraine No. 381,
2023). The provision of primary social protection to ser-
vicepeople for their rehabilitation, as well as services for
persons with military disabilities, should be highlighted
(Law of Ukraine No. 3531-XII, 1993). The CRO system is
distinguished by its extraterritoriality in the provision of
administrative services, due to the emergence of internal-
ly displaced persons in different regions of Ukraine. Thus,
CRO provide administrative services that are specific to
these individuals but are available to all citizens of Ukraine.
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The Pension Fund of Ukraine has created units spe-
cialising in pensions for military personnel, military in-
valids, and social security for their families. However, in
Ukraine, the situation caused by the aftermath of hostili-
ties has led to complications in the management of social
protection, including the impossibility of calculating social
benefits. The decentralised mechanism for calculating and
financing social payments by the structures of the Social
Insurance Fund of Ukraine has led to these problems. The
Pension Fund of Ukraine is ready to perform this function,
as it has a developed network of territorial management
bodies operating on an extraterritorial basis, which allows
it to assign and accrue pensions, subsidies, and insurance
payments. This extraterritorial mechanism can ensure the
right of Ukrainian citizens to receive social benefits.

The digital transformation of the Pension Fund of
Ukraine’s functions also contributes to achieving this goal.
This administrative complexity prompted the submission
of Draft Law of Ukraine No. 9318 “On Amendments to Cer-
tain Legislative Acts of Ukraine on Improving the Manage-
ment and Administration of Social Support for Families
and Demographic Policy” (2023) to the Verkhovna Rada of
Ukraine. The plan envisages delegating the following func-
tions to the Pension Fund of Ukraine to provide adminis-
trative social services,: providing maternity benefits for
unemployed women, at the birth or adoption of a child, for
children under guardianship or custody, for single mothers,
providing financial support to foster parents and adoptive
parents for the provision of social services in family-type
children’s homes and foster families, payment of a single
social security contribution for foster carers, foster parents,
and adoptive parents, etc. (Volos, 2023). Specialised units
have been set up at the district offices of the Pension Fund
in Kyiv to provide pensions to the military. All ASCs, struc-
tures of the Pension Fund of Ukraine and CROs, as well as
the State Enterprise “Document” (SE “Document”) (which
issues state-issued documents, mainly internal and foreign
passports and driving licences) in Kyiv operate on an extra-
territorial basis, which is important in the current context
of the war with Russia.

When Russia’s large-scale aggression began, the issue
of external migration of Ukrainian citizens who, to ensure
their safety, went abroad with their children became a
pressing issue. The need to help these Ukrainians was fo-
cused on the procedure for obtaining a passport of a citizen
of Ukraine for travelling abroad, as this document helps in
resolving issues related to asylum and social support pro-
vided to Ukrainians following the national legislation of
each country. This problem is significant, as many Ukrain-
ian citizens crossed the border with internal passports of
Ukrainian citizens issued in 1994, and their children had
birth certificates or expired passports. Due to the large flow
of people, consular offices began to experience overloads
in meeting the needs of Ukrainians for passport docu-
ments for travelling abroad. At the initiative of the State
Customs Service of Ukraine, a proposal was put forward to
the Cabinet of Ministers of Ukraine to launch a pilot pro-
ject, which was regulated by Resolution of the Cabinet of
Ministers of Ukraine No. 678 “On the Implementation of
an Experimental Project on the Issuance of a Passport of
a Citizen of Ukraine and a Passport of a Citizen of Ukraine
for Travel Abroad to Citizens of Ukraine Who Are Outside
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Ukraine, Issuance and Exchange of Permanent Residence
Permits for Foreigners and Stateless Persons Permanent-
ly Residing in Ukraine Residence During Their Stay Out-
side Ukraine” (2022), to establish separate SE “Document”
units in EU countries. In implementing this governmental
resolution, an analysis of the movement of Ukrainians was
carried out, which led to the identification of Poland as a
priority country for the project. SE “Document” has started
to cooperate with the Ukrainian authorities, various foun-
dations and NGOs (non-governmental organisations) to
provide funding for the issuance of passports for Ukrain-
ian citizens to travel abroad, as most of them have left the
country without financial resources.

SE “Document” work on processing documents for
travelling abroad began in Warsaw, where automated mo-
bile complexes for processing documents were sent. This
helped to solve the problem of a large flow of Ukrainian cit-
izens wishing to obtain passports for travelling abroad. For
this reason, a stationary centre was set up to increase the
number of documents that can be processed. These centres
were installed in shopping malls in convenient locations to
provide logistics. To implement their work, employees from
SE “Document” were sent to them and began receiving cit-
izens who needed to draft documents. SE “Document” re-
ceives support from the International Centre for Migration
Policy Development (ICMPD), which provides funding, spe-
cifically from the governments of Germany and the Czech
Republic, to develop its activities (Ukrainians in Gdansk,
Prague..., 2023). SE “Document” work in Europe was made
possible by a project to digitise and put into electronic for-
mat the entire state paper archive, which included millions
of applications for Ukrainian passports of 1994 and 1974 in
the Unified State Demographic Register. This allows em-
ployees of the State Migration Service of Ukraine to make
decisions on the identification of persons and the issuance
of passport documents to Ukrainian citizens remotely and
efficiently. The digitisation of archives is in line with mod-
ern innovative technological trends in the development of
the administrative service delivery system and the digital
transformation policy of Ukraine, which contributes to the
improvement of the level of service in Ukraine.

The war conditions have led to an increased burden on
the respective government agencies providing administra-
tive services. Specifically, due to military events and forced
displacement, many citizens were forced to leave their
places of residence and move from regions where active
hostilities had been ongoing to safer areas and obtain IDP
status. It is worth considering the statistics of registered
IDPs (Fig. 1).

O = N W 1O

2022

2023

Figure 1. Number of registered IDPs, million people
Source: compiled by the author of this study based on Internally
displaced persons (2023)
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Proceeding from the above data, the number of regis-
tered IDPs has increased considerably, which is caused by
the aggression of the Russian Federation. This situation
has substantially affected the provision of quality and effi-
cient basic administrative services. To improve this aspect,
state and local authorities have taken several important
measures. For example, the Law of Ukraine No. 2073-IX
“On Administrative Procedure” (2023) was adopted to en-
sure the equality of the interests of the population and the
obligations of the state. The law will come into force in De-
cember 2023, and a range of actions have been envisaged
prior to its implementation, including amendments to the
regulatory framework and training of employees of the
relevant authorities in special rules and procedures. The
adoption of this law opens a new stage in the interaction of
the state with citizens and business. It aims to facilitate de-
cision-making and improve communication between citi-
zens and public administration. This will create an effective
mechanism of interaction aimed at meeting the needs of
citizens and businesses and will bring Ukraine in line with
European standards in the field of the right to a due admin-
istration. Summarising the analysis of administrative ser-
vice delivery in the context of decentralisation during the
war, the identified human rights have the potential to be
exercised if external and internal circumstances are con-
ducive to this and do not prevent Ukraine from freely de-
veloping towards a democratic society and the rule of law.

Thus, to improve the quality and speed of administra-
tive services under martial law, it is important to transfer
the authority to provide this type of service to the level of
local self-government bodies, which requires the following
recommendations. This can be achieved through the in-
struments of delegation, transfer of powers, and financial
resources from state authorities to local governments. It
is worth noting the general prospects for the development
of this system, namely: it is necessary to streamline the
payment for administrative services, deregulate and sim-
plify administrative procedures, including reducing the
number of services and simplifying their provision. It is
important to ensure that information can be exchanged
between electronic registers, that e-services are used more
widely at the national level, and that powers are optimally
distributed among distinct levels of public administration,
including state and local governments. A performance
evaluation system should be in place for all local manag-
ers and autonomous entities that provide administrative
services to citizens.

To ensure full implementation of feedback from service
recipients, a mechanism should be introduced to allow the
authorities to efficiently process the many citizens’ feed-
back on the quality of public services provided in electronic
format. Citizens can evaluate the quality of administrative
services through a special system for tracking the quality of
public services based on a telephone hotline or the creation
of a separate Internet portal for receiving user feedback.
The main objective is to ensure that public authorities and
local institutions post open public information on the In-
ternet to demonstrate the transparency of their activities.
Access should be provided to the main state information
resources and systems, except for information that con-
stitutes a security secret, except when such information is
provided upon request by regulatory authorities.

Development Management. 2023. Vol. 21, No. 4



Modernisation of the national system of administrative services...

It is important to continue to take measures to con-
trol the information to be published on the websites of
public authorities. The main purpose is to ensure that the
necessary information can be obtained from executive au-
thorities and non-governmental bodies (e.g., credit insti-
tutions, insurance companies, notaries, etc.) in the form
of electronic services. By increasing the number of par-
ticipants in interagency cooperation, state and local ser-
vices should strictly adhere to the rules and requirements
regarding the protection of personal data, compliance
with the regulations governing the exchange of informa-
tion between agencies, and clearly define procedures for
accessing the necessary information. This sector should
also include a register of interagency cooperation, which
will contain information on participants in interagency
cooperation, available documents, and rules for access
to information. To create a legal system of information
interaction between executive authorities, local self-gov-
ernment bodies and other organisations, including legal
entities subject to public law, a concrete form of interac-
tion must be established. The introduction of the admin-
istrative services model will contribute to the develop-
ment of the system of services to the public and business.
The introduction of an electronic administrative service
delivery system offers considerable benefits that can im-
prove the quality of ASC services.

Therefore, it is worth using the ASC monitoring meth-
odology. This will allow for an expert assessment of the
implementation and real use of single-window and e-gov-
ernment technologies, as well as an assessment of the
conditions for providing this service from the perspective
of customers and the development of appropriate recom-
mendations for its improvement. It is important to con-
sider that one of the main issues is the funding required
to create the proper conditions for quality service in ASCs.
The main tasks for improving the system are to enhance
the quality of information services to visitors on available
services, to establish an electronic queue to create com-
fortable conditions for citizens applying for services, to
place information kiosks and booklets to further inform
visitors, which will improve the results of service delivery,
and to introduce an electronic queue through terminals or
an online platform to ensure transparency and openness,
which will greatly facilitate the comfortable provision of
services and is a key element in improving the system.

e DISCUSSION

Ukraine’s integration into European processes contrib-
utes to the introduction of the concept of a service state
as an alternative to the traditional administrative system
of state governance. The reform requires the introduction
of innovative approaches aimed at meeting the needs of
citizens and businesses, as well as serving the entire so-
ciety. R.E. Wismanu (2019) highlights that the theoretical
aspects of administrative services have developed signifi-
cantly in recent years. It is worth agreeing with this state-
ment, which is due to attempts to define this concept and
ending with the approval of the Concept of Development
of this system. The constant adoption of governmental de-
cisions and laws on this topic demonstrates the relevance
of this issue.
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According to J. Chen et al. (2020), the very idea of
administrative services was taken from international
practices, specifically from the concept of “new public
management” and the state’s focus on the needs and in-
terests of citizens as clients, as well as serving society as a
whole. Person-centredness on the part of public authorities
is a vital component of the system of public services and
administrative services, which are considered as one of the
types of public services. Proceeding from this statement,
the main purpose is to restructure the bureaucracy into a
more flexible organisation that uses other methods. R. Calo
& D.K. Citron (2020) believe that the reorientation of the
state towards services is the main principle of transforming
the system of providing these services. The author of the
study agrees with this position and note that the strategic
priorities for the development of this system include en-
suring that administrative services are provided efficiently,
quickly, and effectively, following the established stand-
ards that meet the expectations of citizens.

As described by S. Ziyadin et al. (2020), the system of
administrative service delivery bodies gives a special place
to administrative service centres. In this aspect, the issue
of the impact of decentralisation on the provision of these
services in Ukraine under martial law is also becoming im-
portant. Legal regulation of interaction between state au-
thorities and local self-government bodies and individuals
and legal entities has become a problem for Ukrainian soci-
ety in the current context of democratic changes in society
and the state. This has led to a review of the legal instru-
ments and methods used by state and local authorities to
regulate social relations. This need to adjust legal practice
relates to the introduction of new institutions and catego-
ries in administrative law.

For example, scholars have varying interpretations
of the term “administrative legal instrument”. C. Houy et
al. (2019) emphasise the problem of defining this term and
the lack of regulatory support for public administration
instruments, which complicates the interpretation of their
essence and generates scientific debate. A. Androniceanu et
al. (2022) propose to replace the term “form of governance”
with “instruments of public administration”. It should be
added to the authors’ position that the instruments of pub-
lic administration are considered to be the means used by
entities to regulate public relations in the field of public ad-
ministration. This approach facilitates the adaptation of na-
tional administrative law to European standards and helps
to avoid inconsistencies and inaccuracies in legislation.

The main ways of exercising public power, which play
a significant role in maintaining the effectiveness of the
governance system, include issuing official documents and
orders according to the powers of persons, conducting con-
trol and supervision activities, reviewing complaints, etc.
0. Lincoln (2023) pays particular attention to the provision
of administrative services to individuals and legal entities.
It is advisable to add to the author’s position that public
administration bodies combine various forms and methods
to achieve positive results in their activities to protect the
rights and freedoms of citizens. An indicator of the effec-
tiveness of their work is the level of citizens’ satisfaction
with the public services they receive. However, the term
“public services” does not have a clear legal definition, and
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the legislation does not regulate them in detail, except for
the issues of payment for such services.

The main areas of development of public services in
foreign countries include creating convenient and accessi-
ble conditions for citizens to receive services, determining
the optimal provider of such services, using special tech-
nologies to provide services, including the digitalization of
certain services, and the creation of web portals for sim-
plified access to them (Ibrahim & Benabdelhabi, 2022).
Notably, the Ukrainian doctrine of administrative services,
which forms an integral part of public services, is an in-
ternal development in Ukraine. In other countries, such as
the United States, the United Kingdom, and Germany, the
term “public services” is used very flexibly and in a broad-
er context. They use categories such as “public services”,
“administrative services”, “services for citizens”, “services
for business”, etc. (Mammadli, 2023). According to E. Tram-
mell et al. (2020), in these countries, attention is focused on
the fact that any actions, decisions, or services provided by
public authorities to people and companies can be services,
and this is not always accompanied by legal terms.

Notably, the full-scale invasion of Ukraine by Russia
and the introduction of martial law did not substantially
affect the demand for administrative services. Registra-
tion of civil status acts, obtaining passport documents,
IDP registration and protection, and other services stayed
in demand, although the number of IDPs increased con-
siderably. This period also saw an increase in the need for
social support and other services for people in demanding
situations due to the war. The analysis of administrative
service provision during the war reveals those decisions
of the Government that substantially affected the effi-
ciency of their provision. Among these solutions are the
following: extending the validity of expired passports and
driving licences; automatic extension of social plan pay-
ments; telephone confirmation of unemployment status;
introduction of the eDocument; the possibility of getting
married within a day without added costs using video
communication and witnesses, etc. Such actions by the
state, according to M.W. Bauer & S. Becker (2020), con-
firm the level of citizens’ satisfaction with public services
received, which indicates the effectiveness of public ad-
ministrative bodies. However, the quality of certain types
of administrative services needs to be further improved,
considering both security aspects and the needs of differ-
ent social groups.

When analysing the speed of administrative service
delivery during a full-scale invasion in a decentralised
context, it is important to note that legitimate authorities,
including local governments, should be able to provide
basic level services of a critical nature even when they are
verified and registered later. For instance, this may apply
to paper records and the possibility of issuing temporary
documents, especially in the context of a military conflict.
As S. Bondarenko et al. (2021) write, it is also necessary to
ensure that it is possible to establish identity through ac-
cessible means, issue identity documents (including tem-
porary ones), register the place of residence in electronic
format, considering security requirements and cooperation
with other registers. The author agrees with the statement,
but it is necessary to retain the possibility of document-
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ing the place of residence in the passport document for
security reasons, especially in the context of checkpoints
and other restrictions. These aspects are important both
for local governments and for ensuring the livelihoods of
citizens and cooperation with other structures, such as the
Pension Fund of Ukraine and others.

It is necessary to improve the current state of ad-
ministrative legal regulation of migration services in the
form of electronic provision, as it reflects shortcomings
and gaps that need attention and resolution. The main
problems are insufficient legal regulation and funding of
public administration bodies, which affects the provision
of electronic migration services. Migration services in elec-
tronic form are provided by various public administration
bodies, which form a multi-level structure with decen-
tralised links between them. This feature complicates the
process of providing electronic services and increases the
time required to obtain documents, such as passports. Fur-
thermore, the financial support of ASCs is problematic, as
the funds for their maintenance come from local budgets.
This often leads to a lack of funding, which hampers the
implementation of e-services in ASCs, including poor web
infrastructure and insufficient staff training. Consular of-
fices also face an increased workload due to intensive mi-
gration of citizens abroad. However, insufficient technical
equipment, inefficient service resources and the lack of
opportunities to provide migration services in the form of
electronic delivery complicate the situation. However, it is
necessary to address these problems by devising a concept
for the development of electronic migration services that
would ensure the quality of such services and be consistent
with the strategic development of Ukraine.

e CONCLUSIONS
The study found that the Russian-Ukrainian war has led
to changes in the system of administrative service deliv-
ery at the national level, which are determined by two key
aspects, namely new characteristics of services and new
mechanisms for their provision. The organisations that
provide such characteristic administrative services include
the Pension Fund of Ukraine, CRO, and ASC. It was high-
lighted that in the context of Russia’s large-scale aggres-
sion, the issue of external migration of Ukrainian citizens
has become relevant. The procedure for obtaining a pass-
port of a citizen of Ukraine for travelling abroad was impor-
tant in helping these Ukrainians. This is explained by the
fact that the document addressed issues related to asylum
and support under the laws of each country for Ukrainian
citizens. In this case, it was noted that SE “Document” was
able to work in European countries thanks to a project that
involved the conversion of the entire state paper archive
into an electronic format, which made it possible to iden-
tify persons and issue passports to Ukrainian citizens from
anywhere remotely and efficiently. The implementation of
this process is in line with current technological trends in
the provision of administrative services and Ukraine’s digi-
tal transformation strategy. As a result, the level of service
in Ukraine is improving.

It was found that to improve the quality and efficien-
cy of administrative service provision during martial law,
the issue of delegating powers to provide administrative
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services to local self-government bodies becomes particu-  aspects at the legislative level will ensure the constitution-
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AHoTaIig. AKTyaJbHiCTb AOCTIIKEeHHsST 0OYMOBJIEHA TUM, III0 B YMOBaxX IIOBHOMACIITA6HOTO BTOPTHEHHST 3HVMKYETHCS
piBeHb edeKTUMBHOCTI peasisaiii rpoMaassHaMy iX KOHCTUTYIIIHUX TIpaB, 30KpeMa I CTOCYEThCST QYHKIIIOHYBaHHS
MexaHi3My HaJaHHS aJMiHiCTpaTUBHUX MOCTYT. MeTOo pob6oTy 6y/0 BM3HAUEHHSI Cy4acHUX Mpo6iaeM y BKazaHOMY
CeKTOpi Ta BUOKPEMJIEHHS IIISIXiB MO0 iX IMoAoaaHHs. IS IIbOT0 6YJI0 BUKOPUCTAHO TaKi METOIM, SIK JIOTiUHMIT aHaIi3,
dbopManbHO-IOPUONYHAI, IOPUAUIHOI TepMeHeBTUKY, JOTMaTUUHN, QYHKI[IOHATbHMIT aHali3 Ta iHIIi. Bu3HauyeHo,
mo MmirpariifHi mpoiecy, siki BUHUKIU 4yepe3 BiiiHy B YKpaiHi, MOTPe6GYIOTh MOBHOTO MEPEIIAy PeryaloBaHHS Ta
PO3po6KM 3aKOHOMAaBYOI 6a3y Ta MexaHi3My HaJlaHHS Jep>KaBHMMM OpraHaMu MOCIYT y 1ilt o6nacti. LI HeoOXigHiCTh
06yMOBJI€EHA CYYaCHMM CTAaHOM PETy/TI0BAaHHS HaJaHHS MirpalliiiH1X MOCIYyT B eJIeKTPOHHOMY GhopMarTi, SIKuii moTpedye
BIOCKOHAJIEHHSI Ta CBiJYUTH MPO MPOTAJIMHM Ta HEOOJiKM, SIKi MOTPebyloTh BUPilIeHHS. 3a3HAYEHO, IO OJHi€0
3 mpobieM € HeZOCTATHE HOPMATMBHO-TIPABOBE DETry/lOBaHHS Ta (GiHAHCYBaHHS AepsKaBHMX OPTaHiB, IO TaKOXK
Bilo6paskae HasIBHICTb MTPO6JIeM y HaJJaHHi eJIeKTPOHHMX MOCTYT. 3p067eHO BUCHOBOK, 1110 Hapasi BigCyTHS KOHLeNIIis
PO3BUTKY Ta IJIaH Ailt 411 MOMiNiIeHHs HaJaHHS MirpaliifHuX MocIyT B e1eKTpoHHOMY (hopmati. PO3KpUTO CYyTHICTh
MIpoIlecy HaJlaHHsI aAMiHiCTPaTUBHUX TIOCIYT, SIKMIi BILIMBA€E Ha AelleHTpasti3alliio Ta po6oTy BiAMOBiqHMUX OpraHiB. Y
JMAHOMY KOHTEKCTi 6y/10 BUOKpeMIeHO (GaKTOPH, SIKi BIUTMBAIOTh HA MIBUAKICTb HAMAHHS TaKMUX TIOCIYT, IJITXOM aHai3y
HAayKOBUX TM0O3MUIIi/i BUeHUX. PO3INIIHYTO TepMiHM «aqMiHiCTpAaTMBHO-TIPaBOBMUI iHCTPYMEHT» i «aAMiHiCcTpaTUBHA
noctyrax». [IpakTuyHa LiHHICTh HaJJaHMUX peKOMeH/ 1alliil Mosira€e y ix MOXJaMBOMY BUKOPUCTAHHI OpraHamMi Iep>kaBHOL
BJAAAM Ta 3aKOHOAABLIEM IIOAO YCYHEHHS iCHYIUMX MpOOJIeMHMX acIleKTiB y HOPMAaTUBHO-IIPaBOBOMY IIOJi Ta
cy6’eKTaMM HaJaHHS aJMiHICTPATUMBHUX MOCTYT i3 METOI0 MiABUIEHHS e(eKTUBHOCTI (YHKIIOHYBaHHS IaHOTO
MeXaHi3My B YMOBaxX BOEHHOTO CTaHy
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Abstract. Global financial fluctuations that arise in the financial centres — the US and the EU through international
channels of monetary transmission affect the financial markets of peripheral countries, including Ukraine, where the
assessment and consideration of such an impact is an important element of monetary policy. Therefore, the purpose
of the article was to assess the impact of cyclical fluctuations of the global financial situation on the financial sector
of Ukraine’s economy. As a result of correlation analysis, a direct relationship between leverage indicators in Ukraine
and the Chicago Board Options Exchange Volatility Index and Euro Stoxx Volatility Index has been revealed. At the
same time, the direct relationship between these indices and the growth of domestic credit in Ukraine contradicts
the concept of the global financial cycle and may indicate the presence of more important factors of domestic credit.
Correlation analysis of the volatility index of the Chicago Board Options Exchange and capital flows in Ukraine showed
that in the years of increased global uncertainty and volatility, the volume of capital flows decreased, especially for
portfolio debt instruments. Analysis of the cyclical components of the global and domestic credit cycle in Ukraine
obtained with the Godric-Prescott filter indicates a higher level of volatility in domestic lending. The obtained value
of the concordance coefficient did not make it possible to draw an unequivocal conclusion about the counter- or
procyclical nature of domestic credit fluctuations relative to the global volume of loans in the non-banking sector. It
has been found that the global financial cycle was not a significant factor in domestic credit in Ukraine in the studied
period. The practical significance of the results lies in the fact that the National Bank of Ukraine will be able to
implement a monetary policy independent of the global financial fluctuations and limit the outflow of capital during
the period of growing uncertainty in the international financial markets
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¢ INTRODUCTION

Financial globalization, which manifests itself through
the deepening of financial integration of countries, the
increase in the level of financialization of national econ-
omies, the strengthening of influence of multinational
banks and other financial intermediaries on the dynamics
of global financial flows and asset prices, is a significant
factor in the macroeconomic environment of both devel-
oped economies and developing countries. Fluctuations in
international financial markets caused by a change in the
monetary policy of the USA or the EU, significant fluctua-
tions in the prices of financial assets and commodities af-
fect interest rates, exchange rates, asset prices, lending and
investments far beyond the country of origin, which makes
the study of this problem important.

The global financial cycle is expressed through a high
level of consistency in fluctuations in the prices of risky
assets, capital flows, the level of lending and aggregat-
ed financial indicators in the global economy. S. Miran-
da-Agrippino & H. Rey (2022) presented a number of em-
pirical studies that substantiate the concept of the global
financial cycle, in particular, a single global factor that cor-
relates with the global level of risk acceptance and explains
25% of the variation in the prices of risky financial assets.
Since 2010, this factor has covered major global events
such as the Eurozone debt crisis, the global asset sell-off in
2016, and the recession at the end of 2018. Two global fac-
tors explain 35% of the variation in global financial flows,
while a single global factor explains about 30% variation
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of fluctuations in global private liquidity. According to
S. Miranda-Agrippino & H. Rey (2022), the monetary policy
of the Federal Reserve System (the Fed) is also a significant
factor in the global financial cycle; the role of the European
Central Bank is less important.

].S. Davis et al. (2021) examined the variance of gross
and net capital flows based on panel data for 58 countries.
The researchers concluded that two global factors explain
about 40% of the variation in net capital flows. One of
these factors is related to international risk appetite and
represents the global financial cycle. The difference in the
sensitivity of the country’s capital flows to fluctuations
in the global financial situation depends on the gross and
net position of external debt assets. The imbalance of debt
assets and liabilities increases a country’s vulnerability to
the global financial cycle through lending mechanisms.
O. Bondarenko (2020) substantiates the use of quarterly
data in factor models of the global financial cycle and em-
phasizes the need to study cyclical characteristics, namely
reversal points, growth-decline phases, as well as taking
into account the consistency between indicators of capital
flows. Researcher A. Shlapak (2022) examines the role of
transnational banks in the movement of global capital flows
and the formation of the global financial cycle. Aggregated
indicators of financial cycles in the context of developed
economies and developing countries were studied by such
Ukrainian scientists as O. Laktionova & O. Benzar (2020).

The length of the global financial cycle plays an im-
portant role in decision-making for both central banks and
institutional investors in the periphery. Y. Akdi et al. (2020)
tried to estimate it using VIX (Chicago Board Options Ex-
change Volatility Index), TED Spread (Treasury-EuroDollar
Rate Spread) and LIBOR-OIS Spread (Libor-Overnight In-
dex Swap Rate Spread). Examining the dynamics of these
indices for the period from January 1990 to October 2018,
they found that the duration of the global financial cycle
is 43 months. In addition to panel data studies for large
samples of countries, some publications deal with the anal-
ysis of the impact of the global financial cycle on individual
countries. For example, scientists A.M. Cunha et al. (2019)
within the study of the impact of Brazil’s financial integra-
tion on macroeconomic efficiency found that the deepen-
ing of financial integration contributed to the strengthen-
ing of the negative consequences of the recession phase of
the global financial cycle.

Studies of the global financial cycle are developing in a
wide spectrum: from the methodology of factor models to
the assessment of its impact on a certain country. Ukraine
is a country with a small open economy whose level of in-
tegration into the global and, in particular, the European fi-
nancial system is increasing. The limited nature of studies
of the impact of the global financial cycle on the financial
sector of Ukraine’s economy determines the purpose of this
study, whichis toidentify the impact of fluctuations ininter-
national stock market volatility indices on lending indica-
tors and the dynamics of capital flows in Ukraine’s economy.

e MATERIALS AND METHODS

General scientific and special research methods were used
in the article, in particular, the method of scientific ab-
straction was used in the analysis of mechanisms of in-
ternational monetary transmission. Induction was used to
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explain the influence of VIX index fluctuations on the dy-
namics of domestic lending. Methods of analysis and syn-
thesis were used to justify the role of the US dollar as the
leading currency in global financial markets. Correlation
analysis was used to assess the relationship between the
dynamics of global volatility indices and lending and lever-
age indicators in Ukraine, as well as the dynamics of capital
flows. In order to assess the impact of the global credit cy-
cle on the dynamics of lending in Ukraine, the cyclical com-
ponents of global lending to the non-banking sector and
domestic credit in Ukraine were obtained using the Ho-
drick-Prescott filter (Hodrick & Prescott, 1997). To assess
the degree of synchronization of the global and Ukrainian
credit cycles, the concordance coefficient was calculated,
which shows the average number of periods during which
two indicators are in the same phase (growth or decline).
The concordance coefficient was determined by the formu-
la of K.P. Prabheesh et al. (2021):

Cxy = %Z{n (SX,tSY,t +(1=Sxe)(1- SY,t)) 1)

where S, (S,) is equal to 1 if the variable X(Y) increases
at time ¢, or is equal to 0. The concordance coefficient be-
tween two variables S, and S, can take on values from 0
to 1:if S, =S, , then the concordance coefficient is equal
to 1, the two variables are absolutely synchronized, that is,
they are in the same phase of the cycle; if the concordance
coefficient is equal to 0, that is, Sy =1-8,, the two varia-
bles are completely out of sync, they are in opposite phases
of the cycle. The value of the concordance coefficient from
0 to 0.5 indicates the countercyclical nature of fluctuations
of the X variable relative to the Y variable, and from 0.5 to
1 - the procyclical nature of the changes (Harding & Pa-
gan, 2006). To assess the synchronization of fluctuations,
the correlation coefficient between the cyclical compo-
nents of global and Ukrainian lending has been calculated,
adjusted for the value of the standard deviation, and its sig-
nificance has been assessed.

As a proxy for the global financial cycle, the study uses
quarterly data (at the end of the period) on the dynamics
of the stock market volatility indices VIX (Q4 2002-Q4
2022) and VSTOXX (Euro Stoxx Volatility Index) (Q4 2008-
Q4 2022). The choice of time series was determined by the
availability of data. In assessing the impact on the financial
sector of Ukraine, the leverage indicator of the banking sec-
tor has been used, calculated as the ratio of claims to the
private sector to transfer and other deposits of depository
corporations except the NBU (National Bank of Ukraine).
Internal credit was calculated as the sum of net claims of
deposit corporations to central government and claims to
other sectors of the economy. Quarterly data for leverage
of the banking sector and domestic credit have been ob-
tained from the monetary and credit statistics of the NBU
(Surveys of financial corporations, 2023). Gross capital
flows have been analysed in terms of 4 groups: FDI (for-
eign direct investment), portfolio equity, portfolio debt and
credit according to the NBU balance of payments (Balance
of payments, 2023). The global credit cycle was estimated
through the global liquidity indicator — the sum of bank
loans to the non-banking sector and the issuance of debt
securities by the non-banking sector, data obtained from
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the Bank for International Settlements (Global liquidity in-
dicators, 2023). To identify the impact of the global finan-
cial cycle on the financial sector of Ukraine’s economy, the
correlation coefficients between the VIX, VSTOXX indices
and the growth of domestic credit, the leverage of the bank-
ing sector and the growth of leverage have been calculated.

e RESULTS AND DISCUSSION

The abandonment of the Bretton Woods monetary system
and the intensification of global capital flows have led to
new challenges for the monetary policy of central banks.
In recent decades, the trilemma of international finance or
the trilemma of monetary policy has been empirically con-
firmed, according to which a country’s central bank cannot
simultaneously implement an independent monetary pol-
icy, ensure free movement of capital and a fixed exchange
rate (Fleming, 1962; Mundell, 1963). The trilemma is based
on compliance with the conditions of uncovered interest
parity, when, with perfect capital mobility, the return on
bonds in different countries is equalized as a result of ar-
bitrage operations. With a fixed exchange rate and free
movement of capital, the central bank cannot pursue an
independent monetary policy. Changes in the interest rate
in the country cause an inflow (outflow) of capital, which
will have to be absorbed in the foreign exchange market to
maintain a fixed exchange rate, thus offsetting the impact
of monetary policy.

The transition to a floating exchange rate, which will
absorb fluctuations in the foreign exchange market due
to capital movements, gives the central bank freedom to
choose monetary policy to stabilize output and employ-
ment. Empirical testing of the monetary policy trilemma
has been carried out through the study of the correlation
of short-term interest rates in peripheral countries relative
to the central country under different regimes of exchange
rates and capital mobility (Herwartz & Roestel, 2017). In
countries with floating exchange rates, short-term interest
rates showed a lower correlation with the rate in the central
country compared to countries with fixed exchange rates.
However, the transition to a floating exchange rate alone
cannot provide a country with full monetary autonomy,
since the central country will influence its monetary sector
through other transmission channels. H. Rey (2014) argues
that global factors that affect the country’s monetary sec-
tor even with a floating exchange rate have to some extent
turned the trilemma of international finance into a dilem-
ma where the central bank can achieve monetary autonomy
onlyby introducingrestrictions on the movement of capital.

The transmission of monetary fluctuations from the
central country to the periphery occurs through the ex-
change rate channel, the credit channel and the risk-taking
channel. The exchange rate channel mechanism operates
through changes in aggregate demand and consumption
patterns in the central country. The easing of monetary
policy in the central country causes an expansion of aggre-
gate demand in the central country and stimulates imports
from the periphery. A decrease in the interest rate leads to
a depreciation of the central country’s currency. In the cen-
tral country, there is a demand shift in favour of domestic
goods due to their cheaper prices (Rey, 2014). Consequent-
ly, in the periphery, there are two opposing effects affecting
output: one due to the expansion of the aggregate demand
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of the centre, and the other to changes in the composition
of its expenditures. The central bank of a periphery coun-
try can mitigate fluctuations in output by raising interest
rates, provided that the exchange rate is floating. The ob-
jective of monetary policy is a trade-off between stabilizing
output and worsening the terms of trade.

Transaction costs in the financial market caused by
the need to reduce the information asymmetry between
the lender and the borrower have an additional impact on
monetary transmission and financial stability. If the agen-
cy costs between the lender and the borrower are signif-
icant, there is a difference between the opportunity cost
of internal financing and external financing — the external
financing premium. It reflects efficiency losses due to the
principal-agent problem and increases the cost of credit for
the borrower (Bernanke & Gertler, 1989). The external fi-
nancing premium may depend on monetary policy. For ex-
ample, a stimulative monetary policy causes an increase in
domestic asset prices and improves the borrower’s balance
sheet. This alleviates the problems of moral hazard and
adverse choices, lowers the external financing premium,
promotes credit growth and expansion of aggregate de-
mand (Rey, 2014). Such a transmission mechanism is called
a balance sheet channel, or an equity or credit channel. In
the risk-taking channel, the leading role belongs to finan-
cial intermediaries, who are usually risk-neutral and make
decisions under conditions of value-at-risk constraints. A
positive shock increases demand for assets and lowers the
risk premium, which leads to a weakening of the value-at-
risk constraint and stimulates the increase in leverage. Un-
der such conditions, the easing of monetary policy leads
to lower financing costs and excessive lending by financial
intermediaries.

Thus, the credit channel and risk-taking channel are
important channels of monetary transmission that affect
financial stability in the country due to the level of indebt-
edness of financial intermediaries, the volume of lending
and asset pricing. These channels also operate in an open
economy. Given the existence of external debt, often de-
nominated in US dollars, the central bank must choose be-
tween stabilizing production and having implications for
the balance sheet of economic agents. For example, if the
Fed raises the interest rate, the national currency of the pe-
ripheral country depreciates, which stimulates the growth
of its exports. However, this worsens the balance sheet of
economic agents due to the increase in the cost of external
debt. This opposite effect makes the interest rate an insuf-
ficient tool for achieving monetary autonomy even with a
floating exchange rate. In fact, there is a transmission of
monetary policy in the central country to peripheral coun-
tries, where external influence extends to financial stability
and the state of the balance sheet.

The role of the US dollar in international financial
markets determines the degree of influence of the Fed’s
monetary policy on the rest of the world. During the 20
century the world monetary system evolved from a gold
standard to a system of floating exchange rates, while
the transition from the Bretton Woods to the Jamaican
monetary system was marked by the strengthening of the
role of the US dollar in the global financial system, de-
spite the refusal of the United States to convert gold in
1971 (Gourinchas et al., 2019). For the private sector, the
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dollar and some other currencies perform the function
of a medium of exchange as an intermediary in currency
exchange operations with third currencies and liquid and
safe asset markets, as a store of value — the currency of
the issue of securities and banking and cash transactions;
as unit of account - the currency of an account in foreign
trade and nominal currency of securities. The same func-
tions for the public sector are performed by currencies

through the implementation of foreign exchange inter-
ventions, formation of official reserves and the currency
of the exchange rate peg (Gourinchas et al., 2019). The US
dollar remains the leading currency in transactions on the
international foreign exchange market despite the intro-
duction of the euro and renminbi; its share in 2001-2022
fluctuated between 85-90%, the share of the euro — 31-
39% (Fig. 1).
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Figure 1. Currency composition of global operations with OTC currency instruments in 2001-2022, %
Source: made by the author based on Turnover of OTC foreign exchange instruments, by currency (2022)

The US dollar dominates international transactions
with debt instruments and bank loans and deposits. As
of the end of 2020, the share of international debt in-
struments denominated in US dollars was 63.4%, in eu-
ros — 23%. In the composition of international loans, the
share of the US dollar was 52.7%, the euro — 26%, inter-
national deposits — 55.4% and 25.4% (European Central
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Bank, 2021). In foreign trade transactions, the main cur-
rencies of the account are the US dollar (40.8%) and the
euro (33.2%) (Gourinchas et al., 2019). The composition
of reserve assets shows a similar dominance of the US
dollar with a share of 59.79% and the euro — 19.66% as
of the end of the third quarter of 2022, as can be seen in
Figure 2.
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Figure 2. Currency composition of world allocated reserve assets in 2010-2022, in %
Source: made by the author based on Currency composition of official foreign exchange reserves (COFER) (2023)

The composition of reserve assets is related to the
choice of currency for fixing the exchange rate. In 2021,
according to the International Monetary Fund (IMF), 80
countries pursued monetary policy using hard or soft ex-
change rate peg, of which 37 countries (or 46.25%) used the
US dollar as an anchor for the exchange rate, and 26 coun-
tries used the euro (32.5% of countries that pegged the ex-
change rate) (International Monetary Fund, 2022).

The global financial cycle, which manifests itself
through fluctuations in global liquidity, risk appetite,
volatility and uncertainty, affects the financial stabili-
ty of peripheral countries. The VIX and VSTOXX indices
are often used as an indicator reflecting global sentiment
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and expectations in the financial market. The VIX index
is an estimate of the expected volatility of index options
on the S&P500 (Standard & Poor’s 500 Index) over the
next 30 days (Akdi et al., 2020). It is often interpreted as a
measure of risk and a variation of the risk premium, which
reflects the risk appetite of investors, and, given the glob-
al nature of the American stock market, as a risk premium
at the global level, global risk appetite of international in-
vestors, global market uncertainty (Akdi et al., 2020). Fluc-
tuations in the VIX index are associated with short-term
capital flows that accompany the boom and bust phases of
the global financial cycle. In the growth phase, risk-tak-
ing at the global level increases, the risk appetite of
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international investors increases, and global liquidity ex-
pands. In the recession phase, accompanied by a rise in
the VIX index, international investors increase their risk
premium requirements, divest themselves of high-risk as-
sets, and as a result, there is an outflow of capital from
developing countries. The VSTOXX index estimates the
expected volatility in the European equity market for the
EURO STOXX 50 stock index.

Using the VIX as a proxy for global risk aversion and
uncertainty in financial markets, H. Rey (2015) investigat-
ed the relationship between this index and global capital
flows, leverage and lending. According to the results of
her research, for all regional groups of countries there is
an inverse correlation between the VIX and the growth

of domestic credit, with the highest density of connec-
tion for North America and Western Europe. The level of
leverage of the banking sector (the ratio of claims on the
private sector to other and transferable deposits) and its
growth are also inversely correlated with the VIX in the
leading financial centres (North America, Western Eu-
rope, Asia). In contrast, a direct correlation is observed
for the countries of Latin America, Central and Eastern
Europe, and Africa. Thus, during periods of low global un-
certainty, when the VIX is relatively low, there is an in-
crease in domestic credit, as well as an increase in bank
leverage in financial centres. The correlation dependence
between the VIX and VSTOXX indices in this study was
investigated for Ukraine (Table 1).

Table 1. Correlation of lending indicators in Ukraine from VIX and VSTOXX indices

“ Increase in domestic credit Leverage level Leverage gain

0.04

0.21 0.07

VSTOXX 0.17

0.29 0.21

Note: calculated based on quarterly data VIX Q1 2003-Q4 2022 and VSTOXX Q4 2008-Q4 2022
Source: calculated by the author based on the EURO STOXX 50 Volatility (VSTOXX) Index EUR (V2TX), historical prices (2023), Historical price

data for VIX index (2023), Surveys of financial corporations (2023)

The results obtained in this article for leverage indi-
cators are consistent with the data of H. Rey (2015) for the
countries of Central and Eastern Europe, for which the cor-
relation coefficients between VIX and the level of leverage,
VIX and the increase in the level of leverage were 0.3 and
0.07, respectively. At the same time, the obtained correla-
tion coefficients between the VSTOXX index and the corre-
sponding leverage indicators are higher and, according to
the author of this study, indicate a closer correlation be-
tween lending in Ukraine and the expected volatility of the
European stock market. This indicates a higher level of sen-
sitivity of the financial sector of Ukraine to the fluctuations
of the European stock market. The positive values of the
correlation coefficients between the VIX and VSTOXX indi-
ces and the growth of domestic credit turned out to be un-
expected and contrary to the theory of the global financial
cycle. The direct correlation between them means that in
periods of high global and regional uncertainty, there was
an increase in domestic lending in Ukraine. H. Rey (2015)
obtained a similar relationship, but with a very low corre-
lation coefficient (0.01) for African countries. According
to the author of the study, the direct correlation between
global volatility indices and the dynamics of domestic cred-

it in Ukraine does not contradict the theory of the global
financial cycle, but indicates the presence of other impor-
tant internal credit factors that determine its dynamics.

Correlational dependencies between global capital
flows indirectly confirm the hypothesis of the existence of
an international financial cycle. H. Rey (2015) investigated
pairwise correlations between gross capital flows of FDI,
portfolio equity, portfolio debt and credit for geographical
groups of countries. The obtained results indicate a mostly
direct correlation between flows reflecting capital inflows
in regional groups. A similar positive correlation can be
traced for flows that characterize capital outflow. In as-
set groups, the exception is foreign direct investment, for
which pairwise correlation coefficients are negative. The
correlation dependence between global capital flows and
the VIX index has also been traced. For all groups of as-
sets, except for direct foreign investments, there is an in-
verse relationship between the amount of inflow (outflow)
of capital and the VIX index. To assess the sensitivity of
capital inflows and outflows to the economy of Ukraine in
relation to global cyclical fluctuations, this study has also
calculated correlation coefficients between gross capital
flows for various asset groups and VIX (Table 2).

Table 2. Correlation coefficients of capital flows in Ukraine and the VIX index

Assets

Liabilities

Portfolio Portfolio Portfolio Portfolio
Credit Credit
equity debt equity debt

-0.07 0.07 -0.05

-0.03 -0.02 -0.29

Note: calculated based on quarterly data Q1 2003—Q3 2022

Source: author’s calculations based on Balance of payments (2023), Historical price data for VIX index (2023)

The value of correlation coefficients is relatively low
for FDI and portfolio equity. The inverse relationship be-
tween capital outflows through FDI, portfolio debt, and
VIX, as well as between capital inflows through FDI, port-
folio debt, and VIX confirms the impact of fluctuations in
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global risk aversion on the dynamics of capital flows. The
obtained results of the inverse correlation of capital out-
flow through portfolio debt and portfolio equity are con-
sistent with the values for the countries of Central and
Eastern Europe in the study of H. Rey (2015). The direct
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correlation between capital outflows for credit and VIX
can be caused by the substitution of public sector financ-
ing in periods of increased global uncertainty. During the
years of growing global uncertainty and volatility (the

Great Recession, the debt crisis in the countries of the
European Union, the COVID-19 pandemic), the value of
capital flows decreased, especially for portfolio debt, as
can be seen in Figure 3.
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Figure 3. Dynamics of capital flows from/to Ukraine (million USD) and the VIX index
Note: dynamics of capital flows from/to Ukraine - left scale, VIX index — right scale
Source: made by the author based on Balance of payments (2023), Historical price data for VIX index (2023)

O. Bondarenko (2020) also emphasizes the impor-
tance of studying the level of capital flows consistency
with the global financial cycle. According to her results,
for Ukraine the level of consistency of all four capital flows
is statistically insignificant, which refutes the impact of
the global financial cycle on capital flows to Ukraine. In
order to assess the sensitivity of the monetary sector of
Ukraine’s economy to the global financial cycle, quarterly
data on the dynamics of global lending to the non-bank-
ing sector and domestic credit in Ukraine in the period of
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Q4 2002-04 2022 have been examined. The cyclical com-
ponent of the relevant time series is obtained using the
Godric-Prescott filter after logarithmizing the initial data,
which is shown in Figure 4. The credit cycle in Ukraine is
more volatile compared to the global credit cycle, which
may indicate greater sensitivity of Ukraine’s economy to
global financial shocks. Figure 4 shows that the increase
in the volatility of the credit cycle in Ukraine can be traced
during the Great Recession (Q4 2007-Q4 2009) and after it,
as well as in 2014.
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Figure 4. Global credit cycle and credit cycle in Ukraine
Source: calculated by the author based on the Global liquidity indicators (2023), Surveys of financial corporations (2023)

Using the formula for calculating the concordance
coefficient (1), based on quarterly data for the period Q4
2002-Q4 2022, the obtained concordance coefficient be-
tween cyclical fluctuations in the global volume of loans
to the non-banking sector and domestic credit in Ukraine
is 0.49. The obtained value of the concordance coefficient
does not make it possible to draw an unequivocal conclu-
sion about the counter- or procyclical nature of domes-
tic credit fluctuations in Ukraine relative to the global
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financial cycle. The research tested the null hypothesis
about the synchronization of the change of two variables.
The obtained correlation coefficient between the time
series adjusted for the standard deviation is -0.03, i.e., it
indicates the asynchrony of fluctuations, and is also sta-
tistically insignificant. Thus, the global financial cycle,
estimated by the indicator of world lending, cannot be
considered a significant factor in the dynamics of domes-
tic credit in Ukraine.
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The concept of the global financial cycle assumes that
the monetary policy of the central country affects the lev-
el of credit on a global scale, global risk appetite, global
prices of financial and commodity assets, and global cap-
ital flows. Under conditions of free movement of capital,
peripheral countries lose part of their monetary autonomy,
as their financial sector is affected by fluctuations in the
global financial markets, and the monetary policy trilem-
ma is transformed into a dilemma (Miranda-Agrippino &
Rey, 2022). O. Bondarenko (2020) denies turning the tri-
lemma into a dilemma, arguing that there is a relatively
low number of confirmations of the significant sustaina-
ble impact of the global financial cycle on capital flows.
According to the author of the article, the central bank’s
choice between an autonomous monetary policy, an ex-
change rate regime, and capital movement restrictions de-
pends on the specifics of an individual country, its integra-
tion into global trade and international financial markets.
Given the lack of influence of the global financial cycle on
the financial sector of Ukraine’s economy (within the scope
of this study), the NBU pursuits monetary policy in accord-
ance with the trilemma of international finance.

In a significant number of publications, the authors
focus on the impact of the global financial cycle on the
macroeconomic environment of developing countries.
M. Kolasa & G. Wesotowski (2023) investigated the impact
of the global financial cycle caused by US quantitative eas-
ing policies on emerging market economies and concluded
that the negative manifestations of the cyclical nature of
global finance significantly affect countries in which the
banking sector owns a large volume of domestic sovereign
bonds. Quantitative easing causes the loss of international
competitiveness of the periphery country, rising prices and
lending in the real estate market. It is worth agreeing with
the authors’ conclusions that for financial and macroeco-
nomic stabilization, it is necessary to use currency inter-
ventions, limiting the level of risk on mortgage loans, tax-
ation of long-term income of non-residents from owning
sovereign bonds. Together, these measures will help curb
currency appreciation and reduce capital inflows, mitigat-
ing the effects of quantitative easing.

J. Aizenman (2019) investigated the vulnerability of
emerging economies to adverse global financial shocks,
in which countries choose the intermediate goals of the
monetary policy trilemma - managed exchange rate float-
ing, controlled financial integration, and limited monetary
autonomy. The scientist came to the conclusion that for
countries with emerging markets, the accumulation of sig-
nificant gold and foreign exchange reserves is no longer a
sufficient tool to mitigate the negative manifestations of
the global financial cycle. The author of this study shares
his position on the need to introduce macroprudential reg-
ulation and restrictions on capital movements as impor-
tant safeguards against global monetary shocks.

J. Carrera et al. (2023) examined the impact of the
global financial cycle on the terms of trade and financial
spreads in developing countries, dividing them into net ex-
porters and net commodity importers. For net commodity
exporters, favourable global liquidity shocks lead to im-
proved trade balances and lower financial spreads. For net
importers, the deterioration of the trade balance ultimately
has a negative impact on the cost of financing. The author
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shares the conclusion of J. Carrera et al. (2023) on the im-
portance of diversifying exports and increasing the share of
exports of goods with a high level of added value in order
to reduce sensitivity to fluctuations in the global financial
situation. In their study, K.P. Prabheesh et al. (2021) ana-
lysed the impact of the global financial cycle on credit and
business cycle dynamics in India and Indonesia. The au-
thors distinguished the cyclical components of the global
and domestic credit cycles and, based on the analysis of the
concordance index, concluded that the domestic credit cy-
cle in India showed a high level of synchronization with the
fluctuations of the global financial situation, but for Indo-
nesia, the synchronization was weak. In Indonesia, shocks
to the global financial cycle first affected the business cycle
and then the credit cycle through the exchange rate chan-
nel. The monetary policy of the central bank of Indonesia,
aimed at mitigating the shocks of the global financial cycle,
involves influencing the exchange rate, macroprudential
supervision of the banking system, and limiting the risk of
banks on liabilities in foreign currency. Given the asynchro-
ny of the Ukrainian credit cycle, the NBU uses similar tools.

Fluctuations in the global financial situation affect
lending dynamics, asset prices, macroeconomic and fi-
nancial stability in developed economies and developing
countries. This study did not reveal a significant impact of
the global financial cycle on lending indicators of Ukraine’s
economy, but capital flows showed a certain relationship
with fluctuations in the global uncertainty index.

e CONCLUSIONS

Global fluctuations in asset prices, credit volumes, and
capital flows are beyond the influence of the country’s cen-
tral bank and can exert additional pressure on its macro-
economic and financial environment. For some countries,
global cyclical fluctuations in financial indicators can
cause excessive credit growth in the phase of economic
growth or deepen the recession during periods of increased
instability in global financial markets. The study attempts
to assess the impact of the global financial cycle on the fi-
nancial sector of Ukraine.

Analysis of the impact of the dynamics of the global
uncertainty indices VIX and VSTOXX on lending indicators
in Ukraine showed that periods of increased global volatili-
ty were accompanied by an increase in the level of leverage
and domestic lending in Ukraine. The direct relationship
between the VIX and VSTOXX indices and the dynamics of
domestic credit disproves the theory that it is influenced
by the global financial cycle. The assessment of the impact
of global uncertainty on the dynamics of capital flows in
Ukraine demonstrates that during periods of VIX growth,
the volume of capital flows decreased the most for portfo-
lio debt, the increase in capital outflows for credit could be
caused by the increase in public sector borrowing.

The cyclical component of domestic lending in Ukraine
shows a higher level of volatility compared to the global
credit cycle. Based on the assessment of the concordance
coefficient, it has been concluded that there is no synchroni-
zation between the domestic and global credit cycles. Thus,
fluctuations in the global financial situation did not affect
the dynamics of domestic lending in Ukraine, but they had
a noticeable impact on the dynamics of capital flows. This
confirms the need for the central bank to use traditional
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monetary policy tools, namely currency interventions and
capital restrictions, to mitigate the effects of financial
shocks. Further studies of the impact of the global financial
cycle on the economy of Ukraine may concern the study of
the transmission channels of global shocks, taking into ac-
count the exchange rate regime, the composition of foreign
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Anotanisg. [Mmo6anbHi KonmBaHHS (HiHAHCOBOI KOH IOHKTYpPH, II0 BUHMKAIOTh y ¢iHaHCOBUX HeHTpax — CIIA ta €C,
yepe3 Mi>KHAPOJHI KaHa/IX MOHETapHOi TpaHcMicii YMHITh BIUIMB Ha GdiHaHCOBI pMHKM KpaiH mepudepii, mo sSKux
HaJeXMTb ¥ YKpaiHa, Je OliHKa Ta BpaxyBaHHSI TAKOTO BILUIMBY € BAXKJIMBUM eJeMeHTOM MOHeTapHOi monituku. Tomy
MeTa CTaTTi — OLHUTHM BIUIMB IMKIIUYHMUX KOJMBaHb I06aabHOI (iHaHCOBOI KOH'IOHKTYpPU Ha (GiHaHCOBUI CEKTOP
eKOHOMIiKM YKpaiHu. B pe3ynbrati KopemnsiiiiHOro aHali3y BUSIBIIEHO MPSIMY 3aJI€XKHICTh MiXK TOKa3HMKAMU JIeBEePUIKY
B YKpaiHi ta inmekcamu Chicago Board Options Exchange Volatility Index i Euro Stoxx Volatility Index. BomHouac mpsima
3QJIEKHICTh MiXK VMM iHAEKCaMM Ta ITPUPOCTOM BHYTPIITHbOTO KpeAUTY B YKpaAiHi CyrnepeunTh KOHIIEIIii IIT06abHOTO
(diHaHCOBOrO IMKIY Ta MOXEe CBiZUMTM MPO HASIBHICTb OibII BaroMmMx UMHHMKIB BHYTPILTHBOTO KpPeOUTYBaHHSI.
Kopensiiiinuit ananis ingekcy BonatuibHocTi Chicago Board Options Exchange Ta moTokiB KamiTany B YkpaiHi mokasas,
110 B POKY TTOCKUJIEHHS TI06a/IbHOT HEBM3HAUEHOCTi Ta BOIATMIIBHOCTI OGCST MOTOKIB KaliTaay 3HMKYBaBCs, 0COGIMBO
1151 TopTdenbHUX 60ProOBUX iIHCTPYMEHTIB. AHaJIi3 OTpMMaHUX 3a JoromMoroio dinbrpa l'ompuka-IIpeckoTa MUKIIYHUX
KOMITOHEHTIB INTI06aIbHOTO Ta BHYTPIIIHBOTO KPEAUTHOTO MKy B YKpaiHi CBiIUMTb PO BUIIMIL piBEHb BOATUIBHOCT]
BHYTPIIlIHbOTO KpeauTyBaHHs. OTpMMaHe 3HAUEHHS KoedillieHTa KOHKOpAAllii He 1ajio 3MOTrM 3pO6UTY OJHO3HAYHMIT
BMCHOBOK IIPO KOHTP- a60 MPOLUMKIIUHNI XapaKkTep KOAMBaHb BHYTPIIIHBOTO KPEOUTY BiZHOCHO I7106ATBHOTO 06CITY
KpeauTiB HeGaHKiBCHbKOTO CeKTopa. BusBieHo, mjo rmobanbHuit GiHaHCOBUIT LUKI He GYB BaroMuM UMHHUKOM
BHYTPILIHBOTO KpeOUTYBaHHS B YKpaiHi B JOIiAKyBaHNii iepiof. [IpakTuuHe 3HaUeHHSI pe3Yy/IbTaTiB MOJISITAE Y TOMY,
mo HarrionanbHMit BaHK YKpainu 3Moske 3[1i/iCHIOBATV aBTOHOMHY Bifl KOJIMBaHb IN106aabHOT (iHAHCOBOI KOH IOHKTYPMU
MOHETAapHY TOJMITUKY Ta OOMEXYBAaTM BiAIUIMB KaIliTaysy B Tepiof, 3pOCTaHHS HEBM3HAYEHOCTI HA MiKHAPOTHUX
(biHaHCOBUX PUHKAX
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Abstract. Digitalization is an essential process for enterprises in the post-industrial economy, which contributes
to increasing their competitiveness and opens up new opportunities for involvement in global digital value chains.
Digitalization practice provides for developing recommendations and algorithms for overcoming and preventing errors
within the scientific discourse, thus the aim of the article was to determine the impact of digital technologies on the
organizational behaviour of international companies and generalize causes of digital transformation failure. Changes in
organizational behaviour under the influence of digitalization have been systematized using the generalization method.
The causes of unsuccessful digital transformations in organizations have been structured using the five-stage digital
transformation model. The main factors of failures at each stage have been discovered. At the stage of automation errors
result from the failure to understand the mission and value of the business and to implement digital technologies. At the
isolated stage the negative factor is the insufficient support of priority changes and the wrong choice of what exactly needs
to be transformed. It has been discovered that at the stage of partial synchronization systemic digital transformation is
hindered by an ineffective change management strategy or an insufficient number of transformation projects for adequate
change of the overall operation. Problems with the organizational structure or digital literacy can lead to the disruption of
digital transformation at the stage of full synchronization. The risks of continuous transformation stage result from losing
the priority, ensuring the transformation, due to inflexible culture, lack of discipline regarding the constant identification
of new business disruption risks and responding to them. The practical significance of the present research is stipulated
by the proposed recommendations for changes in the organizational behaviour of companies that will reduce the risks of
failures in particular and failures of digital transformation as a whole
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¢ INTRODUCTION

The introduction of digital technologies provides both  their impact on organizational behaviour and causes of
great opportunities and significant challenges for organiza-  failure have not yet been fully researched by scientists.
tions. Despite the benefits of digitization, demonstrated by = Therefore, there are certain gaps in the formation of rec-
companies, difficulties in introducing these technologies, = ommendations understandable to managers and company
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leaders on overcoming possible obstacles on the way to ef-
fective digital transformation. Rapid technological devel-
opment and increased competition stipulate the need for
digital transformation for most companies, which opens
up many opportunities, such as increasing productivity, re-
ducing costs, improving customer service and creating new
products and services.

New opportunities for optimizing business processes
and increasing work efficiency provide for prudence, stra-
tegic planning and readiness for changes in organizational
behaviour. These issues are discussed and considered by
leading scientists and management practitioners. A. Zim-
mermann et al. (2021) presented a digital transformation
architecture for intelligent digital products and services.
The scientists studied the processes of digital transforma-
tion using artificial intelligence and available intelligent
technologies, the issue of decision-making and manage-
ment of these processes. K. Lardi (2022) addresses the
practical aspects of digital transformation implementa-
tion, paying attention to the key element — the human
factor in transformation. She determines the specifics of
managing internal interested parties, such as leadership
teams and employees, as well as external interested par-
ties, such as customers, partners and suppliers. This made
it possible to suggest a system of business digital transfor-
mation, which contributes to the successful implementa-
tion of new digital solutions.

A. Hinterhuber et al. (2021) combine academic theo-
ry with practical experience and contributions from com-
panies that are at the forefront of global best practices in
the field of digital transformation. The researchers sys-
tematized information on planning and implementing
digital transformation by leading companies. Interviews
with CEOs (chief executive officers) and directors of dig-
ital technologies of such companies as: Bulgari, Deutsche
Bahn, Henkel, Lanxess, L'Oréal, Unilever, Thales and oth-
ers were conducted for this purpose. This made it possible
to suggest road maps for the successful implementation of
digitalization, to systematize organizational capabilities
and consequences of digital transformation for business
productivity. Authors, studying difficulties and failures
faced by companies in the process of digital transforma-
tion, deserve special attention. M. Beijen (2021) reflects
on the knowledge and experience accumulated in daily
practice, focusing on the approach to contemporary dig-
ital business challenges. He proves that top management
should be the driving force of the company’s digitaliza-
tion process. Digital transformation cannot be imposed
through a top-down management approach, however
without commitment at the top level, efforts to reform
outdated processes or systems will be ineffective. A suc-
cessful digital transformation also provides for a compre-
hensive understanding of both the theory and the practi-
cal side of the process by everyone involved in the process
or those who may be affected by the change.

Modern Ukrainian scientific discourse mainly focus-
es on the features of digital transformation both at micro
level for Ukrainian enterprises and at macro level for using
these processes in the post-war recovery. The monograph
edited by N. Mazur (2022) examines the issue of digitaliza-
tion of Ukrainian enterprises taking into account current

Development Management. 2023. Vol. 21, No. 4

conditions and limitations. For this purpose, social and
economic aspects of digital transformation were analysed,
information and innovation changes of business entities
in the conditions of the digital economy were identified
and the changes in their management systems were sub-
stantiated. A. Spitsina et al. (2022) summarized the main
trends of Ukrainian economy digitization and analysed
its state with the help of digitization indices. The scien-
tists studied Ukraine’s accession to the digital market of
the European Union through the participation in Digital
Europe program. It was proven that it enhances and sup-
ports IT (information technology) industry in Ukraine and
creates synergy between sectors of national economy, re-
structures labour market.

As can be seen from the analysed literature, a lot of
attention is paid to the study of digital transformation pro-
cesses at micro and macro levels, practical experience of
companies and digitalization are summarized, its impact
on the company’s competitiveness is studied and the im-
portance of human factor is systematized. However, the
issue of generalizing recommendations for changing or-
ganizational behaviour in order to overcome the problems
of digital transformations is not fully resolved. The goal of
the present article is to study the impact of digital technol-
ogies on organizational behaviour in international com-
panies, to summarize the causes of digital transformation
failure, connected with imperfect management of changes
in organizational behaviour, and to provide recommenda-
tions for their prevention.

e MATERIALS AND METHODS
To achieve the stated goal, a combination of general sci-
entific and special methods of scientific research was em-
ployed, in particular deduction and induction, analysis and
synthesis to determine the impact of modern digital tech-
nologies, which significantly change organizational mod-
els of behaviour and ways of doing business. The practical
experience of companies that have already introduced the
process of digital transformation has been summarized by
the method of theoretical generalization, which made it
possible to identify components of companies’ organiza-
tional flexibility and determine its impact on organization-
al behaviour. In this study, with the help of an abstraction
method, organizational flexibility is seen as a sign of con-
tinuous improvement, continuous delivery, communica-
tion, team and people maturity. The use of statistical and
economic analysis methods during the study of prerequi-
sites, volumes and characteristics of the environment and
digitalization factors, allowed to draw a conclusion about
the rapid change in the organizational behaviour of com-
panies and difficulties that arise in the process of digital
transformation. The application of systematization meth-
ods made it possible to determine the influence of flexible
methodologies on the results of companies’ activities and
to provide recommendations for their further implementa-
tion for the integration of digital solutions into the organ-
izational structure of companies, radically changing the
principles of their work by creating new business process-
es, interaction with customers and organizational culture.
Comparison and analysis methods made it possible
to identify the main errors in organizational behaviour at
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various stages of digital transformation. System-struc-
tural and functional approaches were used in building a
step-by-step model of digital transformation. The applied
graphic method was aimed at visual display of change
trends in the organizational behaviour of companies at
various stages of digital transformation and formation of
strategic directions of action, as well as visual display of
certain research results. The generalization method was
also used in formulating the research results. With the
help of inductive and deductive methods, the conclusions
have been substantiated and suggestions for further sci-
entific research have been provided. The abstract-logical
method was also used when writing the conclusions and
recommendations of the research. The study used a five-
stage model of digital transformation, originally proposed
by T. Saldanha (2019). The original of this model has been
supplemented and improved using the focal object meth-
od, which adds new characteristics to existing objects,
improving the original. The analysis of the supplemented
five-stage model of digital transformation made it pos-
sible to determine relevant limitations and failure risks
as well as digital transformation failures, which suggests
organizational flexibility being the main measure of mod-
ern transformations.

The works of leading foreign and Ukrainian scientists,
public information and specialized scientific research on
the problems of modern trends in the development of dig-
ital society and changing organizational behaviour during
the introduction of digital technologies into the activities
of companies, served as the foundation for the present
research. The study used data from the websites of inter-
national companies Walmart, Delta Air Lines, Zappos and
Toyota, whose digital experience was analysed in the arti-
cle. When conducting research using the method of gen-
eralization, the content of digital transformation and its
impact on changing organizational behaviour was studied,
the experience of international companies in implement-
ing digital technologies was analysed and summarized.

e RESULTS

The digital economy has gained a global scale and pow-
erful companies that have already entered the digital era
generate up to 90% of revenue and profit. According to
World Trade Organization (2021) forecasts 40-50% of the
GDP of the most developed countries will be generated
within the framework of the digital economy by 2025.
In 2017 companies Google, Apple, Microsoft, Facebook,
Amazon, China’s digital giants (Baidu, Alibaba, JD.com
and Tencent) had leading positions in the field of digital
technologies (Gada, 2020). The pace of digital transfor-
mation is spreading with the world’s largest capitaliza-
tion companies transitioning to digital mode, giving them
significant competitive advantages. X. Teng et al. (2022)
point out that after the completion of digital transfor-
mation, the efficiency of each branch is predicted to in-
crease by 30-50% and companies will be able to increase
their overall efficiency by 8-10 times. Representatives of
international business are rapidly implementing digital
transformations, modernizing technologies in order to
become digital leaders. An idea of digital transformation
importance for companies around the world is evidenced
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by data suggesting that international business spending
on technology and services will amount to $2.3 trillion
(Spending on digital..., 2023) by the end of 2023. In 2018,
the McKinsey Global Institute estimated that an addi-
tional $13 trillion could be added to global GDP by 2030
through digitization, automation and artificial intelli-
gence as these technologies create new business opportu-
nities, increase productivity, and profits are reinvested in
the economy (ITUTrends, 2018).

According to SAP’s digital transformation study, 96%
of senior executives believe that digital transformation is a
primary business objective and 92% report that they have
mature digital transformation strategies and processes to
improve customer engagement. 93% of leaders believe that
digital technology is critical to maintaining a competitive
advantage, they invest more in big data and analytics (94%),
the Internet of Things (76%) and 50% already work with
artificial intelligence and machine learning (Elliot, 2017).

Digital transformation provides for using technolo-
gies to radically improve productivity, provide value for
customers, change business models of enterprises and is
the most relevant trend for many companies around the
world. As G. Westerman et al. (2014) point out the use of
digital advances such as analytics, mobility, big data anal-
ysis, Internet of Things, cloud technologies, social media
and smart embedded devices enhance the use of traditional
technologies (ERP (enterprise resource planning), etc.) to
achieve radical changes with customers, transform internal
processes and deliver value propositions.

However, digital transformations are accompanied by
a number of difficulties. Firstly, they require significant
investments, which may not always be justified. Compa-
nies must find a balance between technological improve-
ments and financial efficiency. Secondly, digital trans-
formation provides for the reconsideration of business
processes and the change of corporate culture. Employee
resistance can be a significant obstacle to digital transfor-
mation. Thirdly, there is a threat to cyber security. As the
amount of digital data grows the likelihood of cyberat-
tacks increases. Companies must invest time and resourc-
es in protecting this data.

Digital transformation has significantly affected or-
ganizational behaviour in companies. A study by the Cen-
tre for Information Systems Research at the Massachusetts
Institute of Technology revealed that managers expect
digital transformation efforts to significantly impact 67%
of employees (Dery & van der Meulen, 2020). It is the em-
ployees who must adapt new systems, data, processes and
habits to make the transformation happen.

The best companies combine digital activities with
strong leadership to turn technologies into transformation.
This is known as digital maturity. Companies vary in their
digital maturity, and those that are more mature outper-
form those that are not. Organizational changes that occur
under the influence of external environment directly de-
pend on the organizational behaviour of employees. With
the advent of new technologies and the increasing use of
digital platforms, companies are introducing new ways of
operation, communication and collaboration. The signifi-
cant changes in organizational behaviour brought about by
digital transformation are illustrated in Figure 1.
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Figure 1. The impact of digital transformation on organizational behaviour

Source: developed by the authors

Digital transformation has enabled companies to
offer more flexible working conditions, such as telecom-
muting, remote work and flexible schedules. It contribut-
ed to employees’ better work-life balance and increased
productivity. Companies that have been able to offer more
flexible working conditions due to digital transformation
include Google and Dell, which provide their employees
with the possibility to work using video communication
and collaboration tools, offer flexible work schedules, al-
lowing them to work throughout the day from any places
(Remote workers, n.d.; Pichai, 2021). IBM (International
Business Machines Corporation) uses video communica-
tion and collaboration technologies, allowing its employ-
ees to work at a time convenient for them (Poole, 2020).
Upwork is an online platform for freelancers and clients
that allows to work remotely.

Collaboration and teamwork: digital tools such as in-
stant messaging platforms (Slack, Microsoft Teams, and
Google Chat) allow teams to work together effectively,
regardless of their physical location. Cloud storage tools
like Google Drive, Microsoft OneDrive, and Dropbox allow
teams to share files and work on them in real time. With
messaging tools like file sharing, screen sharing and video
conferencing (Zoom, Microsoft Teams, and Google Meet)
one can streamline collaboration by making it easier to
share ideas, create documents and work jointly on tasks.
Companies that use digital tools to change organizational
behaviour include, for instance, a multinational company
Google, which has created an entire ecosystem of online
services and tools to ensure the efficient work of its com-
panies and users. Google Docs and Google Drive make it
possible to create documents and store them in the cloud;
the Internet company Amazon has changed the approach
to e-commerce, using cloud technologies, artificial intel-
ligence and machine learning to improve user experience
and delivery speed of orders (Khudik, 2021); Uber uses
mobile communication and geolocation technologies to
change the taxi world and provide easy access to its servic-
es; online store Zappos uses social networks and e-mail to
interact with customers and provide quality service.

Data-driven decision-making: with the help of big
data and analytics global companies change their organ-
izational behaviour by making more informed decisions
about their operation and strategy. The use of Big Data
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allows Walmart, Amazon, Ford, Delta Airlines to reduce
costs, improve personalised marketing, increase sales and
attract new customers. Using big data analytics, Walmart
has improved its operational efficiency and achieved sig-
nificant online sales growth of 10-15% with an addition-
al revenue of $1 billion (Walmart leveraging..., 2023).
S. Galea-Pace (2020) point out that Big Data has helped
propel Amazon to the top of e-commerce. Using Big Data
allows the company to choose the warehouse closest to
the customer and significantly reduce delivery costs from
10 to 40%. Ford Motor Company has formed a new strate-
gic partnership with Google to modernize the automak-
er’s IT systems and use data more effectively to increase
profits, improve customer experience and introduce in-
novations. Ford will also implement Google’s Al (artificial
intelligence) technology to improve efficiency in vehicle
development, supply chain and manufacturing, employee
training, assembly line inspection and many others (Ford
and Google..., 2020; Mixson, 2021). Delta Air Lines is fo-
cusing on using artificial intelligence, mobile applications,
big data and the cloud to digitally transform its operations.
This company’s annual ICT (information and communica-
tion technology) spending was estimated at $1.42 billion
in 2022 (Delta Air Lines..., 2022).

Agile methodologies: managing agility is vital for firms
to survive in a turbulent market environment. Companies
implement agile methodologies to become more adaptive
and responsive to changes. The company’s potential pri-
marily depends on the internal flexibility of its resources
and its ability to coordinate the use of these resources to
achieve strategic goals. Companies can generate sustain-
able competitive advantages by effectively controlling and
utilising their unique resources. Agile methodologies pro-
vide for collaboration, iterative development and continu-
ous improvement, which aligns with the digital transfor-
mation of organizations. Organizational attributes such as
human resources, organizational learning, organizational
structure and management style, technological capabili-
ties and supply chain capabilities can influence the compa-
ny’s organizational flexibility. Under conditions of digital
transformation, the most important measure is the organi-
zational flexibility of companies, which indicators include:
structural flexibility, resource flexibility, leadership, cultur-
al, technological and innovation flexibility (Fig. 2).
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Figure 2. Components of organizational flexibility of companies under conditions of digital transformation

Source: developed by the authors based on G. Ni et al. (2021)

Structural flexibility is the organization’s ability to
restructure. Resource flexibility is the ability to transform
resources into other beneficial uses, giving organizations
a buffer to adapt to changes in an uncertain environment.
Leadership flexibility is leaders’ ability to play several dif-
ferent, sometimes opposite, roles to meet the demands of
fast-changing environment and diverse activities in dif-
ferent directions, as well as the ability to adapt by adjust-
ing goals using knowledge and skills. Cultural flexibility is
the ability to adapt the corporate culture to form a mental

model, a sense of dignity and a learning atmosphere in or-
der to effectively adapt to environmental changes and un-
certainty. Technological flexibility is the ability to change
technical potential in accordance with competitive re-
quirements. Innovative flexibility is the ability to devel-
op new products or services to quickly adapt to market
requirements at low costs. The implementation of agile
methodologies can positively affect the efficiency of com-
panies, in particular, under the circumstances presented
in Table 1.

Table 1. The impact of agile methodologies on organizational behaviour

Results of agile technologies
implementation

Content of the results of agile technologies implementation

Reduction of time for solving
problems and making decisions

Allow to quickly react to changes in the market and internal processes in the company.

Improving communication
and cooperation

Provide for active cooperation between different teams and divisions of the company, which
positively affects communication and cooperation between employees.

Increasing employee motivation

Give employees opportunities to be more independent and participate in decision-making, which
can increase their motivation and involvement in the company’s activities.

Product quality improvement

Focused on the needs and requirements of customers, which allows the company to be more
adaptable to changes in their requirements and wishes. This can have a positive impact on
product quality and customer satisfaction.

Cost reduction

Allow the company to use resources more efficiently and reduce costs of production, marketing

and product development.

Source: developed by the authors

Examples of companies implementing agile method-
ologies to change organizational behaviour and reaping
positive results include companies such as Spotify, Netflix,
Amazon, Zappos, and others. Digital service Spotify uses
Agile Scrum methodology to rapidly develop and release
new features of its music platform (How Amazon and Spot-
ify..., n.d.). Teams work in small groups and regularly inter-
act with each other, which allows them to quickly respond
to the changing needs of users and the market. The intro-
duction of the Holacracy methodology by the American on-
line store Zappos insights (n.d.) allows employees to make
decisions independently, participate in the company man-
agement process and create a more transparent and demo-
cratic culture. D.]J. Fogarty (2015) reports that the multina-
tional corporation General Electric uses “Lean Six Sigma”
methodology to improve the efficiency of its business pro-
cesses and reduce costs. The company actively implements
this methodology in all its departments and processes.

29

Toyota Motor Corporation uses Toyota Production System
(TPS) methodology, which is based on “Just in time” and
“Kaizen” principles (Toyota production system..., n.d.). It
ensures high product quality and improves production pro-
cesses efficiency and customer communication. Interna-
tionale Nederlanden Groep uses the Agile methodology to
develop its banking products and services, which ensures
the bank’s competitiveness and allows it to respond quickly
to changes in customer and market needs (Truong, 2023).

Employee empowerment: digital transformation has
led to more decentralized decision-making and changes
in organizational behaviour through the introduction of
new technologies, tools, giving employees more autono-
my, decision-making powers and greater employee en-
gagement and job satisfaction. Tools such as Google Docs,
Slack, Trello provide opportunities for more decentralized
decision-making and coordination between employees
from different parts of the world. Companies become more
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flexible, responsive to changes in the market and main-
tain constant communication with their customers and
partners. Increased customer orientation: digital trans-
formation enables companies to collect data about cus-
tomers and their behaviour, which in turn allows them to
fine-tune marketing campaigns and sales strategies. Such

companies can use a variety of analytical tools and meth-
ods to analyse large amounts of data and find useful in-
formation that can be used to improve the performance of
companies. The impact of organizational changes on the
organizational behaviour of employees under conditions
of digital transformation is presented in Table 2.

Table 2. The impact of organizational changes on the organizational behaviour

Organizational

changes

Content of organizational behaviour

Changes in company culture

Development and formation of the digital culture of companies under conditions of digital economy:
digital leadership, adaptation of organizational culture to the digital environment and global
challenges, organizational flexibility; customer focus; digital strategy; digital thinking; formation of
digital platforms using a network approach; continuous learning.

Introduction of new digital
technologies

Introduction of a new project management system, new programs, software products or other digital
tools requires additional training, skills and effort on the part of employees and provides for new
methods operation and communication. It can affect organizational behaviour, work attitudes,
motivation and productivity.

Changes in company structure

Reorganizing company divisions or changing management chains can lead to changes in employees
communication and cooperation.

Changes in work conditions

A change in working conditions affects the organizational behaviour of employees. If a company
switches to remote work, employees may begin to use e-mail and other means of remote communication
more, as well as change their work schedule and the way they organize their working hours. The
expansion of remote work and the use of video conferencing can affect communication, the degree of
mutual understanding, cooperation between employees and enthusiasm.

Development of
communication skills

As digital technologies enable working with remote teams and employees, communication skills
and the ability to cooperate become essential. The importance of cloud technologies is growing
for information storage, collaboration and interaction; internationalization of online digital
communication; individualization of production processes; use of a combined model (online-offline)
of human resources management; development of digital literacy.

Understanding and using
analytical tools

Digital transformation provides the opportunity to collect large volumes of data, which allows for
increased efficiency and better decision-making. Data analysis includes: machine learning algorithms,
artificial intelligence, electronic assistants, architectural engineering. However, appropriate skills and
knowledge are necessary for using this data.

Development and
improvement of digital
competences of employees

Employees of international companies must develop digital competencies and skills, namely: the
ability to find, understand, evaluate, systematize and disseminate data using digital tools. Cognitive,
social skills, ICT skills, the ability to interact and communicate with others using the existing set of
digitalization technologies, allows employees to be effective in working with new technologies and
processes.

Development of talent
attraction and retention
strategies

Digital transformation necessitates attraction and retention of qualified employees with new skills
and competencies.

Increased openness and
flexibility

Digital transformation may require changes in work organization and management, demanding
greater openness and flexibility from employees and company management.

Introduction of electronic
assessment programs

Can be useful for organizations that want to improve their management and employee evaluation
system. This may include using software to collect data on employee performance, task completion
and their achievements. Moreover, the use of e-appraisal programs can improve employee motivation.
This is possible due to e-appraisal programs ensuring transparency and availability of information
about the evaluation criteria, as well as achievements and shortcomings of employees. This gives
employees the opportunity to see their success and areas for improvement.

Source: developed by the authors

M. Pratt & J]. Sparapani (2022) point out that 91%
of organizations are involved in some form of digital
transformation. They also found out that although 87%
of senior executives consider digitization as a priority
only 40% of organizations have implemented large-scale
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digital initiatives. The five-stage model of digital trans-
formation describes this process and identifies corre-
sponding failure risks and constraints of digital trans-
formation. The model extended by the authors is shown
in Figure 3.
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Figure 3. Problems in the organizational behaviour of companies at different stages of digital transformation

Source: developed by the authors based on T. Saldanha (2019)

Automation (or digitalization) of processes is the first
stage of digital transformation, its foundation, on which
individual internal processes (sales, production or finance)
are automated. It is more likely automation (or digiti-
zation) rather than transformation that provides digital
foundation needed for future transformation. The use of
digital platforms ensures the transformation of manual
operations into automated ones. This stage delivers en-
terprise value through the use of technologies for more
efficient performance and lays the foundation for further
transformation. The risks arising at this stage are connect-
ed with the loss of understanding of business mission and
value and poor implementation of digital technologies. Im-
proving the strategic thinking of the company’s top man-
agement can contribute to overcoming these risks.

According to the model of T. Saldanha (2019), the sec-
ond stage of digital development is isolated, when sepa-
rate divisions of the company begin to use breakthrough
technologies to create new business models. For example,
the production department may make progress in the use
of the Internet of Things, which will lead to significant
changes in production or logistics management, or the
finance department will start using blockchain technol-
ogies and transform the way of accounting between the
company’s branches in different countries. These efforts
are fragmented, with no overall company strategy to
guide the transformation. Insufficient support of change
leaders and the wrong choice of what exactly needs to
be transformed are among the most common mistakes.
Therefore, the successful completion of this stage pro-
vides for a change in the organizational behaviour of
the company in the direction of expanding authority of
change leaders and directing efforts to the most accurate
definition of digital influence levers.

The next stage is characterized by a partially synchro-
nized transformation. A business leader, owner or CEO has
recognized the disruptive power of digital technologies and
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determined the state of digital future. The organization, as
a system, begins to move in the same direction. However,
the enterprise has not completed the transformation to a
digital foundation or new business models and the flexible
innovation culture has not become sustainable. Systemic
digital transformation can be hindered by an ineffective
change management strategy or an insufficient number of
transformation projects to adequately transform the core
organization. To overcome these factors, it is necessary to
implement a change management model and ensure the
adequacy of the strategy in terms of the portfolio of initia-
tives necessary for a complete transformation.

The fourth stage or full synchronization provides for
the implementation of a digital platform or a new business
model at the level of the entire enterprise. This is quite a
long and difficult process, since problems with the organi-
zational structure or digital literacy can lead to disruption
and failure of digital transformation. The only way to survive
the constant threats of disruption is to make digital capabil-
ities and an agile innovation culture an integral part of the
enterprise. This requires a reboot of the technical capabili-
ties of both the IT department and the rest of the enterprise.

The fifth stage (stage of continuous transformation) is
when the transformation becomes permanent. The compa-
ny maintains a constant leadership in the industry as it in-
novates with discipline and sets industry trends. Constant
innovation and a highly flexible culture become second na-
ture to the organization. The company becomes the market
leader. The risks of this period are related to the loss of the
advantage that previously ensured the transformation at
the previous stage, or due to an insufficiently flexible cul-
ture, a lack of discipline to constantly sense and respond to
new risks, undermining the business.

The organizational behaviour of the company should
be aimed at forming a flexible culture to support the con-
stant evolution of business and organization, regular
identification of risks and disciplined response to them.
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Warning signals are often ignored when leaders already
sense the threat of digital disruption to their organiza-
tions but fail to respond properly. T. Saldanha (2019) at-
tributes this to sociological reasons: fear, inertia and un-
derestimation. Fear of destroying existing products and
the cost of change. Inertia results from self-confidence in

the current strategy based on its previous success. And fi-
nally, an underestimation of the potential impact of the
digital revolution and an optimistic view of the organiza-
tion’s ability to face new competition. A summary of the
most common causes of digital transformation failures
and ways to overcome them is presented in Table 3.

Table 3. The most common causes of digital transformation failures and ways to overcome them

The most common causes of . . . .. . .
. . s Changes in organizational behaviour to overcome digital transformation mistakes
digital transformation failures

Insufficient employee
involvement

o clear understanding of the business strategy and goals of digital transformation by employees;
o use of know-how and experience of other companies;

o use of emotional intelligence to understand employees’ fears;

e promoting the spread of startup culture in the organization.

Insufficient support from

investing in change;
management

e making senior management aware of business strategy and digital transformation goals before

o contributing to top management’s understanding of the need for digitization and its benefits.

. company;
Poor or absent cross-functional pany,

e understanding of the mechanism and stages of digital transformation by all divisions of the

e adaptation of know-how and experience of companies that have effectively implemented certain

llaboration L. -
collaboratio stages of digital transformation;
o using emotional intelligence to overcome conflicts and resistance to change.
Lack of accountability o understanding the need to form an information system to ensure digital transformation.

Immaturity of digital culture

e a clear understanding of the business strategy and goals of investing in digital transformation;
e management of resistance to changes and conflicts;
e promoting the spread of startup culture in the organization.

Source: developed by the authors based on S. Teker et al. (2022)

Summarizing various studies on the causes of failures
and ineffectiveness of digital transformation, it is possible
to offer a number of practical recommendations for chang-
ing organizational behaviour in international companies
under the influence of digital transformation. To develop
a culture of innovation and openness it is necessary to
create an environment where employees can freely share
ideas and develop new solutions. It is important to main-
tain transparency and openness in the organization so that
employees feel part of the organization and are involved in
ensuring the company’s competitive advantage. To encour-
age collaboration and knowledge sharing it is necessary to
motivate employees to share their knowledge and experi-
ence, enabling cross-functional teams to work together on
digital initiatives, which is an important component of suc-
cessful digital transformation. Creating a flexible work en-
vironment: digital transformation has enabled companies
to adopt flexible working arrangements such as remote
working. Creating a flexible work environment will allow
employees to work anywhere, anytime, and on any device,
while maintaining productivity and collaboration.

Emphasizing the importance of digital literacy: com-
panies should prioritize the development of digital liter-
acy among employees at all levels. Training and resources
must be provided to help employees master new digital
tools and technologies, leading to more efficient and pro-
ductive collaboration. Development of a culture of con-
tinuous learning: to meet the demands of the digital en-
vironment companies must create a culture of continuous
learning, encourage employees to explore new digital tools
and technologies, attend webinars, seminars and gain new
knowledge and skills.
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Developing a digital strategy: a digital strategy can help
companies align their digital initiatives with overall busi-
ness goals. The strategy should focus on creating a seamless
digital experience for customers and employees, improving
operational efficiency and driving innovation. Ensuring cy-
ber security and data privacy: as the use of digital technol-
ogies increases, companies must prioritize cyber security
and data privacy. Implementing measures to protect against
cyber threats and training employees in cybersecurity best
practices provide companies with the appropriate level of
secure operation. Use of data analytics: data analytics can
help companies gain insights into customer behaviour,
market trends and operational efficiency, make informed
decisions and continuously improve digital initiatives.

Therefore, organizational flexibility is the main meas-
ure of modern transformations. The results of the study
emphasize the relevance of perceiving the importance
of digitalization and learning as triggers of digital trans-
formation. In addition to theoretical contributions to the
existing literature on digital transformation and organi-
zational capabilities, this study provides some managerial
implications for digital transformation in companies. The
present study offers a number of recommendations that
can help companies overcome the negative consequences
that may arise during the digitalization process, advance
research on behavioural and organizational culture in the
context of digital transformation.

e DISCUSSION

The issues discussed in this article are not entirely new.
There is quite a broad scientific discourse on the necessi-
ty, mechanisms and problems of digital transformation of

32



Piddubna & Gorobynskaya

companies. The latest scientific research helps to under-
stand the process of digital transformation of companies
and to explain the change in organizational behaviour
caused by digitalization. L.V. Tokmakov et al. (2018) claim
that the digital transformation of a company is the intro-
duction of the latest technologies into its business process-
es. This approach provides for the introduction of modern
equipment and software, as well as fundamental changes
in approaches to management, organization, corporate
culture and external communications. The result of the
transformation is an increase in employees’ productivity,
an increase in the level of customer satisfaction and a pro-
gressive and modern reputation for the company.

G. Vial (2019) has pointed out in his work that digi-
tal transformation is a process of pushing organizations
to strategic responses with the help of digital technolo-
gies, such as information, computing and communication,
changing their structure, boundaries and ways of creating
value, realizing the evolution process of the enterprise.
K. Dery & N. van der Meulen (2020) believe that digital
transformation is a high-level transformation based on
digitization and aimed at creating new dynamic digital
business models.

Based on previous research, a group of Chinese re-
searchers X. Teng et al. (2022) point out that digital trans-
formation is based on digital technologies, including artifi-
cial intelligence, Big Data, cloud computing and blockchain.
This will open up new perspectives for companies, develop
new products, models and new formats, and provide an
opportunity to obtain a model of sustainable development
with diversified effectiveness. The main focus of the con-
cept is on investments in digital technologies, digital skills
of employees and digital transformation strategies that
facilitate digital transformation, thus helping to improve
productivity and support their sustainable development.

Since 2021 a large number of research has been con-
ducted on the factors, influencing the success of digital
transformation. Scientists P.C. Verhoef et al. (2021) point
out that at different stages of digital transformation, com-
panies have different requirements for organizational
structure, culture, growth strategy, digital and other re-
sources and capabilities, and it is their coordination and
adaptation that will help facilitate the digital transforma-
tion of the enterprise. In addition to technology adoption,
scientists mention such critical factors for successful dig-
ital transformation as the organization’s ability to change
and its operational excellence with the integration of ex-
ternal digital services with internal IT support providing
significant benefits in today’s business space.

The analysis of the above-mentioned scientific works
allows to conclude that the issue of changing the organi-
zational behaviour of employees and companies under the
influence of digital transformations and the formation of
directions for organizational flexibility is not sufficient-
ly covered and requires a more detailed analysis. It is the
study of the activities of international companies, imple-
menting agile methodologies to change organizational
behaviour under conditions of digitalization, described in
this article, that leads to the conclusion of their chosen ef-
fective strategy.

The research of M. Ghobakhloo & M. Iranma-
nesh (2021), conducted within the framework of Industry
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4.0, suggests that the phenomenon of digital transforma-
tion success in the context of Industry 4.0 is significantly
different from the concept of digitalization success in tra-
ditional literature. Digital transformation within Industry
4.0 is extremely resource-intensive and complex. To
achieve a certain level of informational, digital, operational
and cyber maturity, small enterprises need special compe-
tencies in the field of change management and strategic
digitalization planning. Achieving a successful competitive
position by companies is possible due to the determination
of aspects of the enterprise strategic vision, investments
in digital transformation, creation of an innovative culture,
possession of sufficient intellectual property assets and
know-how, and powerful digital capabilities.

J. Dabrowska et al. (2022) analyse four levels of impact
of digital technologies: individual, organizational, ecosys-
tem and geopolitical, each of which stipulates and influenc-
es the others. One can agree with the author’s conclusion
that this influence is not exclusively positive and does not
always lead to positive results. According to scientists, dig-
italization can also cause “conflicting interpretations, con-
tradictions and tensions, for which there is no single best
solution, but rather different solutions that may be good
for some but worse for others”. At the individual level, the
processes of digital transformation often cause resistance,
fears and anxiety on the part of company employees, due to
their fears about the reduction of jobs and the need for con-
tinuous professional development. At the organizational
level, digital transformation involves changes in company
strategy, management, resources, processes, competencies,
culture and leadership. It is stated that existing organiza-
tional structures are often poorly adapted to uncertain out-
comes inherent in them, which requires management to
provide organizational support for the development of new
ideas and organizational structures. At the ecosystem level,
the issue of balancing the use of the advantages of digital
transformations by its individual members to achieve their
own interests, or to promote joint ideas and joint actions
to compete with other ecosystems that may be less capable
of digital technologies, is problematic. At the geopolitical
level, digital transformations are perceived as a tool for
market and even socio-political dominance, giving trans-
national corporations and governments access to user data
and the ability to manage their interactions at a level ex-
cluding other countries from the market.

The article by N. Uchihira & T. Eimura (2022) exam-
ines six factors, preventing the cooperation of all stake-
holders in the process of implementing digital projects in
an organization. These factors include: lack of informa-
tion, experience and mutual trust, incompatible evaluation
criteria, conflict of interests and a different visions of the
future. The authors discovered these factors through inter-
views with respondents in large Japanese companies. The
researchers attribute the lack of information to insufficient
knowledge of modern technologies among employees of
individual units of the company, implementing certain
digital transformations. The lack of experience results from
the insufficient transfer of empirical knowledge and previ-
ous experience of digital transformations from one compa-
ny employee to another. The incompatibility of the existing
evaluation criteria of the organization with the promotion
of digital technologies will lead to the impossibility of
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making rational decisions on their implementation. If there
are conflicts of interest between stakeholders, cooperation
between them will be impossible. It is important to have a
mechanism or contract that aligns interests and makes the
advancement of digital technologies beneficial for all the
parties concerned. It is critical to develop and disseminate
a digital vision of the future, as it is an effective dialogue
tool to overcome barriers of recognizing the need to intro-
duce digital transformations among stakeholders. The lack
of mutual trust, resulting from one of the main problems in
promoting digital technologies, is caused by uncertainties
as their consequences are unknown until they are actually
implemented. For such an uncertain task, it is important to
have trusting relationship between the company’s business
units and the key innovation personnel. In general, agree-
ing with the conclusions made by the researchers, it is worth
paying attention to the lack of prioritization of the listed
factors for the stages of digital projects implementation.

In their study M. Poldkova-Kersten et al. (2023) study
the features of digital technologies implementation in
high-reliability organizations, providing vital services for
society, such as energy, food, defense, communication, etc.
The authors draw the following conclusions: they question
the assumption of digital transformation being primarily a
top-down process and provide insights into the challenges
faced by top managers, particularly subordinates’ resist-
ance to digital transformation. The importance of involving
the IT service in the transformation to ensure a balance be-
tween transformation and reliable work is emphasized. The
researchers investigate protective mechanisms used by IT
staff to respond to the threats connected with the introduc-
tion of digital technologies and ways to influence the stra-
tegic decisions made by the company’s top management.
The study offers a detailed micro-processual approach to
the challenges connected with the implementation of stra-
tegic changes in such organizations and identifies those
that must be resolved in the process of transforming their
complex systems without compromising reliability. The
authors of the article emphasize the preservation of sta-
ble functioning of high-reliability organizations during
digital transformations, although do not take into account
changes in organizational behaviour at different stages
of transformations, as it is done in the present research.

In the modern scientific discourse there is a firm un-
derstanding of the need to implement digital technolo-
gies to increase the competitiveness and stability of the
organization. In order to adapt to organizational changes,
companies must develop their organizational capabilities
to effectively coordinate resources and require effective
leadership to manage organizational behaviour. The analy-
sis of existing practices of digital transformations suggests
that this process is accompanied by significant changes in
the behaviour of subjects at all levels — from individual to
geopolitical. Also, the accumulated experience calls for an-
swers to questions about the management of companies
overcoming a large number of obstacles on the way to the
implementation of digital technologies. It is worth men-
tioning that expertise necessitates both the identification
of such obstacles and specific recommendations and clear
algorithms for preventing failures for enterprises from var-
ious industries, of various sizes, at various stages of digital
transformation.
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o CONCLUSIONS

Global geopolitical trends, modern technological trans-
formations and digital transformation lead to significant
changes in the organizational behaviour of internation-
al companies, radically affecting the conditions of doing
business, opens up new opportunities and creates signif-
icant challenges. Changes in organizational behaviour are
driven by technology but they ultimately aim to improve
company performance, increase employee engagement and
create greater value for customers. It has been discovered
that the organizational flexibility of companies is the most
important criterion of digital transformation and it is nec-
essary to clearly define and take into account the indicators
of measuring organizational flexibility. The components of
organizational flexibility under conditions of digital trans-
formation have been studied, the impact of agile method-
ologies and organizational changes on organizational be-
haviour has been analysed. The analysed five-stage model
of digital transformation, describing this process, is used
to identify the relevant risks of failure and constraints of
digital transformation.

Summarizing the causes of digital transformation
failures made it possible to offer practical recommen-
dations for changing organizational behaviour in inter-
national companies under the influence of digital trans-
formation, among which are the following: the need to
maintain openness and transparency in companies so
that employees feel their significance and involvement in
the organization, which will make employees interested
in high indicators of their professional performance; the
priority of developing digital literacy among employees in
the company, mastering digital tools and processes will
contribute to an effective and productive organizational
environment; compliance with the requirements of the
digital space encourages the creation of a culture of con-
tinuous learning, the provision of digital learning routes
for departments or teams in order to improve the skills of
employees; the development of a digital strategy that will
help companies align their digital initiatives with overall
business goals, will be aimed at leveraging the digital ex-
perience for customers and employees and improve oper-
ational efficiency, as well as the creation of an innovative
outpost. The use of digital technologies should force com-
panies to prioritize cyber security and data privacy, which
will ensure an adequate level of secure operation. Using
flexible working conditions, creating a flexible workplace
will enable employees to work at the most productive
time, in conditions that meet their needs, contributing
to productivity and work quality. The use of analytical
data will help companies to anticipate the needs of cus-
tomers, offering personalized services based on customer
preferences and contribute to quick decision-making and
using opportunities to gain competitive advantages. The
study opens perspectives for future researches and im-
provement of the given recommendations on changes in
organizational behaviour that will help companies remain
competitive in today’s changing digital environment.
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Abstract. Corporate social responsibility is a complex concept that characterizes the activities of a company in various
areas and requires evaluation of activity using specific methods. As retail has unique characteristics that distinguish it from
other industries, there are limitations to the methods that can be used, and it is relevant to explore these methods. The
purpose of the article was to analyse the methods of assessing corporate social responsibility in the retail sector, identifying
their advantages and disadvantages and reviewing the peculiarities of their application in retail. The study uses scientific
methods of analysis and comparison. The article categorizes methods of assessing corporate social responsibility by goals,
time frames, focus, duration, scale and approach. A comprehensive assessment of various methods for measuring the level
of corporate social responsibility development in retail companies was provided. This assessment includes an analysis
of the advantages and disadvantages associated with each approach as well as a study of the potential opportunities for
their application in the context of retail trade. This assessment identified the most effective and appropriate methods
for evaluating corporate social responsibility in retail, taking into account the unique challenges and opportunities that
exist in this industry. However, the analysis of methods for assessing the state of corporate social responsibility does not
provide a uniform understanding of which one is universal and absolutely suitable for every retail company. The practical
significance of the research lies in the possibility of applying these developments by retail companies when choosing a
method for evaluating the state of corporate social responsibility
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¢ INTRODUCTION

When the concept of Corporate Social Responsibility
(CSR) is being implemented in business processes, there
is a need to update the methodological apparatus for eval-
uating business processes and the results of such activity.
The update of the methodological apparatus for evalu-
ating CSR results involves the availability of a universal
assessment method or the formation of a comprehensive
assessment method inherent to a specific type of econom-
ic activity. This necessitates a comparative analysis of the
methods that can be used to evaluate CSR, based on which

the advantages and disadvantages of different methods
can be identified, as well as the appropriateness of their
application for enterprises in a certain field of activity.
With the increase in the use of CSR by retail companies, it
is advisable to determine methods that are relevant to this
field. The concept of “Corporate Social Responsibility” is
actively researched by scholars around the world. Within
the framework of the study of approaches to the interpre-
tation of the concept of “Corporate Social Responsibili-
ty” in Ukrainian and other normative legal acts (Salun &
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Konstantynovskyi, 2021) and scientific and practical litera-
ture (Cerediuk, 2019; Hrytsaienko, 2021), it was established
that there is no single definition of this term, since CSR is
a complex and multifaceted concept that encompasses dif-
ferent areas of enterprise activity: economic, legal, ethical
and charitable categories.

Research on methods for evaluating corporate social
responsibility is present in the works of several Ukrain-
ian scholars. Works of K. Cerediuk (2019), M. Hrytsaien-
ko (2021) and N. Stanasiuk et al. (2021) are devoted to
theoretical studies of methods for evaluating CSR, deter-
mining the peculiarities of the researched methods and the
possibility of their application in different areas of enter-
prise’s activity (by types of economic activity or by indus-
trial sectors). Scientists from other countries have made a
significant contribution to the advancement of research on
this topic. In the work of T.S. Thorisdottir & L. Johanns-
dottir (2020), a model was proposed for assessing the state
of corporate social responsibility aimed at enhancing the
diagnostic capabilities of CSR and, simultaneously, sup-
porting organizational management in achieving sustain-
able development goals of the company. Another group of
researchers, J. Lu et al. (2020) has developed a model for as-
sessing the state of CSR, considering the objectives of sus-
tainable development. This work was aimed at addressing
key challenges in CSR assessment, such as the selectivity of
implementation and the difficulty of comparing CSR across
different industries or countries. The work of T.A. Tsalis et
al. (2020) was dedicated to developing a flexible methodol-
ogy for benchmarking and assessing the environmental di-
mension of CSR. This method is based on a set of well-de-
fined indices and environmental indicators proposed by the
Global Reporting Initiative (GRI) for evaluating information
published in corporate social responsibility reports (CSR).

The problem of forming and implementing methods
of assessing CSR is also being solved by commercial enter-
prises such as Acumen Group, Atkisson Group, Balanced
scorecard solutions (n.d.), and others. These companies
have developed their own methods of assessing CSR and
providing consulting services to enterprises. It is also worth
mentioning the developments of non-profit organizations
such as the William Davidson Institute (SCALA metrics
lab..., n.d.) at the University of Michigan, and the Center
for the Study of Philanthropy at the University of Pennsyl-
vania (Linking cost and impact, n.d.) which, after develop-
ing their own methods, provide opportunities for their use
for enterprises in various fields of activity. The goal of the

research was to provide a comprehensive assessment of
various methods of measuring the level of corporate social
responsibility of retail companies. Such assessment in-
cludes the discussion of the advantages and disadvantages
associated with each approach, as well as the study of how
these methods can potentially be applied in the context of
retail trade. The present study employed theoretical meth-
ods, namely, analysis and comparison, with the purpose of
reviewing and comprehensively presenting methods for
assessing the state of corporate social responsibility. Each
of these methods was thoroughly analysed, with the iden-
tification of their advantages and disadvantages. Within
the framework of this study, a comparative analysis was
conducted on methods for assessing the state of corporate
social responsibility, and also the possibilities of combin-
ing them for a comprehensive assessment of CSR in re-
tail businesses were investigated. The significance of the
definitions of methods was revealed, and texts and catego-
ries were interpreted using the hermeneutic method. The
conclusions of this study were formed using the method of
generalisation. The individual results of the research were
presented using a tabular method.

o CHARACTERISTICS OF CORPORATE
SOCIAL RESPONSIBILITY ASSESSMENT
METHODS

Most methods of assessing CSR were developed and ac-
tively used in the United States. A.B. Carroll (1991) and
C. Clark et al. (2004) not only described these methods
theoretically but also developed and implemented their
own methods of evaluation in the activities of commercial
and non-commercial enterprises. T. Loew (2003) identi-
fied the most acceptable approaches for each type of envi-
ronmental cost accounting of an enterprise in conducting
CSR activities in the direction of environmental protec-
tion. The developments of scientists are used and remain
relevant to this day. Towards the end of the 20 century,
there was an active development of the concept of CSR.
Since that period, methods and indicators for evaluating
CSR have been and continue to be developed. The major-
ity of these methods are based on the Impact Value Chain
model, which was developed by C. Clark et al. (2004). Ac-
cording to this model, it is assumed that enterprises have
social, environmental, and economic impacts that affect
society, local communities and the environment. This im-
pact includes planned and unplanned results as well as
negative and positive effects (Fig. 1).

Result
\ 4
Changes in the environment
Input ivi i
p Activity Output | Consequences that will Levelling goals
definitely happen
= Impact

Figure 1. Value impact chain model

Source: compiled by the authors based on C. Clark et al. (2004)
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According to this model, a goal of company’s CSR is
formulated as an input to allocate resources (material,
technical, financial, informational, etc.) and establish a
sequence and technology for their use within the cur-
rent activities. The output represents the immediate,
direct and rapid consequences of the activities carried
out. Results indicate the degree to which the compa-
ny’s goal has been achieved and the environment has
been affected. The impact of using corporate social

responsibility is the result of the positive effects mi-
nus the mandatory consequences in case of inactivity
(Carroll, 1991). Impacts include predictable as well as
unpredictable results and negative and positive effects,
both long-term and short-term. If the impact is insuf-
ficient, the goal is updated. Based on the presented
model (Clark et al., 2004) a matrix of characteristics of
methods and types of assessing the impact of CSR can
be constructed (Table 1).

Table 1. Characteristics of CSR assessment methods

Screenin Methods suitable for screening can facilitate the evaluation of the feasibility and effectiveness
§ of specific social initiatives.
o Methods suitable for monitoring assist management in making current operational decisions
Monitoring . . .
and provide data for investor evaluation.
Set goals Methods aimed at the formation of reporting are useful for reporting to external stakeholders
Reporting such as potential investors, the public, or other organizations that make requests about a
company’s CSR.
Ratin The methods of evaluation are used for retrospective analysis of the enterprise key
8 performance indicators (KPI) achievements.
. To assess future (planned) impacts, such as expectations from planned projects and
Perspective .
programs, forecasting methods are used.
Time frames Actual Checking the current status of indicators allows to assess the state of affairs before certain
control points or deadlines.
Retrospective Evaluation of past performance.
Input data Input-based methods are useful for assessing differences in input resources (such as costs,
. P savings due to increased employee satisfaction resulting from social initiatives).
ocus - - -
Output-based methods are useful for assessing differences in outputs (such as brand
Output data .
reputation, number of loyal customers, number of brand ambassadors).
Short-term In more traditional methods, measurements focus on the short term.
Duration of the Measuring certain KPIs may require a long-term approach. For example, to assess the impact
analysis Long-term of implementing a policy to reduce CO2 emissions in production, a long period of time will
be needed, and therefore, the KPI evaluation method must be adapted to such duration.
Mi individual . . . . . s
. icro (individuals) When evaluating the impact of a business (micro), different indicators are used than when
Scale of business Meso (company) . . X
. evaluating the impact of the macro-environment.
Macro (society)
Process methods | Monitoring the efficiency and cost-effectiveness of current operational processes.
Measure the operational results and their impact by comparing the expected results in the
Methods of . . . . X
. case of successful implementation of CSR activities with the results in the absence of such
Approach to influence A
. activities.
measuring CSR - — - -
indicators It is a quantitative assessment of social and environmental KPIs. An example of such method
Monetization is the 3P (Plan, Prepare, Present) approach, which quantitatively assesses and translates
methods into a monetary form the economic dimension (profit), social dimension (people), and
environmental dimension (planet).

Source: compiled by the authors based on R.S. Kaplan & D.P. Norton (1996), C. Clark et al. (2004), ].A. Van Ast et al. (2005), K. Maas (2009),

K. Maas & K. Liket (2011)

The empirical characteristics of sustainability assess-
ment methods presented in Table 1 involve the use of spe-
cific indicators or indicator systems that can be applied in
the analysis and monitoring of sustainability. Sustainabil-
ity indicators used in assessments may be specialized and
specific to a particular type of economic activity. There-
fore, each of the listed sustainability assessment methods
will be considered in terms of their applicability to sus-
tainability assessment in retail.

The Impact Metrics System (17 impact..., 2023) was
developed by Acumen Fund and the consulting company
McKinsey to help commercial and non-profit enterpris-
es focus on actions that provide immediate results and

39

improve the long-term competitive positioning of the en-
terprise in the changing and dynamic market conditions.
The developed system of indicators focuses on building
such a management system that balances financial and
operational indicators, leading and lagging indicators, as
well as indicators based on the vision and mission of the
enterprise which reflect the needs of stakeholders and the
organization. Typically, there are five areas of “impact
metrics”: finance, internal business processes, custom-
ers, learning and staff growth, vision, management and
continuity (17 impact..., 2023). The disadvantages of the
Impact Metrics System are: the inability to use it for mi-
cro-scales and the inability to quantitatively measure the

Development Management. 2023. Vol. 21, No. 4
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impact of CSR on business performance results (for exam-
ple, in monetary terms). The advantage is the universality
of the Impact Metrics System in terms of application and
its applicability in retail for large local market players.

The Sustainability Compass (n.d.) by Atkisson Group
focuses on key dimensions of sustainability: nature, econo-
my, society and well-being. This popular management tool
is used to shape, define, evaluate and measure progress to-
wards sustainable development in retail networks within
the United States, demonstrating its potential application
in practice and in Ukraine. It also easily integrates with the
United Nations Sustainable Development Goals (Sustain-
ability accelerator network). However, the Sustainability
Compass cannot be used by large international enterprises
and does not provide the possibility to assess the results of
implementing CSR projects and their impact on the com-
pany’s operations.

The Balanced Scorecard (BSC) (Balanced scorecard
solutions, n.d.) is based on the idea of considering strate-
gic indicators in addition to traditional financial metrics,
in order to form a “balanced” view of a company’s perfor-
mance. The concept of the Balanced Scorecard goes be-
yond the simple use of perspectives and represents a ho-
listic system for managing strategy. This means that the
method reflects the relationship between projects and
programs, KPIs, strategic goals as well as the mission and
vision. The BSC allows for the integration of indicators
for the implementation and application of sustainabili-
ty strategies with key performance indicators of business
operations (BSI). The main advantages and disadvantag-
es are the ability to evaluate the impact of sustainability
on a company and to compare the situation in retrospect,
but it cannot be used in the long term, making it impos-
sible to use in, for example, building a carbon reduction
strategy. Additionally, the Balanced Scorecard cannot be
used for micro-businesses. Overall, the method is effec-
tive when applied in the retail sector, for medium- and
large-scale enterprises and for determining the current
balance between different aspects of business activity.

Best available charitable option (BACO) (n.d.) by Acu-
men Fund is an alternative to the penetration metrics sys-
tem. The main difference of BACO lies in its approach to
the process as well as to the monetization of the results of
social impact measurement. The method allows for quan-
titative evaluation of the social impact of investments and
comparison with existing charitable options for addressing
a specific social problem, providing systematic information
for management decision-making, regarding investment of
a charitable fund from a set of options with a quantitative
indication of whether a social investment exceeds existing
alternatives (Best available..., n.d.). Short-term evaluation
and the inability to apply the method to all business scales
are its limitations. However, the method is essential for
converting social impact measurement results into quanti-
tative indicators, which is particularly important in indus-
tries such as food retail, where it is necessary to consider
the economic viability of social activities with low profit
margins (4% to 15%).

“The bottom part of the impact assessment pyramid”
was developed by T. London (2008). The goal is to form a
“complete picture” of the impact with a focus on under-
standing what underlies the enterprise’s impact pyramid

Development Management. 2023. Vol. 21, No. 4

and assessing the scale of the impact on the external en-
vironment of the enterprise’s activities: society, local com-
munities, and even global social issues. Any enterprise
potentially affects three groups of stakeholders: sellers,
buyers and local communities. Therefore, the method helps
management assess potential socially oriented projects,
and the system of indicators promotes a deeper under-
standing of the relationships between profit and the solu-
tion of certain social problems. The disadvantages of the
method include a short-term evaluation perspective and a
relatively narrow application - it is used for medium-scale
enterprises that are already transitioning to the mac-
ro-business class, as well as for the largest market players.
The advantages include the ability to quantify global social
initiatives and establish a relationship between them and
the potential profit the company will receive. This method
is used in the retail sector by large international companies
as the primary tool for evaluating the results of global cor-
porate social responsibility projects.

Cost per Impact is a development by the Center for
High Impact Philanthropy at the University of Pennsylva-
nia (Linking cost and impact, n.d.; Maas & Liket, 2011). The
essence of the method lies in evaluating philanthropic pro-
jects and determining the most impactful and beneficial
alternatives with equal resource investment. Evaluation
is conducted based on two factors: social impact, which is
measured by specific and concrete indicators (e.g. in youth
entrepreneurship projects — the percentage of young peo-
ple from a particular area engaged in entrepreneurial ac-
tivity and self-employment); and the cost of investments
made in a particular philanthropic project. This method
is sensitive to information about what is effective or not,
and how much capital is needed to achieve a desired effect.
However, the method has certain limitations, such as only
evaluating input data, the inability to evaluate results in
monetary terms and the inability to analyse project per-
formance at intermediate points. This method can only be
used by retailers as an auxiliary tool, due to limitations in
evaluating CSR initiatives.

The CHAMP method (Charity Assessment and Man-
agement Practice) for evaluating charitable activities was
developed by the Dutch charity organization De CBF-Do-
natieTest in 2006 (Maas, 2009). The essence of the method
is to conduct evaluation of five different levels of impact:
on the society; on the local community; on outcomes; con-
sidering input resources (money, volunteers, etc.); on ac-
tivities; and on input data. This tool is designed to help
businesses report on the current state of corporate social
responsibility (CSR) and to help charities and volunteers
choose which CSR initiatives to work on together. However,
this method cannot be used in the retail sector as a stan-
dalone tool: it does not consider the long-term perspective
of projects (showing results for today only), is used only
for reporting purposes and does not consider the long-term
impact after the implementation of CSR measures.

“Bubble chart of an investment fund” is a tool for vis-
ualizing the results of CSR and the dynamics of CSR indi-
cators. It allows for easy comparison of the performance of
the enterprise with others in the same issue. For example,
fund management and executives at different levels can
use the bubble chart to evaluate relative productivity and
cumulative investments in the fund (or overall charitable
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investments) based on productivity indices. The advantag-
es of this method are ease of evaluation, universality and
the ability to apply it to enterprises of different scales. Dis-
advantages include displaying only individual investments
in the fund (but it can display current overall investments
or overall charitable investments as desired), not reflecting
participant costs and displaying performance only at a cer-
tain point in time (Tuan, 2008). This method is completely
universal and is used in retail for evaluating CSR, but to
obtain a complete picture, it is advisable to use it in combi-
nation with other methods.

Expected Return is a method developed by the Hewlett
family fund (Maas, 2009). The method calculates the ex-
pected profitability of CSR investments by investing in the
most profitable projects based on the principle of “invested
dollar for benefit”. The method does not evaluate the cur-
rent state of affairs but is purely prospective. The Expected
Return provides a systematic, consistent and quantitative
approach to evaluating the potential benefits of CSR and is
based on the analysis of economic efficiency, cost analysis
and financial results. Overall, the method is illustrative for
managers of different branches and departments when eval-
uating the state of CSR from an economic perspective, when
it is necessary to analyse costs for a specific corporate social
responsibility project. This method has certain similarities
to Cost per Impact, but there is a significant difference in the
research objectives, duration and main focus. Expected Re-
turn can be applied in retail, but it should be combined with
other CSR evaluation methods to obtain data in dynamics.

LEM (Local Economic Multiplier) is an approach that
uses market incentives to promote environmental protec-
tion (Maas & Liket, 2011). The LEM approach recognizes
that markets are not perfect, and there may be negative

externalities that are not reflected in market prices. LEM
advocates for the use of market-based tools, such as taxes,
subsidies and emissions trading systems, to correct these
market failures and align private incentives with social
goals. LEM emphasizes that environmental protection
should be achieved in the most cost-effective way possible,
and market-based tools can achieve this by providing in-
centives for firms to reduce their pollution and incentiviz-
ing the development of cleaner technologies. LEM has been
successfully applied in various countries, including the
USA, China, and Europe, and is a promising approach for
promoting environmental protection in a market economy.
In this section, the different corporate social responsibility
assessment methods were reviewed and a detailed descrip-
tion of each of them was provided, including both their ad-
vantages and disadvantages as well as the history behind
some of them and the reasons for which they were created.

e THE PECULIARITIES OF APPLYING THE
INVESTIGATED METHODS IN ASSESSING
THE STATE OF CSR FOR RETAIL SECTOR
ENTERPRISES

Empirical categorization of Corporate Social Responsibility
(CSR) evaluation methods based on their goals, timeframes,
focus, duration, scale and approach, as well as analysis of
CSR evaluation methods by identifying their character-
istics and using the “Value Chain Impact” model, which
states that companies have social, environmental, and eco-
nomic impacts that affect society, local communities, and
the environment, do not provide a unified understanding
of which method is universal and suitable for retail com-
panies. Each of the listed methods has its advantages and
disadvantages, as well as a specific application (Table 2).

Table 2. Generalized characteristics of the studied methods

The universality of application
Impact Metrics System and the potential for use in

large local enterprises.

Inability to use for micro-
scale businesses; inability to

quantitatively measure the For large local market players.
impact of CSR on business

outcomes.

This allows for the formation,
identification, evaluation
and measurement of
progress towards sustainable
development and can be
easily integrated with the
United Nations Sustainable
Development Goals.

The Sustainability Compass by
Atkisson Group

It does not allow for evaluating
the results of implementing
CSR projects and their impact
on the company’s performance.

This method cannot be used
by large international trading
companies.

The Balanced Scorecard (BSC)

“Enables to assess the impact of
CSR on the enterprise, compare
the situation retrospectively”.

This method cannot be applied
in the long-term perspective
and for micro-businesses.

This approach is effective when
applied to meso- and macro-
scale enterprises.

BACO

Allows to translate the results
of CSR into quantitative
indicators.

Short-term focus and inability
to be applied to all business
scales.

This is possible, provided that
it is combined with methods for
evaluating the CSR process.

“The bottom part of the impact
assessment pyramid”

Evaluates global social
initiatives in quantitative terms,
shows the relationship between

costs and potential benefits.

Short-term evaluation
perspective and narrow
application.

It is applied by large
international enterprises as a
primary one.
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Table 2, Continued

Application in retail

Does not evaluate input data,

monetary outcomes, and cannot | Can only be used as an auxiliary

reporting.

Cost per Impact Sensitive to information. . L
analyse project activities at tool.
intermediate points.
. . Does not take into account
An effective tool for forming . Cannot be used as a standalone
CHAMP the long-term perspective of

method.
projects.

Ease of assessment,

“Bubble chart of an investment . . .
universality, and applicability to

Reflects only individual
investments in the fund, does
not reflect participant costs,

Possible, provided that it is
combined with methods that

time and ease of use.

fund” . . . allow monetizing the results
enterprises of different scales. | and reflects productivity only at £ CSR
. T o .
a certain point in time.
Provides a systematic
) Y o Possible, provided that it is
consistent and quantitative Does not evaluate the current . K
Expected Return . combined with methods for
approach, allows for planning state. . . R
evaluating the current situation.
CSR strategy.
Ability to monetize research . L .
Does not cover the process part | Often used in combination with
LEM results, coverage of data over

of CSR. process methods.

Source: compiled by the authors based on K. Maas (2009), K. Maas & K. Liket (2011)

The application of a particular method for assessing
CSR should be justified by the time frame, scale of business,
purpose of assessment, and format of the results obtained.
However, a method such as the Local Economic Multiplier
(LEM) can be used independently for a basic assessment
of corporate social responsibility of retail companies. For
a comprehensive evaluation of CSR, a pool of methods
should be applied, in which the advantages of some com-
pensate for the disadvantages of others. An effective strat-
egy might involve employing a blend of the LEM alongside
the method referred to as “The bottom part of the impact
assessment pyramid”. By adopting this method, a thorough
assessment of a company’s corporate social responsibility
would be possible to conduct, encompassing an analysis of
both its present status and past CSR initiatives.

The obtained results indicate that assessing Corporate
Social Responsibility (CSR) in the retail sector requires
the application of specific methods. As corporate social
responsibility is a complex and intricate concept, the ap-
proaches to evaluating its status must be appropriate and
well-suited. It is important to note that there is no singu-
lar approach to determining the current state of a compa-
ny’s CSR, so it would be prudent to compare the findings
of this study with those of other researchers. In the work
of A.S. Kantudu & I.A. Gololo (2020), existing methods for
evaluating the impact of CSR on Earnings Management
were described. Among these methods, the “Reputation
Index of Rating Agencies” can be distinguished, which is
related to the previously mentioned Balanced Scorecard
method. However, there are significant differences between
these two approaches. The BSC methodology entails con-
ducting assessments by both the company itself and third
parties, whereas the “Reputation Index of Rating Agencies”
is solely conducted by consulting firms. Both methods aim
to establish clear metrics on which an index will be based.
The obtained result is a mathematical representation of
the overall state of Corporate Social Responsibility (CSR),
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accompanied by a specific matrix that provides an inter-
pretation of various aspects of the CSR development on
the company. This index can be compared retrospectively,
both within the same organization and with other market
players. However, similar to the current research, certain
limitations in the application of this method have been
identified by the authors. These limitations mainly revolve
around the focus on larger enterprises and the requirement
for significant resources to conduct the evaluation. The
“Reputation Index of Rating Agencies” can be applied for
evaluating retail sector enterprises; however, it is best suit-
ed for larger-sized companies, and its use for local or even
regional retail chains might be restricted due to resource
constraints.

Another set of researchers who have investigated this
issue are B.T.T. Hang & H.T.M Duyen (2020). In their work,
the scholars provided categorization of approaches to as-
sessing the state of Corporate Social Responsibility (CSR)
in enterprises. One of these approaches is One-dimension-
al measures. The essence of this approach lies in evaluat-
ing CSR in specific areas (e.g., environmental conservation,
education, healthcare, etc.). This approach shares similari-
ties with the previously described “The Price of Impact”, as
both approaches are narrowly focused. Therefore, similar
to the findings in this study, the authors concluded that
for a comprehensive assessment of CSR, a combination of
other methods should be employed by companies. No lim-
itations for application in the retail sector were identified
by the authors, so this method can be utilized in trading
companies, albeit in conjunction with other methods.

Finally, it is relevant to consider the work of L.F. Gron-
bach (2023), where the author explores the peculiarities of
assessing Corporate Social Responsibility (CSR) in large
international enterprises, using one of the world’s larg-
est postal services as a case study. The research highlights
the necessity of using various methods for a comprehen-
sive and holistic evaluation of CSR status. Furthermore,
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the author emphasizes that individual CSR initiatives may
require tailored assessment methods, thus supporting the
thesis put forward in this current study, regarding the need
for a combination of methods to achieve assessment goals.
While the focus is solely on the postal company without
considering the experience from related sectors such as re-
tail, the authors of this article believe that the findings of
the study have practical relevance in the retail industry as
well. Overall, it can be concluded that the research, despite
the different contexts, shares similarities in results. How-
ever, it is important to note that the number of studies on
this topic in the retail sector is limited, making compari-
sons challenging. Although comparable sectors may share
common characteristics, they also possess specific nuanc-
es inherent to their respective activities. Therefore, when
interpreting results, these unique aspects should also be
taken into account.

e CONCLUSIONS

Corporate social responsibility has become an indispensa-
ble component of a company’s operations and is deeply in-
tegrated into its processes. Given the distinctive traits that
distinguish the retail sector from other industries, there
are constraints inherent in employing conventional ap-
proaches to appraise CSR within retail enterprises and re-
quiring the application of peculiar methods. In this study,
existing methods for assessing CSR were analysed, their
features (including advantages and disadvantages) were
investigated and their potential for application in the retail
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Abstract. Protection of financial resources is one of the priority tasks of the state, which determines its independence and
subjectivity. This is especially relevant in the case of Ukraine, which is conducting full-scale military operations, therefore
the study of the cyber security problem of the financial sphere of Ukraine and the formulation of recommendations for
their solution became the purpose of this study. Methods of statistical analysis, systematization and synthesis were used
to analyse the dynamics in the field of protection of critical information, whereas the intelligence method, based on open
sources, was used to reveal the main trends, methods, and tools of modern cyber fraud. As a result, a list of problems and
threats to the financial sector of Ukraine was formed. An assessment of existing trends in the effectiveness of countering
such challenges is given, and several recommendations have been developed to prevent the leakage of personal data
and the vulnerability of financial structures. Such recommendations included the introduction of clear algorithms for
personnel behaviour, separation of subsystems with different levels of access and their restriction of access to external
networks, as well as personal digital security rules — use of two-factor authentication, prohibition of transmission of
passwords and temporary codes, etc. In the context of the dynamics of the growth of the number of Internet users
over the last five years in the world, the international principles of ensuring information security and the legislation
of Ukraine, which regulates actions to protect against cyber-attacks, were analysed. The practical significance of the
research lies in finding ways to solve problems in the field of information security of the financial sector and forming
recommendations that may be useful to the management of financial institutions
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¢ INTRODUCTION

Global digitalisation trends affect all spheres of society —
economic, political, security, educational, and everyday
life. Information shapes the competitive advantages of
not only individual companies but also entire countries.

Therefore, this proliferation of technologies conceals
countless risks of remote influence on financial process-
es, which is especially critical for modern Ukraine. War-
time risks only increase the country’s responsibility in the

Suggested Citation:

Yehorycheva, S., Hlushko, A., & Khudolii, Yu. (2023). Issue of Ukrainian financial sector information security. Development Management,

21(4),45-52. doi: 10.57111/devt/4.2023.45.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0002-7829-7073
https://orcid.org/0000-0002-4086-1513
https://orcid.org/0000-0002-6962-3236

Issue of Ukrainian financial sector information security

area of financial sector information security, being actively
studied by the Ukrainian scientific community.

S. Onyshchenko & A. Hlushko (2020), using a system-
atic approach to the study of information security, formed
the structure of such security in the context of the nation-
al economy by applying the method of individual system
component interconnection. The structural scheme of re-
lations between security elements and the external envi-
ronment, proposed by the authors, includes such compo-
nents of threat response as economic sovereignty, which
implies the state’s control over its resources; protection
against external and internal destabilising factors; devel-
opment of intellectual potential and equivalence of cyber
defence systems for finance.

Further discussion on the issue of society digitalisa-
tion in times of crisis, S. Onyshchenko et al. (2020) and
V. Onyshchenko et al. (2020) investigated the impact of the
COVID-19 pandemic and subsequent quarantine restric-
tions on the level of technical awareness of society. In the
first months of the lockdown alone, the number of new In-
ternet users worldwide increased by 7%, and the develop-
ment of such areas as virtual work meetings, distance ed-
ucation, and courier delivery has grown exponentially. The
authors note that society is immersed in the virtual world,
triggered by COVID-19, which has highlighted the security
challenges of the information space and forced the glob-
al community to reflect on the vulnerability of the system
once again. M.O. Kravtsova (2018), focusing on combating
cybercrime in Ukraine, identified certain features inherent
in such violations of the law and formulated key indicators
of their determination — the dynamic development of tech-
nical awareness of the population, the introduction of new,
more powerful, high-speed information exchange proto-
cols and the objective inertia of law enforcement agencies,
which does not allow them to operate proactively.

Modern trends in financial technologies and their im-
pact on the security of banking institutions were studied
by Y. Khudolii & L. Svystun (2021). The researchers exam-
ined such relevant digital banking tools as mobile wallets,
open banking, microservices, artificial intelligence (AI),
and blockchain, and noted a gradual change in the business
models of Ukrainian banks and their medium-term FinTech
development strategies. Although Ukraine is introducing
more secure database organisations with a higher degree of
reliability, the authors recommend anticipating the grow-
ing demand for online services based on the experience of
global banking trends. V. Onyshchenko et al. (2020) high-
lighted such vulnerable aspects of the financial system as
electronic payment services, the cryptocurrency market,
deliberate dissemination of misinformation, etc. The au-
thors insist that the indicators of the country’s digitalisa-
tion should also be perceived through the prism of growing
threats and the need to ensure proper financial security.
V. Bozhenko et al. (2021) investigated the rapid cyber fraud
spread in the financial sector of Ukraine, identified the
main initiators of cyberattacks and the specifics of their
criminal activities, stating that the most common forms
of such illegal actions are hidden mining, ransomware and
deception software that distract the security services of fi-
nancial institutions from the real epicentre of the attack.

As confirmed by the Ukrainian researchers, the finan-
cial sector of Ukraine, albeit belatedly, joined the global
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fight against cybersecurity challenges. As such, the study
aims to analyse the current situation in terms of ensuring
its information security.

e MATERIALS AND METHODS

The study employed statistical analysis of national eco-
nomic security indicators, such as the number of regis-
tered cyber incidents, types of suspicious files detected by
the Vulnerability Detection System of the State Service for
Special Communications and Information Protection of
Ukraine, and the geography of detections of critical infor-
mation security events in 2022 and 2023. Statistical analy-
sis and available information security indicators were used
to formulate forecasts for further data leakage statistics
and the development of the situation in the medium term.

An analysis of the remote access technologies’ pene-
tration into people’s lives and the dynamics of the number
of Internet users in the world from 2019 to 2023 was also
conducted to determine the extent of the recent inten-
sive growth of the economy’s digitalisation caused by the
COVID-19 pandemic and forced quarantine restrictions.
Furthermore, the development and transformation of ma-
licious tools for influencing the financial system of Ukraine
were studied, and the change in capabilities and effective-
ness of cyberattacks over the past few years was examined
by a comparative method.

In particular, the study tracked the compliance of ex-
isting information system security factors with such princi-
ples as legality, comprehensiveness, integration with inter-
national rules, balance of interests and cost-effectiveness.
The materials used in the study include existing criteria
for assessing information security, the concept of a target’s
hacker attack chain, and the European Union Agency for
Network and Information Security experience.

Existing information risks in financial activities were
summarised and structured using the systematisation
method, including the risk of significant financial data
leakage, the risk of destruction of such information in the
absence of a recently created backup copy, dissemination
of false or negative information in the information space,
etc. Such risks were further divided by classification into
accidental, intentional, and manipulative.

Since the current martial law requires, for security
reasons, additional protection of the financial sector and
partially restricted access to the relevant state financial
information, an Open-Source Intelligence (OSINT) meth-
od was used to form a list of key threats of external inter-
ference by intruders in the operating system of financial
institutions and to provide examples of fraudulent calls
received by bank customers. In particular, examples of calls
to consumers on behalf of the security service of banks or
other financial institutions were given, which highlight the
risks of hacking personal accounts in real-time and using
the stressful state of customers to acquire their passwords,
temporary access codes, etc.

Through the synergistic effect of the application of ex-
isting methods, numerous problems of ensuring informa-
tion security of the financial sector of the national econo-
my of Ukraine were identified and formulated, and by using
existing materials and analysing the research results, sev-
eral recommendations were made to overcome the threats
of their cyber vulnerability.
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e RESULTS

The current level of technology may be used to signifi-
cantly increase innovative production, speed up commu-
nication processes, and accelerate the development and
introduction of new financial products in Ukraine using
digital tools. However, this development also has an issue:
the digitalisation of financial transactions increases their
vulnerability to remote influence, which is an additional
factor of instability.

According to the official report of the System for De-
tecting Vulnerabilities and Responding to Cyber Incidents
and Cyber Attacks of the State Service for Special Commu-
nications and Information Protection of Ukraine, in 2022,
monitoring and analysis tools processed about 58 billion
events, detected 181 million suspicious cyber events, pro-
cessed 179,000 critical events, almost 90,000 suspicious
unique files, and documented 415 cyber incidents by Sys-
tem analysts (Statistical report..., 2023). Not only are the
absolute figures noteworthy, but also the dynamic devel-
opment of these indicators — in 2022, the relevant Ukrain-
ian services registered almost three times as many cyber
incidents as in 2021. At the same time, most of the new
attacks were geolocated in Russia, which means that the
protection of Ukraine’s information space has become an-
other frontline.

According to the results of the first half of 2023, the
State Service for Special Communications notes a certain
change in the tactics of cybercriminals representing the
interests of the aggressor country — a qualitative transition
from an onslaught of simple destructive attacks to more
intelligent espionage, implantation and downloading of
victim-related data (Russian cyber operations, 2023). The
number of incidents more than doubled, from an average
of 57 per month in 2022 to 128 per month in 2023. At the
same time, Ukraine’s special information defence services
are also improving their skills: the share of critical inci-
dents fell by 80% — from 144 (first half of 2022) to 27 (first
half of 2023) and the number of incidents with negative
consequences decreased by 48%. This trend suggests that
the protection of important information, including that of
the financial sector, has improved. As for the general trend
of increasing the number of Internet users, the data for
several previous years is shown in Figure 1.
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Figure 1. Dynamics of the number
of Internet users in the world, billion people
Source: compiled by the authors based on Digital 2023: Global
overview report (2023)

Figure 1 shows a rapid increase of almost 14% in the
number of Internet users in 2020 and 2021, driven by the
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need to comply with quarantine requirements and com-
munication limitations. Many banking and financial ser-
vices customers were forced to discover the benefits of
remote account management, making various types of
fraud and information manipulation simpler. The princi-
ples of ensuring information security include confidenti-
ality, legality, integrity and maintaining a balance between
the interests of the state and individuals. There is an in-
ternational standard of criteria for assessing information
security, which is formulated in English as Confidentiality,
Integrity, and Availability or, in short, CIA. Another impor-
tant characteristic of information security is unification, as
communication between different national security struc-
tures must be identical and mutually integrated, therefore
preventing international cybercriminals and fraudsters
from exploiting loopholes in the laws of different countries.

An example of such a supranational structure for
controlling security in cyberspace is the European Union
Agency for Network and Information Security (ENISA),
which was established in 2004 and whose functions include
the development and implementation of common stand-
ards for combating crimes in the virtual environment, the
development of an appropriate expert culture, as well as
the protection of public and state organisations, enterpris-
es, and individuals within the European Union. In its turn,
Ukrainian legislation also attempts to respond to modern
security challenges in the information space promptly and
ensure the implementation of Article 17 of the Constitu-
tion of Ukraine (1996), which provides, in parallel with the
protection of Ukraine’s sovereignty and state integrity,
guarantees of its economic and information security.

In particular, on 14 May 2021, the Decree of the Pres-
ident of Ukraine No. 447 “On Cyber Security Strategy of
Ukraine” (2021) was introduced. This Strategy outlines the
existing vulnerability of the state’s information, economic
and financial systems to subversive foreign intelligence ser-
vices activities in cyberspace and outlines the priorities for
appropriate action. These strategic goals include securing
cyberspace; sovereignty of the state and the development
of society protection; protecting the rights, freedoms, and
legitimate interests of Ukrainian citizens in cyberspace;
and European and Euro-Atlantic cybersecurity integration.
Particular attention should be devoted to The cyber kill
chain (2023) concept, which, thanks to Lockheed Martin,
moved to the terminology of cyber warfare from “conven-
tional” warfare in 2011 and aims to script a scenario for
countering external interference in the information sphere.
According to the concept, the chain of countering a hack-
er attack on a target consists of the following algorithm:
detect, shut down, change, corrupt, mislead and deter.

Regarding the problems of ensuring information secu-
rity in the financial sector, the banking system is the most
targeted by criminals, as money is a universal means of
payment. In martial law, depriving the enemy of financial
resources can significantly reduce the number of available
options on the battlefield, and, at last, hacking into finan-
cial institutions’ databases provides access to the personal
data of both individuals and entire organisations. Accord-
ing to the OSINT-acquired data, the key challenges to the
information security of financial institutions are gaining
access to secret or confidential data; disruption or com-
plete termination of the computer information system;
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substitution or deletion of files by intruders; so-called
“phishing”, when a bank employee clicks on an unfamiliar
link and opens access to data on the computer; traffic in-
terception and routing changes.

It is also worth noting that information risks in finan-
cial activities can be conditionally divided into accidental,
intentional, and manipulative. Accidental risks include the
loss of a password (lost media, forgotten password), neg-
ligence in creating backups, and physical destruction of
servers and databases as a result of a technological fail-

ure or natural disaster. Intentional risks include criminal
intentions of financial institution employees, hacking of
security systems by external intruders, and theft of access
media. Manipulative risks are those where fraudsters use
deception or blackmail to force bank staff to cooperate, as
well as spreading false or negative information in the in-
formation space. The total number of cyber incidents in the
financial industry, as well as the number of critical finan-
cial data leaks worldwide from 2013 to 2022, is visualised
in Figure 2.

3,000
2,527
2,500
2,000 1,829
e Cyber-incidents
1,500
e Data leaks
856
1,000 690
s00 426 277/V1 201 288461 TN a7
TN 146

y=9.4061x + 395.67
2013 2014 2015 2016 2017 2018 2019 2020 2021

2022

Figure 2. The number of cyber incidents and data breaches in the financial industry worldwide
Source: compiled by the author based on the Number of cyber incidents in the financial industry worldwide from 2013 to 2022 (2023)

According to the data, the number of critical infor-
mation leaks in the financial sector over the past decade
has averaged around 500 events per year. Given the strong
technological development that took place between 2013
and 2022 - both in general in various areas of life and the
banking sector in particular - this relatively stable figure is
rather strange. However, such “passivity” of cybercriminals
specialising in data theft might have a rather simple reason.
The development of personal data hacking technologies is
inseparable from the opposite process — the improvement
of the protective mechanisms of financial institutions, and,
therefore, the average number of successful attempts does
not change critically. As for cyber incidents in general, their
number is changing quite dynamically from peaks in 2015,
2019, and 2021 to further declines. As banking institutions
change and update their security protocols all the time,
this “sine wave” is attributable to various exploits, through
which hackers can gain access to financial transactions, as
well as the operation of security systems that block identi-
fied vulnerabilities — and so on until the next cycle. There-
fore, while it is difficult to make detailed forecasts in such
an unpredictable industry as cybersecurity, a certain stabi-
lisation of data breach rates in the medium term is notable
based on the formation of a trend line.

Numerous information security threats and their di-
versity require a wide range of countermeasures for finan-
cial institution protection. These include, in particular, set
algorithms for working with valuable information and the
immediate transfer of critical data to an isolated virtual
area with minimal and restricted access to the global net-
work. Ideally, a modular data configuration implies a situa-
tion in which all subsystems operate separately from each
other, and data leakage outside the module is prevented by
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firewalls. In this case, after preliminary ranking by the de-
gree of importance, the information enters the front office,
is transferred for processing to another module, the back
office, and then goes for long-term storage in the head of-
fice module, which does not have direct access to external
Internet networks.

According to several international studies and surveys
of banking industry representatives, the human factor is
the most vulnerable point of any security system (Villar
& Khan, 2021). The lack of digital literacy or negligence
among staff causes almost 80% of information security
risks (Kurylo et al., 2023). The most illustrative cases in-
clude passing passwords to unauthorised or unfamiliar
people, disclosing the specifics of the bank’s security con-
figuration, following unknown and random links, opening
files received from unreliable or unknown addresses, and
logging into service subsystems from their unprotected
smartphones or laptops.

Therefore, it is worth separating recommendations
for overcoming information security problems in financial
institutions for employees and individuals, i.e. clients of
financial institutions. Staff should undergo frequent and
intensive training courses, and understand the existing
risks and threats, both old and new. Employees should be
obliged to keep proprietary information confidential and
non-disclosure, and signed agreements should remain in
force even after termination. Each financial institution em-
ployee should conduct constant monitoring to detect ab-
normal situations, unauthorized connections, and unusual
activities in the system; regularly back up documents; not
use personal computer equipment in a professional envi-
ronment; regularly change their passwords and in no case
keep records at the workplace.
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For individuals using bank services, a different list of
precautions is used to help protect personal information
and funds from fraudsters. There are frequent cases of
fraudsters calling from allegedly banking institutions to
“prevent illegal debiting of money from the account”. Un-
der this fraudulent scenario, financial services consumers,

Information risks for financial institutions:

» loss of banking secrecy and restricted information;
» misinformation, incomplete information;
« information terrorism, blackmail, intimidation.

mostly elderly, under the influence of stress and fear of los-
ing their savings, provide confidential information to the
criminals, thus opening access to their accounts. A gener-
alised theoretical model of the security system, which is a
flowchart showing the interrelationships of various com-
ponents of the phenomenon, is shown in Figure 3.

Responsibilities of the institution’s management:

« control over the connection of external resources;

» regular staff training;

» formation of a system of different levels of access.

Responsibilities of the institution’s staff:

» access to systems only from service terminals;
» prohibiting the transfer of personal passwords, access cards, etc. to other persons;
 prompt response to interference attempts.

Responsibilities of the institution’s clients:

« regular software updates;

» use of two-factor identification;
« instant blocking of accounts in case of attempted hacking or loss of the card.

Figure 3. Information security problem-solving model

Source: compiled by the authors

Accordingly, all users of banking services must use
two-factor identification, update the bank’s software
promptly only from official sources, and promptly report
fraud attempts. Under no circumstances should passwords,
temporary access codes, CVV and PIN codes be disclosed
to anyone. Thus, the analysis of the information security
challenges faced by financial sector institutions demon-
strated, on the one hand, their vulnerability to ever-chang-
ing external challenges, and, on the other hand, confirmed
that the system’s resources are sufficient to respond to and
prevent cyber fraud on time.

e DISCUSSION

Analysing the study results, it is worth noting the impor-
tance of the human factor in security processes and the
ability to prevent most cases of cybercrime solely by fol-
lowing existing protocols. It is worth emphasising that
the spread and implementation of digital technologies is
a global trend. Accordingly, solving information security
problems is relevant for the whole world, and many schol-
ars from other countries have also devoted their research
to this issue.

S. Calliess & A. Baumgarten (2020), who studied the
cybersecurity of the financial sector in the example of the
European Union, analysed the existing information protec-
tion schemes, their strengths, and weaknesses from a legal
point of view, and concluded that the current approach is
characterised by the lack of clearly defined areas of respon-
sibility. However, the authors highlight the increasing role
of private institutions in shaping the European cyberse-
curity system and believe that this is a positive practice if
such institutions do not have preferences and are governed
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by a common legal framework. Since in Ukraine, the in-
fluence of private entities on the security of the national
economy is minimal, this notion may be worth consider-
ing (Yesimov & Borovikova, 2023). Methods of detecting
credit card fraud in the banking industry were studied by
E. Btoush et al. (2021). They formulated a thesis, which was
confirmed by the author’s observations on the growth and
diversity of criminal technologies aimed at deceiving con-
sumers of banking services, assessing various techniques,
and identifying their advantages and disadvantages. Given
the ever-increasing number of bank cards and transactions,
the authors compiled a list of recommendations for card-
holders to counter this issue more effectively.

The topic of mobile banking, also discussed in this pa-
per, was studied by A. Geebren et al. (2021). Considering the
issue of mobile applications through the prism of consum-
er convenience, they noted that trust has a significant pos-
itive impact on customer satisfaction. Using partial least
squares structural equation modelling, 659 respondents’
answers were analysed, determining that trust in the bank
and its app is a more important factor in choosing a finan-
cial institution than even service quality and profitability.
Another perspective on the problem of online banking was
presented by A. Sharma et al. (2023), who presented their
comprehensive empirical research on the security risks of
global banking applications. The authors also noted the
exponential growth in the number of app users and the
risks posed by the massive and dynamic nature of mobile
app use and compiled a list of recommendations for users,
which, as noted, boils down to the use of two-factor iden-
tification and the prohibition of sharing passwords and
codes with others.
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As cybersecurity risk has emerged as a significant
threat to the financial sector, researchers and analysts have
sought to understand the issue from different perspectives.
M.H. Uddin et al. (2020) state that empirical research on
this issue based on real data is still limited, but interna-
tional regulators offer recommendations to combat crime.
As noted earlier in this paper, the fight against internation-
al crime should be led by supranational bodies, which cor-
relates with the authors’ conclusions on the expansion of
the powers of such a “cyber-Interpol”. S. Varga et al. (2021),
studying the perception of cyber threats and risk manage-
ment in the financial sector in the example of Sweden,
found that leading participants in the Swedish financial
sector already have a well-developed operational concept
of regular and crisis management. The survey revealed that
much effort is being made to ensure the effective exchange
of timely and relevant information between financial in-
stitutions, and the importance of communication activities
with these institutions was also emphasised in this paper.
In general, respondents overwhelmingly agreed that risk
management should consider the delay in communications
between system units.

To minimise the negative impact of the human factor,
which is considered a key threat to the security system,
A.S.Villar & N. Khan (2021) conducted a study on the prac-
tical use of process robotics in the example of Deutsche
Bank. As practice has demonstrated, robotic automation
has transformed the financial industry, making popular
low-value-added operations much more efficient and al-
lowing banks to improve information security at the same
time. H.H. Hettiarachchige & H. Jahankhani (2021) reached
similar conclusions, albeit using the UK banking system as
an example. They also noted that security and privacy are
major concerns for any e-banking system or application
and that the transfer of most operations to a remote format
creates additional vulnerability, enabling cybercriminals to
attack virtual agent endpoints. Nevertheless, the authors’
analysis confirmed that the existing two-factor authenti-
cation structure meets the requirements for protecting vir-
tual agents in banks.

In terms of the European cybersecurity system in gen-
eral, S. Fischer-Hiibner et al. (2021), through 63 interviews
with European financial sector professionals, identified key
issues in the protection of banking secrecy, as well as chal-
lenges and requirements that are to be addressed in the fu-
ture. As mentioned in this study, an important factor in the
cooperation of national economies is the compatibility of
protocols for the exchange of confidential information and
the joint protection of such communication channels that
will prevent fraudsters from manipulating national laws.
Hybrid and cyber threats to the European Union’s financial
system were also the subject of a study by M. Demertzis &
G. Wolff (2020). They attempted to achieve a balance be-
tween the fragmentation of security systems into separate
sub-levels, which were analysed in this paper, and central-
isation in financial and other economic matters. The result
was a recommendation to EU finance ministers to increase
the resilience of the financial and banking systems through
regular joint exercises to counter security challenges.

The impact of modern technological capabilities,
which have been repeatedly mentioned in this paper, on
the transformation of the financial sector was also noted
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by E. Feyen et al. (2021), who noted a significant reduction
in transaction costs in the banking sector due to the de-
velopment of digitalisation. The creation of new business
models and the emergence of new financial services market
participants inevitably raises several policy issues regard-
ing competition and regulatory spheres of influence that
must be agreed upon at the level of national economies.
A. Mishra et al. (2022), who studied the cybersecurity poli-
cies of enterprises in various industries, analysed and com-
pared security protocols governing the implementation of
security measures and algorithms for staff behaviour in the
event of unusual situations, including cybercrime. Since
the importance of strict compliance with such protocols
in the banking sector was also emphasised in this paper, it
is noteworthy that the results confirmed the same conclu-
sions — cybersecurity requirements in the financial sector
are of the highest priority.

The impact of a full-scale war in Ukraine on financial
and information security, which was analysed in this pa-
per, was also the subject of research by M. Lehto (2022).
The author emphasised that the current security situation
on the European continent is the most critical in the previ-
ous 80 years and that advanced cyber capabilities are part
of a new non-kinetic environment where virtual opera-
tions are used in combination with information, financial
and electronic warfare. The author analysed the balance
between defence and attack in cyberspace and formu-
lates requirements for effective cyber defence. In anoth-
er paper on the impact of the war on the financial sector,
F.M.]. Teichmann et al. (2023) note that the operational
resilience of financial service providers in Ukraine has de-
teriorated significantly since the start of full-scale aggres-
sion in 2022, but the inherent capacity and assistance of
Western financial institutions help the Ukrainian national
economy maintain functionality.

In the context of uncertainty and globalisation, it is
necessary to consider the impact of financial crises not
only on a specific country but also on the global economy.
The modern world faces many challenges, but the vulner-
ability of the financial sector of any country can have the
most severe consequences for economic sustainability and
development. Comparing the above-mentioned conclu-
sions of the scientific community with the results obtained
in this studyj, it is worth noting a mostly similar assessment
of the financial sector’s problems and recommendations
on how to solve them. Thus, understanding and addressing
the problems of the financial sector is an important aspect
of global stability and sustainability-based governance.

o CONCLUSIONS

Ukraine faces particular risks to the information security
of the financial sector, as it is the target of full-scale mil-
itary operations and the aggressor country’s resources for
breaching financial security far exceed the capabilities of
individual fraudsters or even international criminal or-
ganisations. However, the survey results show that both
Ukraine and the world have so far managed to successfully
counter cyberattacks, demonstrating two tendencies: on
the one hand, it is the pursuit of attackers, when certain
gaps in information defence are closed in response to their
actions, and, on the other hand, proactive actions are taken
when potential system exploits are patched beforehand.
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The human factor, i.e. staff negligence, remains the
weakest and most unpredictable element in the system of
financial services, including banking. Risks in this area can
be mitigated by constant awareness and responsibility im-
provement, as employees must understand that approved
protocols must be implemented without question and to
a word, as even single exceptions can endanger the entire
set of protective measures. However, even perfect compli-
ance with the security protocols of financial institution
professionals is not enough - each client must, in turn,
strengthen collective information security. Customers
should protect their personal data and their finances by us-
ing only official software and applications, using two-fac-
tor authentication, keeping passwords in safe places, and

never transferring their cards and qualified electronic sig-
nature media to other persons. Since there are no officially
recognised state borders for hackers operating remotely,
only the same supranational structures with powers that
are not burdened by the legislative restrictions of certain
states can fight them on an equal footing. The formation of
factors for strengthening such international structures to
combat cybercrime may be the subject of further research.
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AHoTaIis. 3axuct Bi1acHux GiHAHCOBUX pecypciB — ofHAa 3 MPiOPUTETHMX 3374 AePyKaBH, IO 0OYMOBITIOE ii He3aIeXKHICTh
Ta cy6’ekTHiCTh. OCOBIMBO 1€ aKTyaJbHO Y BUMAAKY YKpaiHM, [0 Bee MOBHOMACIITAOHI BOEHHI [ii, TOMY BUBUYEHHS
npobnemu Kibepbesneku pinaHcoBoi chepm Yrpainu Ta hopmMyIroBaHHS peKOMeHAAIIi i 010 iX BUPIIIeHHS CTalI0 METOI0
JIaHOTO NOCTiIKeHHSsI. 3aBIsIKY MeTOlaM CTaTMCTUIHOTO aHasi3y, cucTeMaTu3allii Ta cuHTe3y 6y/a JociaKeHa AMHaMika
y cdepi 3aXMCTy KPUTUYHO BAXKIMBOI iH(popMmalii, a 3a TOMOMOrOl0 MeTOAY PO3BiAKM Ha OCHOBi BiIKPUTHUX JKepes
BUSIBJIEHO OCHOBHI TeH/IeHIIii, METOOM Ta iHCTPYMEHTM CY4acHOTO KibepraxpaiictBa. B pesynbraTi 6y7o chopmoBaHO
repejik mpo6siem Ta 3arpo3s ¢piHaHCOBOro cekTopy YKpainu. JlaHa oIliHKa HasIBHUX TPEH/IiB epeKTUBHOCTI TPOTUCTOSTHHS
TakKMM BMKJIMKaM, PO3POOIEHO psif peKOMeHJAlill IIOom0 3armobiraHHsS BUTOKY OCOOMCTMX NAaHMX Ta ypasiMBOCTI
¢dinaHcoBMX CTPYKTYp. [0 Takux peKoMeHAalliii 6ya0 BiZHeceHO 3ampoBaKeHHSI UiTKMX aarOPUTMIB IOBemiHKU
MePCOHAIY, BiJOKpeMJIEHHS MiICUCTEM i3 pi3HUM piBHEM LOCTYITY Ta iX 06MeKeHHSI BUXO/Y A0 30BHIIIHIX Mepesk, a TAKOXK
mpaBmia ocobucToi umdpoBoi Gesmneku: BUKOpUCTAHHS OBOGAKTOpHOI aBTeHTM(iKallii, 3a60poHa mepemadi mapoJis
Ta TUMYACOBMX KOJiB TOIIO. Y KOHTEKCTi AMHAMIKM 3pOCTaHHS KiJIbKOCTI KOpucTyBauiB IHTepHeTy 3a 2019-2023 poku
y CBiTi Gy/10 MpoaHayi30BaHO MiKHAPOIHI MPUHIMITK 3a6e3medyeHHsT 6e3meku iHdopmarllii Ta 3aKOHOIABCTBO YKpaiHum,
IO periaMeHTYIOTh il 3 3aXMcTy Bif Kibeparak. IIpakTMUHA 3HAUYIIICTh JOCTIIKEHHS TOJISITA€ B 3HAXOKEHHI HUISIXiB
BUpileHHs mpobseM y cdepi iHdopmarliiiiHoi 6e3nekn ¢hiHaHCOBOrO ceKTOpY Ta GopMyBaHHI peKOMeHJalliif, [0 MOXKYTb
6yTM KOPUCHUMM KePiBHULITBY (hiHAHCOBUX YCTAHOB

KimrouoBi c1oBa: indopmariiiina 6e3mnexa; piHaHCOBUI ceKTop; 1MdpoBisallis; 3arposu; KibepsaounHu; 3axucT inGopmariii

Development Management. 2023. Vol. 21, No. 4 52


https://doi.org/10.1007/978-3-031-22018-0_39
https://scpc.gov.ua/en/articles/233
https://doi.org/10.1108/JFC-01-2023-0005
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://doi.org/10.1057/s41283-020-00063-2
https://doi.org/10.1016/j.cose.2021.102239
https://doi.org/10.1007/s42786-021-00030-9
https://doi.org/10.32518/sals1.2023.49
https://orcid.org/0000-0002-7829-7073
https://orcid.org/0000-0002-4086-1513
https://orcid.org/0000-0002-6962-3236

Jornal homepage: https://devma.com.ua/en

DEVELOPMENT MANAGEMENT

UDC 004.4'2:004.8 Vol. 21, No. 4. 2023 @

DOI: 10.57111/devt/4.2023.53

Hybrid approaches to machine learning in software development:
Applying artificial intelligence to automate and improve processes

Oleksii Zarichuk®

Computer and Information Systems Manager
LLC Fides

02000, 1A E. Sverstyuk Str., Kyiv, Ukraine
https://orcid.org/0009-0009-0771-8465

Abstract. The study on hybrid machine learning approaches is relevant because these approaches have great potential
to improve predictive accuracy and software automation, and their use is becoming more widespread. The purpose
of this study was to provide recommendations for the use of hybrid machine learning methods and analyse the
areas of application of artificial intelligence, which is used to automate and improve processes. Problems related to
hybrid approaches to machine learning were identified using the analytical method. The use of the statistical method
allowed assessing the development of stability and performance of hybrid machine learning approaches. Features and
differences of machine learning in the field of software development are noted. Errors and reasons that are made when
improving development processes are analysed. It is established that a comprehensive analysis of the functioning of
artificial intelligence is important to assess its effectiveness, development, and complexity of work in automation and
improvement of development. The issues of evaluating the work of this type of approach, the expediency of their use,
limitations in the process, and the impact of restrictions on the result are considered. It is determined that the use
of artificial intelligence in the process of automation and improvement of development processes will improve the
quality of resource optimisation. The study offers recommendations that will contribute to the effective regulation of
this issue. The practical value of the study lies in the possibility of applying the results obtained to eliminate errors in
the development and improvement of hybrid approaches, investigating the reliability of using artificial intelligence,
considering various factors that serve as the basis for recommendations on appropriate use
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¢ INTRODUCTION

Hybrid approaches to machine learning in software de-
velopment involve combining different machine learning
methods and techniques to solve specific software devel-
opment tasks. Hybrid models can use controlled (such as
classification and regression) and uncontrolled learning
methods (such as clustering and anomaly analysis) to-
gether to analyse and process data in software develop-
ment. This is useful for detecting errors in code or analys-
ing event logs. Hybrid approaches can use neural networks
to analyse structured data and natural language process-
ing to understand text. As V. Kochkodan et al. (2023) state,
an important aspect of information security and cyber-
security is the development of specialised software that
detects potential threats and automatically responds or

notifies users. Such software can be used to detect and
prevent various cyber threats and security incidents. The
improvement of artificial intelligence arises from the need
to solve problems related to errors that occur at the stages
of software development and operation. These problems
arise in connection with the need to define and optimise
indicators at the stages of system design, operation, and
development. Artificial intelligence has the ability to ana-
lyse large amounts of data, including event logs, network
traffic, and user activity, and detect unusual and suspicious
actions or events that may be threat indicators. According
to T. Yarovoy (2023), artificial intelligence is rapidly devel-
oping, its application in the public sector has great poten-
tial to change how society is managed. It can analyse large
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amounts of data and extract information that is useful for
government services.

In this area, it is necessary to introduce effective hy-
brid approaches and invest in research and development
of technologies for more efficient operation of artificial in-
telligence. According to O. Smyrnov & A. Borysenko (2023),
different software can combine and analyse different data
sources to identify complex patterns and relationships
that indicate potential threats. It can detect anomalies in
system parameters, user behaviour, and network traffic,
and the detected abnormal changes can indicate poten-
tial threats. It is important to implement policies aimed at
developing threat detection software. This technology is
often integrated with other security systems, such as fire-
walls and identification systems, to automatically respond
to detected threats. According to D.M. Byelov & M.V. Bielo-
va (2023), artificial intelligence can automatically analyse
large amounts of data from various sources and help gov-
ernments make informed decisions in areas as diverse as
agriculture, health, education, and transportation. It also
suggests that artificial intelligence can use data analysis
and machine learning to create personalised programmes
and services for citizens that meet their specific needs and
requests. K. Nazarova et al. (2023) noted that some systems
use machine learning and artificial intelligence techniques
to improve threat detection and reduce the number of false
positives. According to I. Ivanova et al. (2023), artificial
intelligence can create chatbots and automated response
systems that can interact with citizens, provide informa-
tion, and solve standard questions. As a result of histori-
cal data, the software can develop models to predict future
threats and risks.

Despite substantial scientific achievements on this is-
sue and its examination in various fields, the issue of ap-
plying hybrid approaches to machine learning has not been
considered in detail, and some of the studies do not provide
enough recommendations. The purpose of this study was
to perform an objective analysis and consider recommen-
dations for identifying problems and errors in the process
of improving the efficiency of artificial intelligence ma-
chine learning using hybrid approaches.

e MATERIALS AND METHODS
At the beginning of the study, its main theoretical base
was prepared, which included various literature sources on
the analysis of which the basis for further drawing conclu-
sions was laid. The use of the analytical research method
allowed identifying problems associated with using hybrid
approaches to machine learning, which are used in the pro-
cesses of improving the efficiency of software development.
Using the statistical method, an analysis of the investiga-
tion of artificial intelligence was conducted, which in turn
helps to understand the number and causes of errors in
improving artificial intelligence, which is the basis for the
sustainable development of automation systems and im-
proving software development processes. The analytical
method also examined opportunities for improving the op-
eration of data processing mechanisms, prospects for using
these programmes and developing the sustainability and
productivity of hybrid machine learning approaches.
Using the method of analysis, the examined issue was
divided into smaller components, which helped to conduct
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a detailed analysis of the role and essence of hybrid ap-
proaches at different levels of machine learning develop-
ment in the field of software; identify the advantages and
disadvantages of their application; analyse the impact of
the functioning of artificial intelligence systems on the
material and technological support of developing coun-
tries; consider the areas of using artificial intelligence and
its contribution in various fields of life. Through the struc-
tural and functional method, trends, factors, and models
aimed at improving artificial intelligence were considered,
and effective solutions to problems related to errors in de-
velopment, improving the maintenance of software and
its components were identified and analysed; the method
allowed further analysing the methods for improving and
innovating mechanisms to reduce inaccuracies in their
functioning and optimising indicators at the develop-
ment stages. Using the deduction method, the features of
the functioning of complex automation in artificial intel-
ligence in the processing, solution, and neutralisation of
cyber threats were considered by highlighting the charac-
teristics of these threats necessary for a complete analysis
of the work and solving the problems of this process, in
particular, the introduction of error-solving mechanisms.

By applying the synthesis method, various aspects of
the subject considered before were formed and examined
as one set, which helped to consider the obtained indi-
cators of theoretical analysis and practical experience to
identify recommendations aimed at solving problems and
achieving progressive growth of the process. The synthesis
allowed paying attention to improving the quality of soft-
ware mechanism development, reducing errors, presenting
predictive models, and designing solutions for artificial
intelligence. The functional analysis method provided
an opportunity to consider in more detail the concept of
“using hybrid approaches to machine learning in the field
of software development and using artificial intelligence
to automate and improve development processes”. This
method allowed characterising the features and principles
of software functioning and the process of improving de-
velopment, analysing the complexity of mechanisms in the
processes of detecting and solving cyber threats and their
impact on the satisfaction and requirements of certain users.

e RESULTS

Progressive development of automation and hybrid ma-
chine learning approaches is necessary to ensure reliable
processing and optimisation of information and effective
operation of artificial intelligence mechanisms in various
areas of the software industry. Special attention should be
paid to improving their mechanisms, in particular, precise
design and modelling, since these approaches are widely
used in software development processes, which will con-
tribute to increasing the production potential of artificial
intelligence. The introduction of intrusion detection sys-
tems based on artificial intelligence and machine learning
allows using resources more efficiently, optimising solu-
tions in many sectors, such as healthcare and education,
and has a substantial impact on public safety. Intrusion
detection systems based on artificial intelligence can help
governments more effectively allocate limited cybersecu-
rity resources: they can prioritise and focus on the most
important aspects of protection (Baduge et al., 2022). It is
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important to solve the problem that occurs when develop-
ing, improving, and modelling software mechanisms.

Some errors directly impact improving the potential of
artificial intelligence, the reliability of service delivery, and
the security of information processing. Attention should
be paid to the effectiveness of mechanisms in developing
countries and the further development of hybrid software
approaches. Anomaly-based systems use machine learning
techniques to build models of normal network behaviour,
anomalies that deviate from this norm are observed and
identified as potential threats. Detecting intrusions into
critical infrastructure, such as energy systems, transport
networks, and telecommunications systems, can help en-
sure public safety and protect against cyber-attacks that
can have serious consequences for society (Ramachan-
dran et al., 2022). In the field of software and artificial in-
telligence, it is necessary to analyse and identify the root
causes of errors in information processing, and further
solving these problems is aimed at improving the quality
of information storage services. The use of artificial intel-
ligence and machine learning can help intrusion detection
systems more effectively detect new and modern attacks
and reduce the number of false positives.

Intrusion detection systems can be used to analyse and
optimise healthcare processes. For example, they can help
identify possible leaks in medical records and improve the
safety of medical equipment. Artificial intelligence can an-
alyse medical data and patient records to predict the spread
of diseases and the need for medical care. Hybrid approach-
es can use information from a variety of sources, such as
clinical data, images, and genetic data, to diagnose and
even make recommendations for the treatment of diseases.
Hybrid recommendation systems can combine collabora-
tive filtering techniques with content-based approaches
to provide more accurate recommendations to users. In
other industries, such as the financial and manufacturing
sectors, intrusion detection systems can help reduce losses
from cyber-attacks and data leaks. Intrusion detection sys-
tems can ensure the safety and privacy of patients and stu-
dents and improve the quality of services provided. The use
of artificial intelligence and machine learning in Intrusion
detection systems can play an important role in ensuring
cybersecurity and optimising decision-making in many
areas of life and has great potential to improve society’s
standard of living (Rajagopal et al., 2022). The development
of new methods to solve the problems of eliminating errors
in developing, designing, and improving software to in-
crease the capacity of mechanisms for intrusion detection
systems in many areas has great progress and prospects.
Machine learning algorithms can be used to generate code
based on specifications or code samples automatically —
this can substantially speed up the development process.

However, the use of artificial intelligence in cyberse-
curity and other areas can also involve risks that need to
be carefully evaluated. Hackers can use machine learning
algorithms to break into systems, bypass security, or create
new types of attacks (Beerbaum, 2022). If modern electron-
ics and computerised data processing of intrusion detec-
tion systems are used to improve software and artificial in-
telligence, which are the basis for the development of many
areas, this will help to substantially increase the capabili-
ties of these processes and mechanisms and increase the
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demand for their use in many areas. Rule-based systems
use a set of rules that define acceptable and unacceptable
behaviour on the network. The activity can be identified
as suspicious or abnormal if it does not meet these stand-
ards. The use of artificial intelligence may require access
to large amounts of data, including the personal data of
users, which requires care to ensure the confidentiality of
such data and compliance with the requirements for their
protection (Javaid et al., 2022). The challenges of effective-
ly managing technological hybrid approaches to software
mechanisms and their problems with the application and
development of innovative parts and devices for use are be-
coming increasingly practical.

Statistical methods use statistical indicators (mean,
variance, deviation from the mean) to detect abnormal traf-
fic values. Machine learning techniques use machine learn-
ing algorithms such as neural networks, decision trees,
classifiers, and clustering to build models of normal traffic.
Anomalies are defined as deviations from these patterns.
The use of artificial intelligence can sometimes raise ethi-
cal issues, especially in certain contexts, such as facial rec-
ognition, medical decision-making, and criminal justice, so
it is important to consider issues of fairness, bias, and re-
sponsibility (Lareyre et al., 2023). In this complex process,
reviewing the causes of errors in the improvement, auto-
mation, and optimisation of artificial intelligence, which
increases the potential for automation and improvement
of software development processes, and their solution be-
comes particularly important since the development of this
process and their mechanisms in the world is one of the
most pressing problems of our time. Threshold methods
detect anomalies, if traffic metrics exceed these thresholds,
this can be considered an anomaly. In turn, signature sys-
tems are effective at detecting known attacks but are not
able to respond to new attacks. Rule-based systems can be
configured to detect specific anomalies, but they may not
be able to handle complex scenarios.

Machine learning models can make errors, including
false positives (false attack alerts) and false negatives (fail-
ure to detect real attacks), which can lead to data loss or
an overload of security administrators (Celik et al., 2022).
Often, the processing and execution of proper processes in
a system of software mechanisms has certain errors that
degrade the effectiveness of these processes for use in the
field of information technology. The behaviour of attackers
in computer networks often differs from that of ordinary
users, and these differences can be detected by analysing
their digital traces and network activity. Intrusion detec-
tion systems and anomaly detection systems are used to
detect these differences. It is important to ensure trans-
parency in how artificial intelligence systems make deci-
sions and how they affect people’s lives, and organisations
should be held accountable for the consequences of using
artificial intelligence.

The communication capabilities of the internet are
taking on new forms due to modern technologies, and com-
munication technologies based on instant messengers and
chatbots have become especially relevant. Chatbots are
widely used in various business sectors to automate com-
munication with customers and perform analytical tasks:
chatbots can learn from user responses or have a pre-pro-
grammed set of templates. They can be used both for
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personal use and for doing business: to start using a chat-
bot, you can add it to the general group for all colleagues,
start a dialogue in private messages, or take out a subscrip-
tion (Povolotsky, 2019). Chatbots are a modern solution for
simplifying communication between clients and the insti-
tution, providing quick answers to user questions.

The problem of eliminating errors in software im-
provement, automation, and optimisation is not fully
solved. Neural networks can be trained to analyse network
traffic and detect anomalies that indicate possible attacks
or unusual activity. Anomalies that are difficult to detect
by conventional methods can also be detected. The volume
of data in the public sector is huge, and its processing and
analysis require powerful tools and technologies, including
systems for storing and processing large amounts of data.
The public sector uses data analytics to make decisions in
areas such as health, education, and the economy, and data
analysis helps identify trends, plan resources, and improve
programmes and services.

Software mechanisms and their components are often
used because of their efficiency and low cost of operation,
and there is currently increased interest in this process in
many countries to increase information technology ca-
pacity. Neural networks can be trained to recognise attack
signatures, including known types of attacks such as Struc-
tured Query Language Injection or Distributed Denial of
Service attacks - they can even recognise modified or var-
iant signatures. Data analysis using artificial intelligence
and machine learning can cover complex relationships and
patterns that would go unnoticed in human analysis and
can be used to predict events, classify data, and automate
routine tasks. Neural networks can analyse the behaviour
of users and systems and detect abnormal behaviour, they
learn from normal behaviour and warn about deviations
from normal patterns. Neural networks filter out noise and
reduce the number of false positives, helping to detect only
truly substantial anomalies and threats; they can learn
from new threats and adapt to changing attack methods.
Data processing and analysis involve substantial privacy
and security issues. The public sector must comply with
relevant standards and regulations regarding personal data
protection and information security.

The public sector can promote the availability of data to
the public and researchers to encourage innovation and the
development of data-based applications, the legal frame-
work and rules for data collection, processing and storage
in the public sector are important for ensuring the rights
and privacy of citizens. The main advantages of intrusion
detection systems that use neural networks and other arti-
ficial intelligence methods are their high learning rate and
adaptability to new types of attacks. Neural networks can
learn large amounts of data in a relatively short period of
time and thus detect new attacks and anomalies that were
previously unknown, and rapid training allows the system
to adapt to changing threats. Artificial intelligence is use-
ful in analysing large amounts of public data, helping to
make informed decisions in various sectors: it can process
and analyse large amounts of data much faster than hu-
mans and identify complex patterns, trends, and connec-
tions that go unnoticed by conventional analysis methods.

Neural network training can be automated, allow-
ing the system to update its models based on new data
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without substantial human intervention. Neural networks
are suitable for detecting anomalies because they can de-
tect changes in the data structure, even if they are not typ-
ical for attacks. Systems that use reinforcement learning
techniques can improve their strategies in real time based
on the results of detecting and responding to attacks. Ar-
tificial intelligence can help government agencies identify
areas where they can use resources more efficiently, opti-
mise processes, and reduce costs. It can track and analyse
public opinion based on social media and other sources,
which can help governments understand public sentiment
and respond quickly to it.

Artificial intelligence can use data from weather sta-
tions and satellite observations to predict weather condi-
tions and help take appropriate measures in the event of
dangerous weather events. In public administration and
finance, artificial intelligence can analyse economic in-
dicators, financial markets, and microeconomic trends to
predict economic events and make monetary policy de-
cisions. It can be used to analyse large amounts of data
stored in various government agencies, allowing govern-
ments to make better-informed decisions in areas such
as the economy, health, and education. Hybrid methods
can also be used to analyse large amounts of data, where
data processing at a preliminary stage (for example, using
noise reduction methods) is combined with deep learning
to identify complex dependencies. In business, it can an-
alyse data on supply and demand, consumer trends, price
dynamics, and other factors to predict demand for goods or
services, which helps companies optimise production and
inventory. In transport systems, artificial intelligence can
be used to predict the intensity and regulation of traffic,
optimise routes to improve transport efficiency. Artificial
intelligence is used to analyse environmental data to pre-
dict natural disasters, pollution, and other environmental
problems. Artificial intelligence political systems can an-
alyse social and political trends to predict election results
and public reactions to government decisions.

The emphasis on building hybrid systems that com-
bine neural networks with other machine learning meth-
ods is of great importance in modern research and develop-
ment because hybrid systems have the advantages of both
approaches and can help in solving complex problems.
Hybrid systems can solve multiple tasks simultaneously
or sequentially, which is why building hybrid systems is
an active area of research in the field of machine learning
and artificial intelligence. This is because these systems
can achieve excellent results in a variety of complementa-
ry areas, such as intrusion detection, pattern recognition,
and decision-making. Hybrid systems can combine expert
knowledge with data-driven learning. For example, deci-
sions can be made by combining rules and neural networks
developed by experts. Many countries have made substan-
tial progress in developing the design and modelling of
hybrid approaches to improving software mechanisms. Hy-
brid systems adapt and can change components according
to the task and situation: these systems can be designed
to ensure stability and speed of task execution. When im-
proving software mechanisms and automating and opti-
mising them for better passage of complex technological
operations, process models should adequately describe the
essence of the work, be simple and easy to implement.
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In achieving optimal performance of software mech-
anisms and increasing the potential of the information
technology sector, personnel qualifications and timely di-
agnostics of the neural network are of great importance.
Hybrid approaches in computer science and machine
translation have made substantial strides and are key to
achieving high quality and productivity. In the field of ma-
chine translation, hybrid approaches are used that com-
bine statistical methods and deep learning methods, for
example, deep learning models such as Neural Machine

Translation. Recurrent neural networks or transformers
can be combined with statistical machine translation
techniques to improve translation accuracy. The intro-
duction of artificial intelligence in public administration
is becoming more widespread and has great potential to
improve the quality and efficiency of public administra-
tion. It can be argued that artificial intelligence can be
useful for automating and improving software develop-
ment processes at various stages. The various areas of its
use are summarised in Table 1.

Table 1. Promising areas of artificial intelligence application

Public sector

Decision-making analytics for all other areas, secure storage of personal data of citizens, efficient
use of available resources, cost reduction

Accounting of medical documentation, analysis of the condition of technical equipment, forecasting

weaknesses

Healthcare the course of the disease
Business Communication with clients and colleagues, maintaining financial documentation, optimising the
production of goods, and providing various services
Cybersecurity Automatic notification about threats, blocking attacks, scanning the network or software to identify

Infrastructure and environment

Analysis of air pollution, forecasting of environmental hazards, regulation of traffic

Source: compiled by the author

Therefore, hybrid machine learning methods can be
applied in a large number of tasks where different ap-
proaches need to be combined to achieve better results.
Developing hybrid models can require substantial effort
during the data preparation and parameter configuration
stages. However, the properly selected and developed hy-
brid approach can bring substantial advantages in com-
plex machine learning tasks. For optimal use of hybrid
approaches, it is recommended to conduct the following
actions. Before considering a hybrid approach, it is impor-
tant to understand the problem in detail, determine why
hybridisation is necessary, and which approaches or mod-
els can be combined to achieve better results. In addition, it
is necessary to consider what components will be included
in the hybrid system: it can be a combination of classical
machine learning models, deep learning, rule systems, or
other methods. It is necessary to build a hybrid model that
combines the selected methods, this may include a set of
models combined by, for example, multiclass classification,
or a sequential approach where the output of one method
is used as input for another. It is important to configure
the parameters of each method and the hybrid model in
general, for which, using cross-validation and optimising
the parameters to improve performance is recommended.
Data preparation for a hybrid approach should include
cleaning, anomaly removal, scaling, and feature selection,
but different methods may require different types of data
preparation. Different metrics and criteria are often used
to evaluate the performance of a hybrid model, so it is im-
portant to understand that it solves the problem correctly
and is not retrained. After implementing the hybrid mod-
el, it is crucial to monitor its performance and results and
make adjustments to the hybrid approach if necessary.
Hybrid machine learning techniques can be a powerful
tool for solving complex problems but also require careful
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preparation and configuration. Keeping detailed documen-
tation about hybrid models, their parameters, and results
is recommended, which will help save settings and make
further support more efficient. A balanced approach and a
thorough study of the specific task are key success factors.

e DISCUSSION

Hybrid approaches to machine learning in software de-
velopment are important in the modern world. These
approaches combine machine learning techniques and
methods with other approaches, such as conventional
programming, expert systems, natural language process-
ing, computer vision, optimisation, data mining, etc., to
achieve improved process improvement and automation
results. Many researchers focus their attention both on the
examination of this issue and the improvement of artifi-
cial intelligence itself and the use of hybrid approaches in
working with it. Hybrid machine learning methods allow
using the strengths of different approaches and algorithms
to achieve more accurate and efficient solutions to com-
plex problems. Hybrid methods that combine expert rules
with analysis of large amounts of data can be used to detect
threats and cyber-attacks. Hybrid approaches can combine
structured data and deep link training to create more com-
plete knowledge graphs. It is important to consider the
choice of specific methods, and their combination will de-
pend on the specific task and available data.

Based on the results of the recent study by M.H.A. Ban-
na et al. (2023) in Natural Language Processing, hybrid ap-
proaches combine rules and statistics. For example, entity
recognition systems can use rules to define named entities
and statistical methods to determine the context and re-
lationships between them. In computer vision, hybrid ap-
proaches can combine deep learning and structural analysis
for object recognition in complex contexts. It is necessary to
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improve the quality of various methods and approaches to
enhance software mechanisms of the information technol-
ogy sector, for the effective operation of the entire mech-
anism through the use of new methods. It is necessary to
improve the quality of the automation and optimisation of
these systems, especially neural networks to begin the pro-
cess of improving these systems. After analysing the mech-
anism of artificial intelligence, the researcher established
that for the successful implementation of artificial intel-
ligence, it is necessary to have stable fundamental knowl-
edge that allows you to understand the physical principles
and determine the optimal number of processes, which is
important for effective improvement of software mecha-
nisms, to increase the potential of the information technol-
ogy sector in many countries under appropriate conditions.

Turning to the definition by M.H. Jarrahi et al. (2023),
artificial intelligence can help automate citizen registra-
tion and service processes using chatbots, virtual assis-
tants, and other technologies to reduce administrative
burden and increase the availability of services. Artificial
intelligence can use data analytics to predict a city’s pop-
ulation and resource requirements. This can help optimise
budget allocations and plan infrastructure development.
This confirms the fact that this study coincides with mod-
ern trends in the field of design and modelling of methods
for improving artificial intelligence mechanisms. In the
modern world, great attention is paid to considering all
factors that affect the quality of these processes to increase
the potential of the information and technology sector.
However, this study did not consider that an important
property of artificial intelligence is its use to automate pro-
curement processes and control costs, reducing corruption
in government procurement.

Researchers A. Talukder et al. (2023) determined that
the development of hardware and software tools for unau-
thorised access requires constant adaptation of technical
data protection tools. As cybercriminals are constantly
looking for new methods of attacks and vulnerabilities, it
is important to maintain a high level of cybersecurity. It
is important to regularly update software and operating
systems and install official patches that fix the identified
vulnerabilities, preventing attackers from exploiting the
vulnerabilities. For more correct operation of cybersecurity
applications and software mechanisms, it is necessary to
constantly check the entire neural network, so the poten-
tial of the information technology sector in countries will
reach high values in a short time. There are differences with
this study in that the author overlooked the importance of
the features of using this type of hybrid approach to ma-
chine learning, timely examination of data and possible
causes of problems with the mechanisms of this software
for further promising development of the use of artificial
intelligence mechanisms to increase the prospects of the
information technology field.

Researcher ]J.P. Bharadiya (2023) notes that intrusion
detection systems are an important component of cyber-
security, helping to detect anomalies and potential threats
in computer networks and systems. Signature-based intru-
sion detection systems analyse network traffic and system
logs for known attack signatures. When they detect a situ-
ation that matches the signature, they notify the adminis-
trator or perform other predefined actions. This approach
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is effective for detecting known threats, but not for new
attacks. The results of this study of the characteristics of
intrusion detection systems were analysed and more accu-
rately considered. It can be supplemented by the fact that
increasing the potential of the information technology in-
dustry directly depends on the improvement and innova-
tion of software and providing high-quality service to the
mechanisms of this artificial intelligence.

I. Arpaci & M. Bahari (2023) showed that the use of
machine learning algorithms can affect a number of areas,
such as combating fraud and corruption in social security
systems, planning transport networks, optimising routes,
automating document processing, and interacting with
citizens. Machine learning algorithms can analyse large
amounts of data to identify anomalies and patterns that
signal potential fraud and corruption. For example, they
may detect abnormal patterns in social security applica-
tions and financial transactions. Machine learning can an-
alyse traffic data, passenger traffic, and road conditions to
optimise transport networks and develop efficient routes.
It was not specified or considered in the paper by I. Arpaci
& M. Bahari (2023) that natural language processing algo-
rithms can automate the processing of documents deliv-
ered to organisations by identifying key information and
classifying documents. Notably, this is due to the fact that
the use of chatbots and virtual assistants based on machine
learning has increased substantially in recent years, and
this can facilitate the interaction of citizens with govern-
ment agencies, so there is a difference between this study
and that by the authors. As noted by S.S. Ray et al. (2023),
anomaly detection systems model the normal behaviour of
a network or system and look for any abnormal changes
or deviations from this norm. They use statistical methods
and machine learning to identify potential threats, even if
these threats are not known in advance, and are also use-
ful for detecting new attacks and out-of-the-box scenarios.

It should also be attributed to the results of the study
that intrusion detection systems are an important element
in protecting users’ and businesses’ information, as they
help to respond to potential threats in a timely manner
and reduce the risk of loss of confidential information and
other cyber events. It is necessary to consider two aspects
to improve the design and modelling of methods for im-
proving software mechanisms and to reduce errors in au-
tomation and optimisation during complex technological
processes: increasing funding and improving the skills of
developers, and the introduction of new technologies. The
main goal of these measures is to improve the quality and
efficiency of the process of improving artificial intelligence
mechanisms and reduce the risk of errors.

e CONCLUSIONS

The study confirmed that the decision to use hybrid ap-
proaches in machine learning should be justified from a
scientific and practical standpoint. The results show that
the main purpose of intrusion detection systems is to iden-
tify and filter potentially malicious requests or attacks in
computer networks and systems. Many technological ad-
aptations need to be made for certain areas. In this paper,
recommendations for eliminating errors in the processes
of designing and implementing mechanisms of hybrid ap-
proaches and analysing their functioning were considered,
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technological processes during the operation of software
and errors and problems made during the functioning of
artificial intelligence processes were analysed. Implement-
ing effective tools will solve these problems and prevent
mistakes. Hybrid approaches were considered to improve
the software. The analysis shows that hybrid models that
combine deep learning with classical image processing or
natural language processing techniques will help improve
object recognition accuracy in images or text comprehen-
sion. It was considered that it is possible to improve the ef-
ficiency of artificial intelligence and software mechanisms
in the information technology field through the introduc-
tion of hybrid methods.

The study analysed aspects of improving software
mechanisms, ways to improve the processes of artificial
intelligence, and identifying methods for eliminating er-
rors in the process of improving software efficiency, which
will contribute to improving the potential, competitive-
ness, and quality in the information technology field. The
study provides recommendations for the successful use of

hybrid machine learning methods in software develop-
ment. It is required to configure the parameters of each
method and hybrid model using cross-validation and pre-
pare the data by performing cleaning, scaling, and feature
selection, considering the requirements of different meth-
ods. It is also necessary to carefully examine the metrics
and criteria for evaluating the performance of a hybrid
model and avoid improper retraining. It is essential to pro-
vide detailed documentation on the parameters of hybrid
models. These recommendations can help achieve success-
ful results when applying hybrid machine learning meth-
ods. Future research will focus on creating and implement-
ing innovative intrusion detection systems to advance the
information technology sector.
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AHoraisg. [JocmimkeHHS ri6pUAHNX ITiJX0/iB MalITHHOTO HABYAHHS € aKTYaJIbHVUM, aJiKe TaHi MigX0aM MaloTh BeIUKIIT
TOTEeHIIiaJl Y MiABUIIEeHHI TPOrHOCTUYHOI TOYHOCTi Ta aBTOMATK3allii IPOrpaMHOro 3a6e3IMeueHHs, a iX BUKOPUCTaHHS
crae Bce 6Ginbin momypeHuM. Meroro 1iiei po6oTu Oya0 HamaHHS pPEKOMEH[alliii IJig 3aCTOCYBaHHSI TiGPUIHUX
METO/IiB MAalIMHHOIO HaBYaHHS, & TAKOX aHasli3 cep 3aCTOCYBaHHSI IITYYHOTO iHTEJIEKTY, SIKMIi BUKOPUCTOBYETHCS
IUIS aBTOMAaTH3allii Ta MOKpaIllleHHsS MpOoIeciB. 3a AOMOMOTOI0 aHATITUUYHOTO METOAy 6y/a0 BMSIBIEHO Ta BM3HAUEHO
mpo6eMu, OB sI3aHi i3 BUKOPUCTAHHSIM TiOpUIHMX MiAXOMiB O MAallMHHOTO HaBYaHHS. 3aCTOCYBaHHS CTATUCTUYHOTO
METOMIy MOO3BOJWIO OIIiHUTM PO3BUTOK CTiMKOCTI i MPOAYKTMBHOCTI TiOPMAHMX TMiAXOAIB MAIIMHHOTO HAaBYAHHSI.
Bim3HaueHO 0COGAMBOCTI Ta BiAMiHHOCTI MAIIMHHOTO HABUAHHS B rasy3i po3po6JieHHS ITPOrpaMHOr0 3abe3redyeHHs.
ITpoaHasi30oBaHO MOMWIKM Ta MPUUMHMU, SIKi JOMYCKAIOTHCS ITPY MOKpPaIlleHHi Mpo1ieciB po3pob6eHHs. BcTaHOBIIEHO, 1110
BaK/IMBE 3HAUEHHS Ma€ BCeOGiUHMIT aHaMi3 QYHKI[IOHYBaHHS IITYYHOTO iHTEJIEKTY 3 METO OLIiHKM 10T0 e(heKTUBHOCTI,
PO3BUTKY Ta YCKIALHEHHSI poOOTU IMpM aBTOMAaTHU3allii Ta TMOJIMIIEHHI pO3po6/eHHs. PO3MISIHYTO MUTAHHS OI[iHKU
POGOTHM TaHOTO TUITY MiAXOMiB, AOLIBHICTh iX BUKOPUCTAHHS, 06MeKEeHHS y Mpolieci, BIVIMB 06MeXKeHb Ha pe3y/bTarT.
BusHaueHo, 1[0 BUKOPUCTAHHS IITYYHOrO iHTENEKTY Yy MpoIleci aBTOMaTK3allii Ta MOJiMIIeHHi MpoIeciB po3po6ieHHSs
3a0e3TeunTh MiABUIIEHHS SKOCTi ONTUMIi3allii pecypcis. B mocimKkeHHi 3aITpONIOHOBAHO PEKOMEH Iallii, IKi CIPpUSITUMYTh
eekTMBHOMY peryoBaHHS HAHOTO IMUTaHHS. IIpakKTMYHA I[iHHICTb POGOTM TMOJSITA€ Y MOKJIMBOCTI 3aCTOCYBaHHS
OTPUMAaHMX PE3Y/IbTATIB [IJI1 yCYHEHHS ITOMMJIOK Y pO3po06Ili Ta BMOCKOHAJIEHHI Mi6pUIHMX MiAX0/iB, BUBYEHHI HAAiTHOCTI
3aCTOCYBaHHS IITYYHOTO iHTENEKTY 3 ypaxXyBaHHSM DPi3HUX (HAKTOPiB, SAKi CIyKaTh OCHOBOIO [/ pEKOMEH/AAIliii 1070
IOIITbHOTO BUKOPUCTAHHS
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