
 



 

 

 
 



3  

INTRODUCTION 

Distributed data storages are the basis for building effective information systems 

from the stage of data center server configuration to the creation of cloud computing 

solutions. The principles, methods and technologies for creating, deploying and 

maintaining distributed data storages are the basis for scaling modern web solutions, 

web applications and web services. Today, there are many software systems and 

services for building large-capacity and Internet-accessible data warehouses and data 

lake systems that provide opportunities to increase the security of information systems, 

improve their reliability, and provide tools for scaling design solutions. Knowledge and 

competencies in choosing the architecture for building modern data storage facilities 

and implementing industrial systems based on them are relevant and necessary in the 

training of computer science specialists. 

The aim of the course “Distributed Data Storage” is to provide a system of 

theoretical knowledge and acquire practical skills and abilities to apply, configure and 

administrate systems based on distributed data storage technologies and design 

appropriate reliable and cost-effective systems for storing large data volumes. 

The objectives of the course are: an overview of existing solutions from the 

single server level, building networked data warehouses (SAN and NAS systems), 

cluster file and object data storages, and determining the role of decentralized systems 

in industrial solutions. Along with this, the discipline considers the features of building 

and scaling relational databases and NoSQL solutions. 

The subject of the course is software tools for building distributed data storages. 

The object of the course is the processes of deployment, administration and 

implementation of solutions for data storage and organization of secure access to them. 

 

The learning outcomes and competencies formed by the course are defined in 

table 1. 
 

Table 1 
 

Learning outcomes and competences formed by the course 
 

Learning outcomes Competencies 

LO4. GС07, SС09. 

LO6. GС02, GС05, GС07, SС01, SС02, SС05, SС09. 

LO7. GС01, GС03, SС01. 

LO9. GС02. 

LO10. GС07, SС09. 
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End of the table. 1 

 

Learning outcomes Competencies 

LO12. GС01, GС02, GС03, GС05, GС07, SС02, 

SС04, SС05, SС06, SС07, SС08, SС09, SС11, 

SС12. 

LO13. GС02, SС05. 

LO17. SС05. 

LO18. SС09. 

LO20. GС07, SС05, SС09. 

where, LO4. Manage work processes in the field of information technology, 

which are complex, unpredictable and require new strategic approaches. 

LO6. Develop a conceptual model of an information or computer system. 

LO7. Develop and apply mathematical methods for the analysis of information 

models. 

LO9. Develop algorithmic and software for data analysis (including large data). 

LO10. To design architectural solutions of information and computer systems 

for various purposes. 

LO12. Design and support databases and knowledge. 

LO13. Assess and ensure the quality of information and computer systems for 

various purposes. 

LO17. Identify and eliminate problem situations during software operation, 

formulate tasks for its modification or reengineering. 

LO18. Collect, formalize, systematize and analyze the needs and requirements 

for the information or computer system being developed, operated or supported. 

LO20. Develop algorithms and software components for computer information 

systems for high-performance big data processing systems (including distributed and 

parallel computing) and cloud platform services. 

GС01. Ability to abstract thinking, analysis, and synthesis. 

GС02. Ability to apply knowledge in practical situations. 

GС03. Ability to communicate in the national language both orally and in writing. 

GС05. Ability to learn and master modern knowledge. 

GС07. Ability to generate new ideas (creativity). 

SС01. Awareness of the theoretical foundations of computer science. 

SС02. Ability to formalize the subject area of a particular project in the form of 

an appropriate information model. 

SС04. The ability to collect and analyze data (including large data) to ensure the 

quality of project decision-making. 

SС05. Ability to develop, describe, analyze and optimize architectural solutions 

of information and computer systems for various purposes. 

SС06. Ability to apply existing and develop new algorithms for solving 

problems in the field of computer science. 
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SС07. Ability to develop software in accordance with the formulated 

requirements, considering available resources and constraints. 

SС08. Ability to develop and implement software development projects, 

including in unpredictable conditions, with unclear requirements and the need to apply 

new strategic approaches, use software tools to organize teamwork on the project. 

SС09. Ability to develop and administer databases and knowledge bases. 

SС11. Ability to initiate, plan and implement the development processes of 

information and computer systems and software, including its development, analysis, 

testing, system integration, implementation and support. 

SС12. Ability to develop, apply and integrate data processing and analysis 

technologies in high-performance systems and cloud platforms to ensure efficient use 

of computing resources of computer systems. 

 

COURSE CONTENT 

Content module 1. Distributed file systems and modern database systems. 

 

Topic 1. Distributed data storage technologies for solving the problems of 

processing large volumes of data. 

 

1.1. Classification of technologies for creating distributed data storages and 
database systems. Determination of the main areas of study of the discipline. 

1.2. Big Data processing and Data Lake technologies. 

Identification of the problem of processing large amounts of data. Solutions for 

building heterogeneous data warehouses based on cloud computing. 

1.3. State-of-the-art data center. Virtualization technologies. 

Modern technologies of virtualization of the workstation (Desktop) and server 

(Server) level. Fundamentals of building cloud computing tools. Private cloud. Data 

storage layer. 

1.4. Server virtualization tools. 

Live migration technology. Differences between hypervisor-based virtualization 

systems and container application level. 

 

Topic 2. Distributed file-like storages based on SAN and NAS technologies. 

Cloud folders. 

 

2.1. Building data storage at the separate server. 

Features of file systems. LVM technology. Use of drives that are combined into 

a RAID array. 

2.2. Technologies of network data storages. 

Application of SAN and NAS solutions by the example of TrueNAS 

technologies. 

2.3. Solutions for building cloud folders. 

Practical experience with ownCloud and Nextcloud systems. 
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Topic 3. Object data stores. Clustered file systems. 

 

3.1. Clustered file systems. 

Building a cluster for storing data by the example of the GoogleFS concept. 

MapReduce algorithm. 

3.2. Ceph Distributed Data Storage. 

Provision of data storage on example of the Ceph cluster deployment. 

 

Topic 4. Scaling data storage systems and creating knowledge bases on 

relational DBMS platform. 

 

4.1. Features of OLAP (online analytical processing) technology. 

Application of relational databases as a platform for building knowledge bases 

for decision-making systems. 

4.2. Database replication. 

Solving data replication problems using MySQL as an example. 

4.3. Building a relational database cluster. 

PostgreSQL cluster building tools. Galera Cluster solutions for MariaDB or 

MySQL. 

 

Topic 5. Non-relational database technologies. 

 

5.1. Features of the key-value database. 

Distributed storage, by the example of Redis technology, for solving the 

problems of building scalable web applications. 

5.2. MongoDB database. 

Features of application and scaling of solutions built based on a non-relational 

database. 

5.3. Scalable and reliable data warehouses based on Hadoop and Cassandra 

technologies. 

Building solutions for storing and processing big data. 

 

Content module 2. Application and features of design solutions based on 

distributed data storages. 

 

Topic 6. Monitoring the state of distributed computing systems and data 

warehouses based on open-source software. 

 

6.1. Monitoring by Nagios, Zabbix, etc. tools. 

Features of the use of common multi-agent monitoring systems. 

6.1. Prometheus monitoring and Grafana data visualization. 

Features of the use of monitoring systems, which are built on a modular 

principle. 
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Topic 7. Features of the development of web applications and web services 

using distributed data storage technologies. 

 

7 .1. The CAP theorem (Brewer’s theorem). 

A combination of data consistency, availability, and separation tolerance in 

distributed systems. 

7.2. Features of scaling web applications. 

Understanding the role of data warehouses in solving the problems of building 

web applications. Features of the architecture of modern web applications, for 

example: the use of microservices, the use of message chains, etc. 

7.3. Centralized and decentralized systems. 

Features of building decentralized data storage systems. Technologies of torrent 

networks. Blockchain technology. 

 

Topic 8. Distributed storage technologies in cloud computing. 

Features of the implementation of the "data storages as a service" paradigm in 

cloud solutions: Amazon Web Services, Microsoft Azure, Google Cloud and Oracle 

Cloud Infrastructure. 

 

Topic 9. Prospects for the development of distributed data storage systems 

and technologies. 

Overview of current trends and prospects for the development of technologies 

and complex solutions for the construction and application of distributed data storages. 
 

The list of laboratory classes / tasks for the course is given in Table. 2. 

 

List of laboratory classes / tasks 

 
Table 2 

 
Title of the topic and/or task Content 

Topic 2. Task 1. Deploy TrueNAS or equivalent in a virtualization environment. 
Open FTP access to save and download files. 

Topic 2. Task 2. Investigate the operation of ownCloud or Nextcloud tools. 

Topic 3. Task 3. Deploy a Ceph cluster (three nodes) in a virtualization 

environment. Investigate the operation of the relevant solution. 

Topic 4. Task 4. In a virtualization environment, investigate the features of 
configuring MySQL replication (relational database). 

Topic 4. Task 5. In a virtualization environment, investigate the features of 

deploying a relational database cluster using Galera Cluster or 

analogue technology. 

Topic 5. Task 6. Deploy three MongoDB nodes and use it to investigate the 

MapReduce algorithm (NoSQL solution). 
 

The list of self-studies work in the course is given in Table. 3. 
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Table 3 

List of self-studies work 

 
Title of the topic and/or task Content 

Topic 1. Task 1. According to the Internet sources, consider architectural 
solutions for building Data Lake. 

Topic 2. Task 2. Deploy a virtual machine based on a modern distribution, for 

example, Ubuntu Server. Determine the feasibility of using 

LVM technology. Explore software-RAID capabilities. Deploy 

an Apache web server and provide users with the ability to 

upload web application files using FTP technology. Perform a 
security study of the relevant solution. 

Topic 5. Task 3. Explore the deployment and application of Redis or equivalent 
solutions. 

Topic 5. Task 4. According to the Internet, compare the features of Hadoop and 

Cassandra technologies. 

Topic 6. Task 5. Deploy (if technically possible) and investigate Zabbix 

monitoring tools. 

Topic 6. Task 6. Deploy (if technically possible) and perform research on 

Prometheus monitoring and Grafana data visualization tools. 

Topic 7. Task 7. According to the Internet, consider architectural solutions for 

building decentralized data storage systems. 

Topic 8. Task 8. Based on the materials of the Internet, perform research and 

compare the implementation of services that use distributed 

data storage in cloud computing solutions. 

Topic 9. Task 9. Based on the materials of the Internet, to study the trends in the 

development of distributed data storage technologies. Essay 
writing. 

 

The number of hours of lectures, laboratory classes and hours of independent 

work is given in the work plan (technological map) for the discipline. 

 

TEACHING METHODS 

In the process of teaching the discipline for the acquisition of certain learning 

outcomes, the activation of the educational process, the use of such teaching methods 

as the following is provided: 

Verbal (lecture (Topic 2, 3, 4, 5, 6, 8), problem lecture (Topic 1, 7, 9)). 

Visual (demonstration (Topic 2, 3, 5, 6)). 

Practical (laboratory work (Topic 2, 3, 4, 5), essay (Topic 9), case method (Topic 

8)).  

FORMS AND METHODS OF ASSESSMENT 
 

The university uses a 100-point cumulative system for assessing the learning 

outcomes of higher education applicants. 

Current control is carried out during lectures, laboratory classes and is aimed 

at checking the level of readiness of the student to perform a specific job and is 
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evaluated by the amount of points scored: for courses with a form of semester control 

as grading: maximum amount is 100 points; minimum amount required is 60 points. 

The final control includes current control and assessment of the student. 

Semester control is carried out in the form of a grading. 

The final grade in the course is determined: for disciplines with a form of 

grading, the final grade is the amount of all points received during the current control. 

During the teaching of the course, the following control measures are used: 

Current control: performance and defense of laboratory workshop (6 works 

with 10 points each), written tests (4 works with 10 points each). 

Semester control: Grading. 

More detailed information on the assessment system is provided in 

technological card of the course. 
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