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The collection includes materials of reports of conference participants, which are
united by thematic areas of the conference.

The collection will be useful for professionals and employees of companies engaged
in the field of IT, as well as for teachers, masters and students of higher education
institutions studying in the areas and specialties of computer software and automated
systems, applied mathematics and information processing, will be useful to professionals
on computer modeling and development of computer games.

The results of research in the collection are a kind of slice of the current state of
affairs in these areas of knowledge, which can help both professionals and university
students to get a general picture of the development of information technology and related
ISsues.

Scientific papers are grouped by areas of the conference and are listed in
alphabetical order of the authors.

Materials (abstracts) are published in the author's edition. The author is responsible
for the quality and content of publications.

Materials are submitted in Ukrainian and English.
Editor-in-Chief of the collection Sergii Kotlyk.
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ITPOLIECIB
o YITPABJ/ITHHA, ObPOBKA TA 3AXHCT IH®OPMAILTII
o ABTOMATH3AIIA TA YIIPABJIIHHA TEXHOJIOTTYHUMH
IPOLIECAMH
e HOBI IH®OPMAIIHHI TEXHOJIOT'TI B OCBITI
e ITPOEKTYBAHHA IH®OPMAIIIHHHUX CHCTEM I ITIPOTPAMHHUX
KOMITJIEKCIB
e KOMIT'IOTEPHI TEJIEKOMYHIKAIIIHHI MEPEJKI TA TEXHOJIOTII
o IIITYYHUH IHTEJEKT I ABTOMATH3ALIIA POFOTOTEXHIYHHX
CUCTEM
e KOMII'FOTEPHI ITPH I WEB-TH3AHH
o BIBJIIOMETPUKA. IHOOPMATH3AIIIA HABYAJTBHOI' O, HAYKOBOTI O,
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o ITH®OPMAIIIHHI TEXHOJIOTII B ME/THITHHI
e 3D MOJEJIOBAHHA TA 3D JIPYK
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e MATHEMATICAL AND COMPUTER SIMULATION OF COMPLEX
PROCESSES
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INEPEIMOBA

CpOTrOHIIIHI JHI Majo XTO 3 YKpPailHCBKUX YYEHUX Ha3Be CHOPUATIUBUMHU JUISL TOCHIIHKEHb —
BIMICHKOBHMI CTaH, OKyHallis YacTHHU Hamoi TepuTopii, HecTada ¢iHAHCYBAaHHS, PO3PHB OaraThox
HaJIarO/DKEHUX 3B'SI3KIB, Y TOMY YMCIl MDKHapoAHUX... lIpore Hayka Bce OJHO HE CTOITh Ha MiCII,
PO3BHBAETHCS, OCOOJIMBO I1I€ CTOCYETHCA TaKMX IEPEAOBUX TEXHIYHMX HaIpsAMIB, SK iH(OpMaIliiHi
TEXHOJIOT11, aBToMaTH3allisi, podbotorexnika. L{i ramy3i € OCHOBHUMH JyIsi OaraThoxX BUPOOHHUUX cdep,
CTBOPCHHS HOBUX BUPOOIB, B 3araji i TEXHIYHOTO MPOrpecy.

Huni pucranmiiinuii oOMiH iH(OpMaIi€l0 MiXK BUSHUMH — UM HE €JIMHA MOXJIHBICTH OTPUMATH
JaHl Mpo TepenoBi 17el y CBOii raiysi, Ipo HIISXH PO3BUTKY CBOI'O CEIMEHTY PUHKY, IPO MPOPHUBHI
3aJlyMH IHIITUX JOCTiTHHKIB.

HaiiGinpIe e MOXIJIMBO Tij 4ac MPOBEICHHS OHJIAWH-KOH(EpPEeHINH, KoM IXHI y4aCHUKH, HE
BUIXKDKAIOYH 31 CBOET KpaiHU Ta MicTa, OOMIHIOIOTHCS pe3yJabTaTaMu CBOiX JOCSATHEHb. Take 3HaHOMCTBO
13 Cy4aCHMM CTaHOM CIIpaB y HAyKOBIil raiy3i 103BOJIsIE 3a0IAJUTH SIK 4Yac, Tak 1 pecypcu. Tomy Tak
BOXJIMBO CHOTOAHI OpaTW ydacThb y TaKHX 3YCTpi4ax, a OpraHi3oByBaTH iX — 3aBIaHHS B3arajii
MepIIOPsTHE.

L1s 30ipka Te3 JOMOBIJeH CKIANaEThCsA 3 HAyKOBUX Ipalb, sKi Haxicnanu Ha XV Il Mixunapoany
HayKOBO-TIPAaKTUYHY KoH(pepeHiito «lHdpopmamiitHi TexHosorii ta aBromarm3aiis — 2024» BueHi 3
VYkpainu, Kazaxcrany, Kwutaro, Himeuuwmnm, ['py3ii, Bbonrapii, MonmoBu, IliBHiuHOi MakenoHii.
Kondepenuis mnpoiima 31 xoBtHa Ta 1 sucromaga 2024 poxky y OnecbkoMy HalllOHAJIbHOMY
TEXHOJIOTIYHOMY YyHiBepcuteTi (YKpaiHa), y ii poOoTi B3sia ydyacTh peKOpAHA KUIBKICTh y4acHHUKIB (86
opranizaiiii, 358 Te3 momoBinel, y HanmucaHHI SIKUX Opaiu ydacTh 542 ydacHHUKa), BiJl CTYIEHTIB O
npodecopis. Kondepenmii 3 IT ta aBromaruzarii, siki mpoBosateess B OHTY, Bce Oibliie mpUBEpTAIOTH
yBary BUEHHUX Ta BHUKJIaJadiB 3 yciei YKpaiHu, Ta i HE JuIle 3 HAlIoi KpaiHu. MOXKIIMBICTh ONEepaTUBHOI
myOutikamii pe3ynpTaTiB CBOiX JOCHIKEHb, OOMiHY JyMKaMH, HOOPO3HWIMBOI KPUTHKH POOJSATH Taki
3yCTpiul AyKe MPUBAOIUBUMH.

Y nmanomy 30ipHUKY TPEICTaBICHI BCI HAYKOBI JIOCIHIDKCHHS, PE3YJIbTaTaMH SKAX 3aXOTLTU
MOALTUTHCS y4acHUKU KoH(epeHii. HaykoBi mparii 3rpynoBaHi 3a HanpsiMKaMu poOOTH KOH(EpeHIii Ta
HaBesleHI B an(daBiTHOMY MOPSAKY TMPI3BHIN aBTOpiB. Marepianu (Te3M IOMOBIICH) IPYKYIOThCS B
aBTOPCHKIN peAaKiIii.

PREFACE

Few Ukrainian scientists would call these days favorable for research - martial law, occupation of
part of our territory, lack of funding, severance of many established connections, including international
ones... However, science still does not stand still, it is developing, especially in such advanced technical
areas , such as information technology, automation, robotics. These industries are fundamental for many
production areas, for the creation of new products, and in general for technical progress.

Currently, remote exchange of information between scientists is perhaps the only opportunity to
obtain data on advanced ideas in their industry, on ways to develop their market segment, and on the
breakthrough ideas of other researchers.

This is most possible during online conferences, when their participants, without leaving their
country and city, exchange the results of their achievements. Such familiarity with the current state of
affairs in the scientific field saves both time and resources. That’s why it’s so important to participate in
such meetings today, and organizing them is a top priority.

This collection of abstracts of reports consists of scientific papers sent to the XVII International
Scientific and Practical Conference "Information Technologies and Automation - 2024" by scientists
from Ukraine, Kazakhstan, China, Germany, Georgia, Bulgaria, Moldova, North Macedonia. The
conference was held on October 31 and November 1, 2024 at Odesa National University of Technology
(Ukraine), a record number of participants took part in its work (86 organizations, 358 abstracts of
reports, in the writing of which 542 participants took part), from students to professors. Conferences on
IT and automation, which are held at ONUT, increasingly attract the attention of scientists and teachers
from all over Ukraine, and not only from our country. The possibility of prompt publication of the results
of one's research, exchange of opinions, and friendly criticism make such meetings very attractive.

This collection presents all the scientific research, the results of which the conference participants
wanted to share. Scientific works are grouped according to the areas of work of the conference and are
listed in alphabetical order by the names of the authors. Materials (abstracts of reports) are published in
the author’s edition.
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MODELLING OF RATING SYSTEMS
Malakhova Diana (diana.malakhova@hneu.net)
Simon Kuznets Kharkiv National University of Economics (Ukraine)

The paper analyses and compares different methods of modelling rating systems. The stages of
implementation of the rating model in the software environment and the process of experimental
comparison of its effectiveness with existing systems are formulated

Rating systems are tools or methods used to evaluate and rank objects, products, services, users, or
other entities based on certain criteria [1,2]. They can be found in various fields, from web-based
platforms to scientific research. The main goal of rating systems is to provide users with an objective
assessment and help them make decisions.

Characteristics of rating systems include: rating criteria: ratings can be based on various factors,
such as user feedback, number of sales, quality of service or product, expert opinions, etc: Rating systems
can use different methods to calculate a rating, such as collarative filters, content analysis, machine
learning, etc: Rating systems can be used for a variety of purposes, including selecting products or
services, making recommendations to users, assessing quality or popularity, etc.; impact on users: Rating
systems can influence user behaviour, preferences and decisions, so it is important to understand their
design and operation.

The general characteristics of rating systems help to understand their role in the modern information
society and the importance of their research and improvement.

To develop your own rating system model, you need to complete the following tasks:

1. Identification of the research object:

The object of the study is a rating system aimed at recommending products in an online store.

2. Formulation of goals:

improving the user experience by providing personalised recommendations;

Increased conversion and sales volume due to the increased relevance of recommendations;
improving product sorting algorithms and increasing user satisfaction.

3. Establishing requirements:

accuracy in predicting product ratings based on purchase history and user interaction; system
performance and scalability for a large number of users and products;

support for personalisation of recommendations depending on individual user preferences.

4. Selection of methods and algorithms:

use of collaborative learning methods, such as matrix factorisation and k-nearest neighbours;
development of hybrid approaches that combine collaborative and content-based methods to

obtain more accurate recommendations.

5. Defining evaluation metrics:

accuracy of predicting product ratings using metrics such as root mean square error (RMSE) or
mean absolute error (MAE);

recommendation coverage, which is defined as the percentage of products for which the system can
provide recommendations;

relevance of recommendations, which is assessed on the basis of the relevance of the recommended
products to the individual interests of the user..

In choosing a modelling method for a rating system, the key is to balance accuracy, speed and
scalability, as well as to take into account the characteristics of the available data and the needs of users.
With these facts in mind, we will consider the following methods:

1. Collaborative method: the approach is effective when there is sufficient data on the interaction of
users with objects. It can be implemented with the help of the nearest neighbour method or matrix
factoring. However, it may be ineffective in the case of sparse data or cold start problems.

2. Content-based method: this approach is effective when we have detailed information about the
characteristics of objects and users. It allows recommendations to be made based on the properties of the
object or user itself, which makes it less sensitive to cold starts. However, it may be less accurate than the
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collaborative method, especially if the information about the objects or users is not sufficiently
representative.

3. The hybrid method combines the advantages of the collaborative and content-based methods to
obtain better accuracy and relevance of recommendations. It can be particularly effective when one
method compensates for the shortcomings of the other. However, it may require more computational
resources and time to implement.

After careful analysis, we choose the method that best suits our needs and conditions and implement it for
the rating system.
The development of the rating algorithm includes the following stages [3].

1. Data preparation: collection and preparation of raw data for further analysis and processing. This
may include cleaning outliers, coding categorical variables, and other operations.

2. Model selection: selecting the appropriate modelling method for rating based on the
characteristics of the data and the system requirements. This can be a collaborative, content-basedor
hybrid approach.

3. Model training: training the selected model on the available data. This involves fitting model
parameters and optimising the model to obtain the best results.

4. Model validation: assessing the performance of the model on the validation dataset. This may
include the use of metrics such as mean absolute error (MAE) or root mean square error (RMSE).

5. Testing the model: checking the model's performance on a test dataset. This helps to
confirm the stability and overall effectiveness of the model.

6. Parameter settings: optimise the model parameters to improve its performance and obtain
better results.

7. Algorithm implementation: converting the developed algorithm into a program code for itsuse
in real conditions.

8. Evaluation of the results: a analysis of the results obtained and formulation of conclusionson
the effectiveness and suitability of the developed algorithm.

Testing and analysis of the results includes [4]:

1. Prepare a test dataset: Separate a certain part of the original data for use in testing. This will
allow you to evaluate the effectiveness of the algorithm on new, previously unseen data.

2. Application of the algorithm: use of the developed algorithm to rank objects on the test dataset.
This may include applying the algorithm to new users or objects that were not used in model
training.

3. Evaluation of results: measuring the effectiveness of the algorithm using validation metrics such
as mean absolute error (MAE) or root mean square error (RMSE). This will allow you to understand how
accurate and efficient the algorithm is on new data.

4. Analysis of the results: studying the results and identifying possible problems or shortcomings
of the algorithm; comparing the results with previous studies or alternative rating methods.

5. Corrections and adjustments: making adjustments to the algorithm based on test results;
parameterising the algorithm and adjusting it to improve efficiency.

Drawing conclusions: formulation of conclusions about the effectiveness and suitability of the
developed rating algorithm; transfer of the analysis results to the customer and stakeholders for further
use or improvement.

Modelling rating systems is an important area of research in the modern world, as it has great
potential for use in a variety of areas, from e-commerce to recommender systems and social media
analysis. Further research in this area can bring new innovations and improvements that willcontribute to
the development of modern technologies and improve the user experience.

REFERENCES
[1] KnebanoBa T. C. MonentoBanns exkoHoMiku: Hamu. mocionuk / T. C. Kinebanosa, B. O.
3abpoacekuii, O. 0. Ilomsakora, B. JI. Ilerpenko. Ilomsxora, B. JI. Tletpenko — X. : Bun-Bo XJIEVY,
2001. — 140 c.
[2] Bitmiacekuii B. B. MonenroBanus ekoHoMiku: Hapu. mocionuk. — K.: KHEVY, 2003. — 408 c.
[3] Rating Model: The Development and Application of Rating Models. URL: Rating Model: The
Development and Application of Rating Models - FasterCapital.

44


https://fastercapital.com/content/Rating-Model--The-Development-and-Application-of-Rating-Models.html
https://fastercapital.com/content/Rating-Model--The-Development-and-Application-of-Rating-Models.html

Proceedings of the XVII International scientific and practical conference «Information technologies and automation— 2024»

[4] Data Preparation and Algorithm  Training in  Machine Learning. URL:
https://www.linkedin.com/pulse/data-preparation-algorithm-training-machine-learning-esmaeilzadeh-
andcf.

BIOTHREAT EARLY ASSIST AND RESPONSE COMMAND SYSTEM (BEAR-CS)
Rexhep Mustafovski®, Aleksandar Risteski?, Tomislav Shuminoski®
1 23yniversity "St. Cyril and Methodius" — Skopje, Faculty of Electrical Engineering and Information
Technologies (Republic of North Macedonia)

Abstract: BEAR-CS is a new drone command system that is used to detect biological threats
(viruses, hazardous agents) before soldiers go into hot zones. It will feed live info back to the TOC and
CP and they can take immediate action if necessary, making the military a more efficient, and safe place.
Soldiers also have the advantage of digital radios, triage tools, and the nifty little poison detectors in
addition to just having an overall better sense of what is going on around them and how to respond. This
paper compares BEAR-CS with existing systems to highlight its advantages and future potential for
military operations.

Keywords: BEAR-CS, drone command system, biological threats, poison detectors, soldiers, military

Introduction.

Biological threats, such as the release of harmful pathogens, toxins, and hazardous materials, are
becoming an increasingly serious issue in both military and civilian settings. As warfare becomes more
complex, biothreats have emerged as a major risk for soldiers working in fast- paced and often dangerous
environments. While traditional biothreat detection systems are important, they tend to be reactive and
hindered by slow detection times, often limited to fixed locations or crowded areas. These drawbacks
create significant risks, particularly in contemporary military operations where quick mobility, real-time
intelligence, and proactive measures are essential for success. The Biothreat Early Assist and Response
Command System (BEAR-CS) is specifically designed to tackle these challenges directly. It combines
advanced drone technology, real-time biothreat sensors, and military communication systems into a
unified, proactive framework that guarantees early detection and real-time situational awareness of
biological hazards in operational areas. By utilizing drones equipped with cutting- edge sensors, BEAR-
CS facilitates the immediate identification of biothreats, providing essential data straight to Tactical
Operating Centers (TOCs) and Command Posts (CPs). This proactive capability supports timely decision-
making, allowing soldiers to avoid or reduce exposure to biological threats before they enter high-risk
zones. In addition, BEAR-CS aims to improve the overall operational efficiency of military personnel.
Soldiers are outfitted with digital radios, digital triage tools, poison detection devices, and
decontamination equipment, all seamlessly integrated into their uniforms. This not only enhances their
personal safety but also enables coordinated responses to biological threats in real time. By overcoming
the shortcomings of traditional systems, BEAR-CS marks the beginning of a new era in biothreat
detection and response, ensuring that military operations remain agile, informed, and prepared to counter
threats before they escalate. As biothreats grow increasingly sophisticated and widespread, the demand
for systems capable of preemptively detecting and responding to these threats is more crucial than ever.
BEAR-CS serves not just as a solution for current challenges but also as a system that will adapt
alongside future technological advancements, ensuring long- term security and efficiency for military
operations in hostile and unpredictable environments.

Future potential of the BEAR-CS system.

The future potential of the BEAR-CS system can be highlighted by looking at the current
technological trends and the emerging challenges in military operations and biothreat detection. Several
changes and improvements could enhance the effectiveness, adaptability, and scalability of BEAR-CS:

* Artificial Intelligence (Al) Integration:
0 Current State: The BEAR-CS system employs drones for real-time detection and information
transmission.
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